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Analyzing CVE Lifecycle and Relationships with Exploits, Patches, CWEs, and
CPEs: A Focus on Microsoft Vulnerabilities

by Eid ALBADDAH

In today’s interconnected world, the security of information systems is of paramount
importance. The continuous discovery of vulnerabilities, their exploitation, and sub-
sequent patching significantly influence the security landscape. This thesis aims to
analyze security vulnerabilities from all aspects as well as the lifecycle of Common
Vulnerabilities and Exposures (CVEs) and their relationships with exploits, weak-
nesses (CWEs), and affected products (CPEs), with a particular focus on CVEs re-
lated to Microsoft. By leveraging a comprehensive dataset, this research will extend
the work presented in Stefan Frei’s 2009 dissertation [46], "Security Econometrics:
The Dynamics of (In)Security," to understand the dynamics between the discovery,
exploitation, and patching of vulnerabilities. Our study utilizes data from multi-
ple sources, including CVE V5, ExploitDB, and Microsoft’s MSRC API, to examine
trends and patterns in the race between exploits and patches, providing valuable
insights into the security ecosystem.. . .
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CHAPTER 1
INTRODUCTION

1.1 Background

In today’s interconnected world, the security of information systems is of paramount
importance. The continuous discovery of vulnerabilities, their exploitation, and sub-
sequent patching significantly influence the security landscape. This thesis aims to
use open-source intelligence to help improve evidence-based security management
and decision making. In the work done to date we have analysed Common Vulner-
abilities and Exposures (CVEs) data as well as their lifecycle and relationships with
exploits, weaknesses (CWEs), and affected products (CPEs), and patches. The patch
information, so far, has focused on Microsoft products.

CVEs are publicly disclosed cybersecurity vulnerabilities that are assigned an
identifier for tracking purposes [108]. By leveraging comprehensive public datasets,
this research will extend the work presented in Stefan Frei’s 2009 dissertation [46],
"Security Econometrics: The Dynamics of (In)Security," to understand the dynamics
between the discovery, exploitation, and patching of vulnerabilities.

Our study utilizes data from multiple public sources, including:

• CVE V5 database maintained by MITRE [108]

• ExploitDB, a comprehensive archive of public exploits [112]

• Microsoft’s MSRC API, providing patching information [104]

These sources allow us to examine trends and patterns in the race between ex-
ploits and patches, providing valuable insights into the security ecosystem. The
focus on Microsoft-related vulnerabilities is influenced not only by the company’s
significant market share but also by the availability of comprehensive patching data
and its clear links with CVEs. This allows for a more detailed analysis of the full
vulnerability lifecycle.

While our patching analysis centres on Microsoft, our examination of vulnera-
bilities and exploits extends to non-Microsoft products as well, providing a broader
perspective on the security landscape. In the next stage of the research, we will be
looking at adding more data-sources for patches of other vendors.

1.2 Objectives

As stated previously, the main objective of the thesis is to use open-source data to im-
prove security decision making. This work builds upon several foundational studies
in vulnerability management, particularly Frei’s seminal work [46] on the dynamics
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of (in)security that established frameworks for understanding vulnerability lifecy-
cles. Despite significant advances in the field, critical gaps remain in comprehen-
sively analysing the relationships between CVEs, exploits, patches, and weakness
categories, which this research aims to address. The sub-objectives, which help in
achieving this higher level objective, are:

1. Analyse CVEs with their corresponding weaknesses (CWEs), affected prod-
ucts (CPEs), exploits, and patching information. This extends previous work
by Turtiainen and Costin [153] on automated CWE classification and addresses
data quality challenges identified by Anwar et al. [13] in their assessment of
the National Vulnerability Database.

2. Gain a comprehensive understanding of the CVE ecosystem by identifying
patterns and trends.
While Rajasooriya et al. [123] developed statistical models using Markov chain
theory to estimate vulnerability exploitation probabilities, our work aims to
provide a more integrated analysis that accounts for the relationships between
different vulnerability attributes.

3. Analyse the distribution and timing of key events in the vulnerability life-
cycle from 2016 to 2024, with a focus on Microsoft-related vulnerabilities.
This builds upon Shahzad et al.’s [134], [135] research on Microsoft’s structured
patch release cycles and Dissanayake’s [37] examination of temporal patterns
in Microsoft security responses, providing updated insights for contemporary
security environments.

4. Identify trends and patterns in the lifecycle stages, particularly focusing on
discovery, exploit availability, and patch availability.
Ruohonen [130] documented significant variations in time between discovery
and public disclosure, with our preliminary analysis supporting these findings
by revealing a median disclosure time of 41 days but a considerably higher
mean of 141.9 days, indicating substantial variability in disclosure practices.

5. Investigate outliers and significant deviations in the lifecycle distribution to
understand their impact on security.
This addresses the challenges posed by censored data in vulnerability lifecy-
cle analysis identified by Brilhante et al. [27], who implemented heavy-tailed
distributions for modelling vulnerability timelines.

6. Provide actionable insights for improving vulnerability management prac-
tices based on empirical data.
Recent work by Woo et al. [161] revealed that many security patches require
subsequent modifications to achieve their protection goals, whilst Xiong et al.
[162] demonstrated how the quality of vulnerability information disclosure di-
rectly impacts vendors’ patch development capabilities. Our research aims to
address these challenges through empirical analysis.

7. Develop predictive models using machine learning techniques to gain deeper
insights into vulnerability lifecycles and exploit likelihood.
This extends Jacobs et al.’s [67], [68] Exploit Prediction Scoring System (EPSS)
and Suciu et al.’s [143] Expected Exploitability (EE) metric by incorporating a
more comprehensive set of variables derived from our integrated dataset.
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8. Explore the potential of Time To Patch modeling for common types of vul-
nerabilities.
Building upon recent advances in machine learning for vulnerability analysis,
this objective aims to address the gap between vulnerability awareness and
effective patch releasing in enterprise environments.

So far we have made progress with sub-objectives 1-6. In the next stage of the PhD,
we plan to work more on sub-objectives 7-8 as well as revisit the other sub-objectives
above.

1.3 Methodology

Our analysis leverages a comprehensive OSINT dataset of vulnerabilities (CVEs),
exploits, and patches spanning multiple years. Data was collected from authorita-
tive sources including the CVE V5 [108] database maintained by MITRE, ExploitDB
[112], and Microsoft’s Security Response Center (MSRC) API [104], ensuring reliabil-
ity and representativeness of the security landscape. For CVE and exploit data, we
extracted information programmatically using automated ETL (Extract, Transform,
Load) pipelines from GitHub repositories, while patch information was retrieved
through API calls to the Microsoft MSRC database.

We processed this data through a rigorous pipeline that included data cleaning,
normalization, and structured integration into a MySQL database. For temporal
analysis, we consistently used the earliest available dates for key lifecycle events
(CVE reservation, exploit publication, and patch release) to ensure accuracy in mea-
suring vulnerability lifecycles. Special processing workflows were developed for
specific analyses, such as product family distribution and CWE classification, ad-
dressing challenges with data completeness and consistency.

For the analysis of vulnerability distribution across Microsoft product families,
we utilized MSRC product information rather than CVE-V5 CPE data after discov-
ering that 30.6% of patched CVEs lacked CPE information. This methodological de-
cision ensured comprehensive coverage while accurately handling many-to-many
relationships between vulnerabilities and products. Similarly, for CWE distribution
analysis, we merged MSRC data with the CVE-V5 database, focusing on the 5,374
CVEs (53.8%) with identifiable CWE classifications while acknowledging the limita-
tions of this coverage gap.

The NVD [111] dataset was incorporated to supplement information on Com-
mon Weakness Enumeration (CWE), comprehensive CVSS scores, and CPE (prod-
uct) data, linking vulnerabilities to their underlying software weaknesses and af-
fected products. This integration enabled deeper analysis of vulnerability patterns
and trends, including the examination of CWE pairs and triplets that reveal complex
relationships between different weakness types.

Statistical analysis was employed to examine the distribution of lifecycle events,
calculating mean, median, and mode differences between these events along with
dispersion measures to quantify variability. This multi-indicator approach provided
a more nuanced understanding of temporal relationships than previous studies that
often relied solely on averages. Our dataset comprises non-duplicated vulnerabil-
ities and exploit records for multiple vendors, with a specific focus on Microsoft-
related patches due to their comprehensive documentation and clear linkage with
CVEs.

For the complete lifecycle analysis, we focused on 415 Microsoft-related CVEs
with documentation for all three key events (CVE reservation, exploit publication,
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and patch availability). This subset was further categorized into Microsoft-specific
products (391 CVEs, 94%) and third-party software operating on Microsoft plat-
forms (24 CVEs, 6%), enabling detailed comparison of lifecycle patterns between
these categories.

The methodology ensures that our findings are based on empirical data spanning
multiple years, providing insights into vulnerability management practices and their
evolution over time. The collected data is updated through April 2024, ensuring
contemporary relevance of our analysis.

1.4 Contributions

This study makes several key contributions to the field of cybersecurity:

1. A detailed analysis of the vulnerability lifecycle over a nine-year period (2016-
2024), revealing that exploits are typically published approximately 168 days
after CVE creation (mean value) with a median of 141 days, while patches
typically appear 7 days before exploits (median of Patch - Exploit = -7 days).

2. Identification of significant temporal patterns in patch deployment, with our
findings showing that 93.7% of analyzed Microsoft-related CVEs were patched
before being exploited, demonstrating effective vulnerability disclosure mech-
anisms despite the negative median gap between exploit and patch dates.

3. Evidence of substantial discrepancies between vendor-reported exploit data
and third-party databases, with our analysis revealing that out of 124 CVEs
reported as exploited by Microsoft, only 29 (23.4%) were documented in the
Exploit Database, highlighting critical gaps in vulnerability intelligence shar-
ing and reporting.

4. Comprehensive examination of vulnerability weaknesses (CWEs), demonstrat-
ing that Cross-site Scripting (CWE-79) remains the most prevalent weakness at
15.35% of all vulnerabilities, followed by Memory Buffer issues (CWE-119) at
6.84% and SQL Injection (CWE-89) at 6.52%, with persistence of these issues
despite decades of awareness.

5. Discovery of significant changes in vulnerability distributions during the pan-
demic period (2020-2021), with a 78% increase in CVEs attributed to rapid digi-
tal transformation and increased focus on security research, exceeding the con-
sistent 10% annual growth predicted by industry reports.

6. Documentation of the dramatic evolution in exploitation patterns over time,
with a shift from predominantly pre-CVE exploits in early years (1999-2004,
over 80%) to predominantly post-CVE exploits in recent years (2015-2024, over
80%), reflecting significant improvements in coordinated vulnerability disclo-
sure practices.

7. Analysis of exploitation patterns revealing counterintuitive severity-exploitation
relationships, with critical vulnerabilities showing longer exploitation time-
lines (median 192 days) than medium-severity ones (median 138 days), chal-
lenging conventional prioritization approaches based solely on severity rat-
ings.
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8. Identification of dramatic disparities in patching times between exploited and
non-exploited vulnerabilities, with exploited critical vulnerabilities taking 244%
longer to patch than non-exploited ones (186 vs. 54 days), suggesting that ex-
ploited vulnerabilities may possess characteristics that significantly complicate
remediation.

9. Revelation of significant differences between Microsoft-specific products and
third-party components in lifecycle patterns, with only 0.26% of Microsoft-
specific products (1 out of 391) exhibiting extreme lifecycle delays exceeding
1,000 days, compared to 37.5% of third-party applications (9 out of 24).

10. Development of a novel framework for analyzing CVEs with multiple exploits,
showing that 61% of vulnerabilities with 10-13 exploits exhibited consistent
characteristics in exploitation methods, with this consistency decreasing as the
number of exploits per CVE decreases.

11. Discovery of distinctive product-specific vulnerability concentrations, with Mi-
crosoft Office leading with 6,342 patched vulnerabilities, significantly ahead
of Windows (4,869) and .NET (4,867), challenging assumptions that operating
systems represent the most vulnerable components.

12. Identification of Microsoft’s distinctive security profile compared to industry
norms, with memory-related weaknesses accounting for 58.1% of Microsoft’s
top patched vulnerabilities (compared to 32.1% in the broader vulnerability
landscape), while web vulnerabilities constitute only 7.4% (versus 38.1% industry-
wide).

13. Creation of a comprehensive dataset and methodology that can serve as a refer-
ence for future research in vulnerability management, enabling more informed
decision-making in security operations.

14. Potential applications for machine learning models to predict exploit likeli-
hood and optimize vulnerability management processes, based on the tempo-
ral patterns identified in our analysis.

1.5 Document Guide

Throughout this thesis, colored boxes are used to highlight specific types of infor-
mation:

•

Example Key Insights Box

Blue boxes contain key insights, summaries of find-
ings, and important concepts. These boxes are used
to highlight the most significant results from analy-
ses and their implications.

•

Example Information Box

Yellow boxes with red borders provide important
contextual information, examples from literature, or
critical considerations that deserve special attention.
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• (Note) indicated below provides brief clarifications or additional points of in-
terest related to the main text.

•
Note: Example note

These visual elements are designed to help readers quickly identify different
types of information and navigate the content more effectively.

1.6 Report Structure

The remainder of this thesis is organized as follows:

Chapter 2: Literature Review provides a comprehensive overview of existing re-
search on vulnerability lifecycles, exploit prediction, and patch management.

Chapter 3: Methodology details the data sources, collection methods, and analyti-
cal techniques employed in this study.

Chapter 4: Vulnerability, Exploit, and Patch Analysis presents a detailed examina-
tion of CVEs, their associated exploits, and patching trends.

Chapter 5: Lifecycle Analysis offers an in-depth analysis of vulnerability lifecycles,
focusing on the timing and sequence of key events of interest (i.e. vulnerability
discovery, exploitation and patching).

Chapter 6: Future Work Outlines potential areas for further research and develop-
ment, including advanced analytics and machine learning applications.

By building upon existing research and providing a comprehensive understand-
ing of the vulnerability lifecycle, this study aims to enhance the effectiveness of vul-
nerability management practices and contribute to the broader field of cybersecurity
research.
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CHAPTER 2
LITERATURE REVIEW

2.1 Introduction

The landscape of cybersecurity vulnerabilities has evolved dramatically in recent
years, driven by increasing system complexity, rapid software development cycles,
and sophisticated cyber threats. Understanding this evolution requires leverag-
ing Open-Source Intelligence (OSINT), a methodological framework that transforms
publicly available information into actionable intelligence through systematic collec-
tion, processing, and analysis [117]. In cybersecurity research, OSINT encompasses a
wide range of information sources, from technical databases to social media discus-
sions, providing researchers and security professionals with comprehensive insights
without requiring privileged access or specialized permissions [109].

Among the various applications of OSINT in cybersecurity, vulnerability intel-
ligence represents one of its most structured and standardized domains [87]. This
standardization manifests in well-defined relationships between Common Vulnera-
bilities and Exposures (CVEs), their associated exploits, patches, and classifications
through Common Weakness Enumeration (CWE) and Common Platform Enumer-
ation (CPE). The temporal aspects of these relationships – specifically when vulner-
abilities are reported, when patches become available, and when exploits emerge –
provide crucial insights into the effectiveness of current security practices and the
dynamics of the threat landscape [130].

The systematic collection and analysis of vulnerability-related OSINT has trans-
formed security research by providing rich, publicly accessible datasets that enable
deeper understanding of vulnerability lifecycles [131]. These sources include the
National Vulnerability Database (NVD), ExploitDB, vendor security advisories, and
increasingly, social media platforms and code repositories that offer real-time in-
sights into emerging threats and exploitation patterns [117]. While this wealth of
information presents unprecedented opportunities for comprehensive analysis, it
also introduces significant challenges in data integration, quality assessment, and
temporal alignment [51], [109].

Recent research demonstrates that understanding vulnerability lifecycles requires
consideration of multiple interconnected factors. Frei’s seminal work [46] estab-
lished the foundational framework for analyzing vulnerability lifecycles, while more
recent studies have expanded this understanding through the integration of machine
learning approaches and real-time threat intelligence [4]. This evolution in research
methodology reflects the growing recognition that effective vulnerability manage-
ment requires dynamic, data-driven approaches that can adapt to rapidly changing
threat landscapes [27].
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Microsoft vulnerabilities present a particularly significant area of study within
the OSINT-driven vulnerability research landscape due to the company’s substan-
tial market presence and the extensive documentation available about their security
response processes [37]. The structured nature of Microsoft’s security update cy-
cles, combined with comprehensive vulnerability documentation, provides unique
opportunities for analyzing the relationships between vulnerability characteristics,
exploitation patterns, and patch deployment strategies.

Understanding vulnerability management requires familiarity with several in-
terconnected frameworks and concepts that form the foundation of modern security
analysis. The Common Vulnerabilities and Exposures (CVE) system, maintained by
MITRE Corporation, provides a standardized method for identifying and cataloging
known cybersecurity vulnerabilities [111]. Each CVE entry represents a specific vul-
nerability with a unique identifier, enabling consistent tracking and reference across
different security tools and databases. This standardization has proven crucial for
coordinated vulnerability management across the industry [100].

The Common Weakness Enumeration (CWE) framework offers a comprehensive
classification of software security weaknesses [94]. Unlike CVEs, which identify spe-
cific vulnerabilities, CWEs describe types of weaknesses that can lead to vulnerabili-
ties. This classification system enables understanding of common vulnerability pat-
terns and supports development of more secure software by identifying recurring
security issues [95].

Common Platform Enumeration (CPE) provides a structured naming scheme for
identifying and categorizing IT systems, software packages, and platforms [29]. This
standardization enables precise tracking of which systems are affected by specific
vulnerabilities, facilitating more effective vulnerability management across complex
IT environments. The CPE framework’s hierarchical structure allows for detailed
specification of affected systems while maintaining flexibility for different deploy-
ment scenarios.

The exploitation of vulnerabilities represents the practical manifestation of these
security weaknesses in real-world scenarios [4]. An exploit demonstrates how a vul-
nerability can be leveraged to compromise system security, ranging from proof-of-
concept demonstrations to fully weaponized attack tools. Understanding exploita-
tion patterns through OSINT sources has become crucial for assessing real-world
vulnerability impacts and prioritizing remediation efforts [51].

Patches represent the remediation component of vulnerability management, pro-
viding fixes for identified security issues. The patching process involves complex de-
cisions about timing, testing, and deployment strategies, particularly in enterprise
environments where system stability must be balanced against security needs [37].
Microsoft’s structured approach to patch management through its monthly "Patch
Tuesday" releases has become a de facto standard in the industry, though it also
creates predictable patterns that attackers may exploit [27].

Other major vendors employ diverse patching strategies with varying levels
of structure and predictability. Oracle follows a quarterly Critical Patch Update
(CPU) schedule, releasing security fixes every January, April, July, and October,
while Apple adopts a more irregular patching model driven by vulnerability sever-
ity rather than fixed schedules [135]. Google has implemented a hybrid approach for
Chrome, combining scheduled releases with expedited patches for critical vulnera-
bilities [151]. In contrast, many open-source projects like the Linux kernel employ
a distributed model relying on community developers to identify, fix, and validate
patches through transparent processes [86]. Researchers have analyzed these varied
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approaches using data from multiple sources. Li et al. [86] utilized the National Vul-
nerability Database alongside Git repositories to examine 4,013 Linux kernel security
patches, while Thomas et al. [151] leveraged Chrome’s release data and vulnerabil-
ity reports to analyze Google’s vulnerability management practices. Ozment and
Schechter [114] obtained OpenBSD patch data directly from project’s security advi-
sories and source repositories, demonstrating diverse methodologies for acquiring
vendor-specific patch information. A comparative analysis by Shahzad et al. [134]
revealed significant disparities in patch development times across vendors, with Ap-
ple and Mozilla demonstrating more rapid response capabilities than Oracle for vul-
nerabilities of similar severity. Understanding these cross-vendor patterns provides
crucial context for developing comprehensive vulnerability management strategies
applicable across heterogeneous software environments.

This review synthesizes current research across several key areas within the OSINT-
driven vulnerability research domain: vulnerability lifecycle analysis, exploitation
patterns, patch management strategies, and predictive modeling approaches. Partic-
ular attention is paid to the integration of multiple data sources and the application
of modern analytical techniques, including machine learning and natural language
processing, in vulnerability assessment and management. The review also examines
how recent advances in automated vulnerability analysis and risk assessment have
transformed traditional approaches to security management.

The following sections examine these themes in detail, beginning with key con-
cepts in vulnerability analysis and progressing through empirical studies, method-
ological approaches, and current gaps in research. This structure enables compre-
hensive understanding of both the theoretical foundations and practical applica-
tions of vulnerability management, while highlighting areas where further research
is needed.

2.2 Definitions and Types of Vulnerabilities

In the realm of cybersecurity, a vulnerability refers to a weakness or flaw in a soft-
ware system, network, or process that can be exploited by an attacker to gain unau-
thorized access, cause damage, or steal sensitive data [100]. The academic litera-
ture presents several established frameworks for classifying vulnerabilities, each of-
fering different perspectives on how to categorize and understand these security
weaknesses. While classification systems represent just one aspect of vulnerability
management, they provide essential foundations for understanding how security
weaknesses manifest and evolve in modern systems.

2.2.1 Historical Development of Vulnerability Classification

The evolution of vulnerability classification frameworks reflects our growing under-
standing of security weaknesses. The foundational work in vulnerability classifica-
tion emerged with Landwehr et al. [84], who developed a comprehensive taxonomy
that categorized vulnerabilities along three critical dimensions: genesis, time of in-
troduction, and location. Building upon this taxonomic foundation, Bishop [23] ad-
vanced the field by creating a specialized classification system focused specifically
on Unix systems. However, subsequent critical analysis by Bishop and Bailey [24]
revealed inherent limitations in these early taxonomic approaches, particularly high-
lighting their inconsistency when applied across different levels of abstraction. As
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the field matured, Krsul [79] introduced a novel perspective by examining vulnera-
bilities through the lens of environmental assumptions, though the practical imple-
mentation of this theoretical framework proved challenging. That same year, Du and
Mathur [38] proposed a more pragmatic classification approach, categorizing soft-
ware errors based on three key aspects: their cause, impact, and fix type, which pro-
vided practitioners with a more actionable framework. Piessens [120] contributed
to this evolution by proposing a systematic taxonomy focused on Internet software
vulnerabilities, while Pothamsetty and Akyol [121] developed a specialized classifi-
cation system for network protocols. A significant advancement came with Howard
et al. [61], who introduced the "19 deadly sins" approach, offering one of the most
comprehensive classification systems of its time. Weber et al. [159] further refined
the theoretical understanding of vulnerability classifications by arguing that their
practical utility should take precedence over strict scientific correctness, acknowl-
edging the inherent challenges in developing purely scientific taxonomies.

2.2.2 Recent Classification Frameworks

Meunier’s work [102] provided critical insights into classification challenges, em-
phasizing that vulnerabilities exist as conceptual entities at multiple abstraction lev-
els simultaneously. This understanding helped explain why early classification at-
tempts often failed to meet scientific criteria of objectivity, determinism, repeatabil-
ity, and specificity.

Frei’s influential research [46] introduced a temporal classification framework
based on vulnerability discovery and disclosure status, identifying three main cate-
gories:

• Publicly disclosed vulnerabilities known to vendors and security communities

• Privately reported vulnerabilities disclosed through coordinated processes

• Undisclosed vulnerabilities potentially known to attackers but not reported to
vendors

The Common Weakness Enumeration (CWE) system [94] further refined these
approaches, offering more granular classification based on underlying weakness
types. The National Institute of Standards and Technology (NIST) [99] and Da Silva
et al. [140], in A Catalog of Security Architecture Weaknesses, provide another com-
prehensive classification framework that categorizes vulnerabilities based on their
technical nature. This framework identifies several fundamental types of security
weaknesses:

• Design Vulnerabilities: Fundamental flaws in system architecture or security
controls

• Implementation Vulnerabilities: Weaknesses introduced during development

• Operational Vulnerabilities: Weaknesses arising from improper deployment

Recent advances have introduced more specialized and dynamic classification
methods. The Stakeholder-Specific Vulnerability Categorization (SSVC) system, de-
veloped by Carnegie Mellon University’s SEI and CISA [33], offers a dynamic decision-
making model with four primary categories (Track, Track*, Attend, and Act), based
on five key values: exploitation status, technical impact, automation capability, mis-
sion prevalence, and public well-being impact. This work aligns with Seacord and
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Householder’s [132] vision of a structured approach that bridges theoretical taxon-
omy and practical application, while acknowledging that vulnerability classification
represents just one component in the broader landscape of security research and
practice.

2.2.3 Machine Learning Approaches in Vulnerability Classification

2.2.3.1 Foundation and Early Developments

There has been a growing use of machine learning into vulnerability classification.
Da Silva et al. [140] demonstrating how automated systems leveraging natural lan-
guage processing and deep learning could address the limitations of traditional clas-
sification methods, particularly regarding manual classification subjectivity. Stehr
and Kim [142] further advanced this field by introducing semantic vulnerability em-
beddings based on natural language processing techniques, establishing a founda-
tion for enhanced risk assessment through clustering, classification, and visualiza-
tion capabilities.

2.2.3.2 Advanced Monitoring and Analysis

Recent applications of artificial intelligence have improved vulnerability classifica-
tion approaches. Gajiwala [50] showed how AI enhances vulnerability assessment
through continuous monitoring and dynamic analysis capabilities. Their research
highlights AI’s ability to process multiple data streams simultaneously, enabling a
more comprehensive classification approach that considers network traffic, system
logs, and threat intelligence feeds. This multi-dimensional analysis allows organi-
zations to simulate various attack scenarios and prioritize vulnerabilities based on
their potential impact. Ravikumar et al. [125] conducted an extensive evaluation
of machine learning algorithms for vulnerability classification, comparing the effec-
tiveness of various approaches including decision trees, support vector machines,
and neural networks. Their research particularly focused on the role of feature se-
lection techniques and model optimization strategies in improving classification ac-
curacy. The combination of these studies illustrates how modern AI and machine
learning approaches are enabling more sophisticated, accurate, and automated vul-
nerability classification systems that can adapt to evolving security threats while
providing actionable insights for vulnerability management.

2.2.3.3 Addressing Technical Challenges

A significant challenge in vulnerability classification stems from the inherent imbal-
ance in security data, where certain types of vulnerabilities occur much more fre-
quently than others. Ekle and Ulybyshev [40] addressed this critical issue through
innovative data handling approaches. Their research revealed how imbalanced datasets
can lead to biased classification models that excel at identifying common vulnera-
bilities but struggle to detect rare, potentially critical security threats. To overcome
this limitation, they implemented the Synthetic Minority Over-sampling Technique
(SMOTE), which generates synthetic examples of underrepresented vulnerability
classes to create a more balanced training dataset. This approach proved highly
effective, improving categorization model accuracy by 20% and demonstrating how
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sophisticated data handling can enhance the identification of less common but po-
tentially devastating vulnerabilities. Their work underscores the importance of ad-
dressing data imbalance in machine learning-based vulnerability classification sys-
tems, as failing to identify rare vulnerabilities could leave systems exposed to so-
phisticated attacks that exploit these overlooked security weaknesses.

2.2.4 Integration of Classification Frameworks in CVE Analysis

Our study benefits from synthesizing multiple classification approaches to provide
a comprehensive understanding of vulnerability relationships and lifecycles. The
integration of established frameworks creates a multi-dimensional analytical ap-
proach that enhances our understanding of the interconnections between CVEs,
CWEs, CPEs, exploits, and patches. Frei’s temporal classification framework [46]
provides the foundation for analyzing vulnerability lifecycles, particularly in under-
standing the progression from discovery to public disclosure. This temporal per-
spective is crucial when examining the relationships between CVEs and their asso-
ciated exploits, as it helps identify patterns in vulnerability exploitation timelines.
The CWE system’s hierarchical structure [94] complements this by offering detailed
categorization of weakness types, enabling us to analyze how different vulnerabil-
ity classes correlate with exploitation patterns and patch development. Building
upon NIST’s technical vulnerability categories [99], we can better understand how
different types of vulnerabilities (design, implementation, and operational) mani-
fest across various platforms and systems. This classification is particularly valu-
able when analyzing the relationship between CVEs and CPEs, as it helps identify
platform-specific vulnerability patterns. The recent machine learning approaches,
such as those developed by Turtiainen and Costin [153], enhance our ability to au-
tomatically categorize and analyze these relationships at scale. For the Microsoft-
specific patch analysis, we leverage the SSVC framework’s [33] prioritization model,
which considers factors like exploitation status and technical impact. This approach
is particularly valuable when examining the relationship between CVE severity and
patch release timing. By combining this with Da Silva et al.’s [140] catalog of secu-
rity architecture weaknesses, we can better understand how different vulnerability
types influence patching priorities and timelines. The synthesis of these classifica-
tion frameworks enables our study to provide deeper insights into:

1. The correlation between vulnerability types (CWEs) and their exploitation pat-
terns.

2. Platform-specific vulnerability trends through CPE analysis.

3. The relationship between vulnerability characteristics and patch development
timelines in Microsoft’s ecosystem.

4. Global trends in vulnerability discovery, disclosure, and exploitation.

This integrated approach aligns with Seacord and Householder’s [132] vision of
bridging theoretical taxonomy with practical application, while leveraging modern
machine learning techniques like those demonstrated by Ekle and Ulybyshev [40]
for enhanced analysis accuracy.
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2.3 Vulnerability Lifecycle

The vulnerability lifecycle represents a sequence of events from initial discovery
through remediation, encompassing multiple critical phases that impact overall se-
curity postures. This section examines the timeline and interconnected stages of
vulnerability evolution, supported by empirical research and industry findings.

FIGURE 2.1: Vulnerability Lifecycle (adapted from Frei, 2009 [46])

Frei’s seminal work established the foundational framework for understanding
vulnerability lifecycles [46], identifying five distinct phases: discovery, disclosure,
exploitation, patch availability, and patch deployment. The exact sequence of these
events depends on the flow of the processes explained in the security ecosystem.
This model has been useful in understanding the temporal relationships between
these events, though recent research has revealed additional complexities in these
relationships [130].

2.3.1 Creation, Discovery and Disclosure Phase

The discovery phase begins when a vulnerability is first identified, either by secu-
rity researchers, malicious actors, or automated tools. Ruohonen’s analysis demon-
strates significant variations in the time between discovery and public disclosure,
with critical vulnerabilities often facing longer assessment periods [130]. This creates
a paradoxical situation where the most severe vulnerabilities may have extended ex-
posure windows. Our preliminary analysis of 246,422 CVE records appears to sup-
port Ruohonen’s findings, revealing a median disclosure time of 41 days and a sub-
stantial mean of 141.9 days, with a high standard deviation of 349.1 days indicating
significant variability in disclosure times. Notably, our data shows that high-severity
vulnerabilities indeed face longer assessment periods (median 54 days) compared to
low-severity ones (median 13 days), aligning with Ruohonen’s observations about
extended exposure windows for critical vulnerabilities. An important temporal as-
pect often overlooked is the vulnerability creation time – the point at which the vul-
nerability is introduced into the software. Research by Ozment and Schechter ’Milk
or Wine’ [114] shows that many vulnerabilities are created during the initial devel-
opment of software systems, with some remaining undiscovered for years after their
introduction. This ’milk or Wine’ hypothesis suggests that older code tends to have
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fewer undiscovered vulnerabilities, as the most serious flaws are typically found
and fixed over time.

Research by MITRE’s CVE team has shown that the discovery-to-disclosure time-
line has been shortening in recent years, particularly for vulnerabilities in widely-
deployed software [111]. However, this acceleration presents new challenges for
vendors and security teams, who must rapidly assess and respond to newly dis-
closed vulnerabilities while maintaining accuracy in their evaluations.

The time between the discovery and public disclosure of software vulnerabilities
is influenced by several factors, including the complexity of the vulnerability, the
disclosure policies in place, and the efficiency of databases like the National Vulner-
ability Database (NVD). Complexity and severity, as measured by metrics such as
the CVSS score, can affect how quickly a vulnerability is addressed and disclosed,
as more complex vulnerabilities may require more time to understand and patch
effectively [124]. Disclosure policies play a crucial role by setting a protected pe-
riod for vendors to develop patches. These policies can either expedite or delay
disclosure depending on how they are structured, with shorter protected periods
generally pushing vendors to release patches more quickly [15]. The NVD, while a
critical resource, has been shown to have delays in disclosure, with most vulnera-
bilities being delayed by 1-7 days, suggesting that reliance solely on the NVD may
not always be the most efficient approach for timely disclosure [127]. Additionally,
the time lag between discovery and exploitation, as discussed by Anand et al. [10],
highlights the importance of timely disclosure to prevent exploitation, as any delay
can increase the risk of vulnerabilities being exploited by malicious actors. Overall,
these factors underscore the need for a balanced approach to vulnerability disclosure
that considers both the urgency of addressing vulnerabilities and the practicalities
of developing effective patches.

2.3.2 Exploitation Phase

The exploitation phase represents a critical period in the vulnerability lifecycle when
discovered vulnerabilities become actively targeted by malicious actors. This phase
typically occurs after vulnerability discovery and/or disclosure [46] but before patch
deployment, characterized by a finite time lag during which attackers develop and
refine their exploitation techniques [123]. Research by Allodi [8] has provided in-
sights into exploitation patterns, revealing that vulnerability exploitation follows a
heavy-tailed distribution, where a small subset of vulnerabilities accounts for the
majority of observed attacks in the wild. This finding has significant implications
for prioritizing vulnerability management efforts.

The evolution of exploitation dynamics has been dramatically influenced by the
emergence of automated tools and exploit sharing platforms. Cyentia Institute’s re-
search demonstrates that vulnerabilities with published exploit code are seven times
more likely to be exploited in the wild, with exploitation likelihood increasing from
3.7% to 37.1% when exploits are weaponized [66]. The timing of exploitation can
vary significantly across different contexts, as demonstrated by Marconato et al. [92]
in their comprehensive analysis of vulnerability life cycles. Their research shows
that exploitation timing patterns differ substantially based on factors such as the
target operating system, the complexity of the vulnerability, and the availability of
exploit code. Our findings in Chapters 4 and 5 provide an opportunity to compare
these claims against our dataset. In Chapter 4, our timeline analysis of exploited
CVEs reveals a significant evolution in vulnerability disclosure and exploitation pat-
terns. The data demonstrates a marked shift from predominantly pre-CVE exploits
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in early years (1999-2004, over 80%) to post-CVE exploits in recent years (2015-2024,
over 80%). This temporal shift suggests improvements in coordinated vulnerability
disclosure practices, though it doesn’t directly address Cyentia’s findings regard-
ing exploit availability and exploitation likelihoodâĂŤan area we identify for fu-
ture research with addition of GitHub Advisory data containing PoC information
(Proof of Concept which represents the Exploitation code). Additionally, our anal-
ysis of Microsoft-specific vulnerabilities in exploitation patterns from 2016 to 2024
reveals that exploits are typically published approximately 168 days after CVE cre-
ation 5, which differs from the more immediate exploitation timeline suggested by
[66] report. Furthermore, our analysis of high-severity vulnerabilities having longer
exploitation timelines (median 141 days) than medium-severity ones (median 138
days) aligns with Marconato’s observations about exploitation timing being influ-
enced by vulnerability complexity, as severity often correlates with technical com-
plexity. These comparisons highlight both consistencies and variations between our
Microsoft-focused dataset and the broader vulnerability landscape, suggesting that
vendor-specific factors may significantly influence exploitation patterns.

Key Insights from Microsoft’s Digital Defense Report 2022 [103]

Rapid Vulnerability Exploitation:

• According to the Microsoft Digital Defense Report 2022, the timeframe
between the announcement of a vulnerability and its exploitation has
significantly decreased. On average, it takes only 14 days for a vulnera-
bility to be actively exploited in the wild after public disclosure.

• This accelerated exploitation timeline highlights the increasing effi-
ciency of nation-state and criminal threat actors in weaponizing newly
disclosed vulnerabilities.

• The report emphasizes the need for organizations to prioritize immedi-
ate patching of newly disclosed vulnerabilities and to adhere to coordi-
nated vulnerability disclosure practices to mitigate risks effectively.

This finding, combined with the temporal modeling work of Rajasooriya et al.
[123], emphasizes the critical importance of rapid patch deployment and the increas-
ingly narrow window available for effective remediation. Understanding these tem-
poral patterns and exploitation dynamics has become crucial for developing proac-
tive security measures and maintaining effective vulnerability management strate-
gies.

2.3.2.1 Evolution of Exploit Information Sources

The landscape of exploit information has evolved significantly over time, shifting
from traditional centralized databases to more dynamic and distributed platforms.
This evolution has important implications for vulnerability research and manage-
ment.

2.3.2.1.1 Traditional Exploit Databases

Our primary data source, ExploitDB [112], represents one of several established plat-
forms for exploit information. The ecosystem of traditional sources includes:
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• Exploit Database (ExploitDB) [112]: Provides our core dataset of public ex-
ploits and vulnerable software, offering a structured and verified collection of
exploit information.

• Metasploit Framework [101]: While primarily a penetration testing tool, Metas-
ploit serves as a valuable repository of exploit modules, offering additional
context through practical implementation examples.

• National Vulnerability Database (NVD) [111]: Supplements exploit informa-
tion with comprehensive vulnerability data, providing crucial context for un-
derstanding exploit development and impact.

These traditional sources, while valuable, have limitations in terms of timeliness
and completeness. This has led to the emergence of new platforms for sharing ex-
ploit information, particularly GitHub, which has become increasingly important in
the security research community.

2.3.2.1.2 GitHub’s Emerging Role in Exploit Research

The shift toward GitHub as a significant source of exploit information represents a
fundamental change in how vulnerability information is shared and accessed.

This evolution in exploit sharing platforms has important implications for vul-
nerability research and management. Recent work by Akhoundali et al. [4] provides
further evidence of GitHub’s crucial role, presenting findings on the platform’s value
for tracking and analyzing security fixes. While their work on CVE fix commits falls
outside our current study’s immediate scope, it highlights promising directions for
future research in vulnerability lifecycle analysis.

The changing landscape of exploit information availability and the increasing
importance of prediction has led to the development of more sophisticated approaches
to vulnerability assessment and prioritization. One of the most significant develop-
ments in this area is the Exploit Prediction Scoring System (EPSS).

2.3.2.2 The Exploit Prediction Scoring System (EPSS)

The growing complexity of vulnerability management and the need for empirically-
based prioritization methods necessitated the development of improved risk assess-
ment frameworks. Jacobs et al. [68] introduced the Exploit Prediction Scoring Sys-
tem (EPSS) to address limitations in existing vulnerability scoring methodologies.

2.3.2.2.1 The development of EPSS

The EPSS framework, developed in 2019, represented a methodological shift from
deterministic scoring systems toward probabilistic models that estimate exploitation
likelihood within a 30-day timeframe post-disclosure. The researchers employed the
following methodological approach:

1. Data Collection: The team aggregated vulnerability data from CVE and NVD,
supplemented by exploit data from multiple sources including Proofpoint and
Fortinet. This dataset covered vulnerabilities from June 2016 to June 2018.

2. Feature Selection: Recognizing that data quality significantly impacts predic-
tion accuracy, the team implemented a three-stage filtering process:



Chapter 2. Literature Review 17

• Elimination of variables with complete separation (i.e., variables that per-
fectly predict exploitation or non-exploitation, causing statistical issues
like infinite coefficient estimates and unreliable models).

• Removal of variables observed in less than 1% of vulnerabilities

• Removal of variables observed in less than 1% of vulnerabilities

• Expert review to identify and remove potential bias sources

3. Model Development: The initial model employed logistic regression with
Elastic net regularization (a statistical method that combines L1 and L2 reg-
ularization to improve model performance, enhance feature selection, and re-
duce multicollinearity issues). The model carefully selected 16 key variables
including:

• Vendor information

• Exploit code availability

• Vulnerability tags

• Reference count

2.3.2.2.2 EPSS Evolution

The system’s evolution has been driven by real-world feedback and emerging chal-
lenges. Version 2, described in [67], introduced several significant improvements:

• Expansion to 1,164 features from the original 16

• Transition to XGBoost for improved modeling capabilities

• Reduction of the prediction window to 30 days to align with typical remedia-
tion cycles

• Implementation of a centralized architecture for better scalability

Version 3 further enhanced the system’s capabilities, achieving an 82% improve-
ment in classifier performance over version 2. These advancements demonstrate the
rapid evolution of exploit prediction methodologies and their increasing importance
in vulnerability management.

This progression in prediction capabilities has inspired other approaches to vul-
nerability assessment, including the development of Expected Exploitability (EE)
metrics, which offer a complementary perspective on exploitation risk.

2.3.2.3 Expected Exploitability (EE)

Building on the foundations laid by EPSS, Suciu et al. [143] introduced the Expected
Exploitability metric, representing another significant advance in vulnerability risk
assessment. Unlike previous static approaches, EE introduced a dynamic perspec-
tive that evolves as new information becomes available.
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2.3.2.3.1 Key Innovations in EE

The development of EE addressed several critical challenges in vulnerability assess-
ment:

• Label Noise Management: The researchers developed novel techniques to
handle both class-dependent and feature-dependent noise in vulnerability data.

• PoC Integration: Unlike previous approaches that often dismissed Proof-of-
Concept exploits, EE leveraged these as valuable indicators of exploitation po-
tential.

• Dynamic Updates: The system continuously updates risk assessments as new
information becomes available, providing more timely and accurate predic-
tions.

With these improvements EE achieved 86% precision compared to 49% for pre-
vious approaches, which the authors attributed, at least partially, to incorporating
dynamic data and sophisticated analysis techniques in vulnerability assessment.

2.3.2.4 Metrics and Real-World Impact

The development of systems like EPSS and EE has led to a deeper understanding of
critical vulnerability metrics that inform our research:

• Time-to-Exploit (TTE): Measures the period between vulnerability disclosure
and first exploitation, a critical metric in our analysis of Microsoft vulnerabili-
ties.

• Time-to-Patch (TTP): Tracks the duration from disclosure to patch availability,
helping us understand vendor response effectiveness.

• Time-to-Remediation (TTR): Encompasses the complete timeline from identi-
fication to full mitigation, providing context for overall vulnerability manage-
ment effectiveness; however, this metric is challenging to measure accurately
due to the lack of comprehensive data sources providing full remediation time-
lines.

These metrics serve as key indicators in our analysis of vulnerability lifecycles
and inform our understanding of security response effectiveness. Their application
to real-world scenarios has revealed important patterns in vulnerability manage-
ment and exploitation, leading us to examine specific empirical studies that have
shaped our understanding of these dynamics.

2.3.3 Patch Development and Deployment Phase

The patch development and deployment phase represents a critical juncture in the
vulnerability lifecycle, characterized by complex technical and organizational chal-
lenges. Recent studies indicate that 71% of IT security professionals report patching
processes as overly complex and time-consuming [65], leading to extended vulner-
ability windows even after patches become available.

A comprehensive analysis by Woo et al. [161] reveals significant challenges in
patch effectiveness, demonstrating through large-scale empirical research that many
security patches require subsequent modifications or improvements to achieve their
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intended protection goals. This finding aligns with the research of Xiong et al. [162],
who established that the quality and timing of vulnerability information disclosure
directly impacts vendors’ patch development capabilities and outcomes.

The deployment phase presents several interconnected challenges that organiza-
tions must navigate:

• Organizational constraints and testing requirements, which must balance se-
curity needs with operational stability

• System dependencies and compatibility concerns, particularly in environments
with shared code bases [70]

• Resource allocation and prioritization challenges, which Roytman and Jacobs
[129] identify as frequently underestimated by organizations

• Operational impact considerations that affect deployment scheduling and im-
plementation strategies

Cormack and Leverett [30] provide important insights into the regulatory land-
scape, demonstrating that while legal frameworks aim to encourage effective vul-
nerability response, their success has been limited. Their research suggests that
organizations need to adopt more nuanced, risk-based approaches to vulnerability
management that consider both compliance requirements and operational realities.

Legal Frameworks in Vulnerability Management (Cormack and Leverett
[30])

• Liability Laws: The paper examines how liability laws aim to hold
parties accountable for failing to manage software vulnerabilities effec-
tively. However, these laws have shown limited success in promoting
robust vulnerability management practices.

• Product Quality Regulations: These regulations are designed to ensure
that software products adhere to established quality and security stan-
dards. The analysis indicates that, despite their intent, these regulations
often fall short in encouraging effective patch management and vulner-
ability response.

• Patching Mandates: While patching mandates require organizations to
apply updates within specified timeframes, the study reveals that such
mandates are frequently ineffective in ensuring timely and comprehen-
sive vulnerability remediation.

• Privacy Laws: Recent legal cases under privacy laws, as discussed in
the paper, underscore the potential of risk-based patching. These cases
highlight a framework where system managers, executives, and regula-
tors could converge on more effective vulnerability response strategies.

Overall, Cormack and Leverett [30] argue that although these legal frame-
works are intended to enhance software security, they often fail to achieve
their desired outcomes. The authors propose that a risk-based approach to
patching may offer a more effective means of aligning the interests of various
stakeholders in the realm of vulnerability management.
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This complex interplay of technical, organizational, and regulatory factors un-
derscores the importance of developing comprehensive patch management strate-
gies. Understanding these dynamics is crucial for improving the efficiency and ef-
fectiveness of vulnerability remediation efforts, particularly in environments where
rapid response to security threats is essential.

2.3.4 Recent Lifecycle Analysis Methods

Contemporary approaches to vulnerability lifecycle analysis have evolved signifi-
cantly with the integration of machine learning, advanced analytics, and statistical
modeling. These methods are transforming how organizations understand and pre-
dict vulnerability behavior throughout different lifecycle phases.

Khazaei et al. [75] pioneered the application of natural language processing to
vulnerability assessment, developing a system that analyzes vulnerability descrip-
tions to predict CVSS scores. Their approach processes unstructured text from vul-
nerability reports, extracting key features that indicate severity and impact. By
examining linguistic patterns and technical indicators in these descriptions, their
model achieved 99% accuracy in predicting CVSS scores, demonstrating that auto-
mated systems can reliably assess vulnerability severity throughout their lifecycle
phases without requiring manual expert analysis. Building upon this foundation,
Costa et al. [31] expanded the scope of automated analysis by developing a machine
learning framework that predicts individual CVSS metrics with 87% accuracy.

Rajasooriya et al. [123] introduced sophisticated statistical models based on
Markov chain theory to estimate the probability of vulnerabilities transitioning be-
tween different lifecycle stages. Their work highlighted a significant challenge in
vulnerability lifecycle analysis: the prevalence of censored data, where complete
lifecycle information is unavailable for many vulnerabilities. This censoring occurs
when vulnerabilities are discovered but their creation date remains unknown, or
when exploitation events go undetected. Their research demonstrated that tradi-
tional statistical approaches often fail to account for this censored data, potentially
leading to biased estimates of vulnerability exploitation risks and lifecycle dura-
tions. Despite these challenges, their mathematical framework provided valuable
insights into vulnerability evolution patterns, enabling more proactive risk manage-
ment strategies.

Franca et al.[45] further advanced this field by introducing a structured frame-
work that not only identifies vulnerabilities but also provides classification and cor-
rection recommendations throughout the software development lifecycle. Their ap-
proach addresses effectiveness gaps in traditional vulnerability management meth-
ods by integrating automated analysis directly into development workflows.

The integration of real-time threat intelligence has further enhanced lifecycle
analysis through the Exploit Prediction Scoring System (EPSS) [68]. This system
provides dynamic risk assessment based on multiple factors, enabling more accu-
rate prediction of exploitation likelihood throughout a vulnerability’s lifecycle.

The evolution of these analysis methods reflects a broader shift toward more
sophisticated, data-driven approaches to vulnerability management. By combining
machine learning capabilities with real-time threat intelligence, organizations can
now better understand not just the current state of a vulnerability, but also predict its
likely progression through different lifecycle phases. This improved understanding
enables more proactive security measures and more effective resource allocation in
vulnerability management efforts.
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2.3.5 Vendor-Specific Considerations

The vulnerability lifecycle patterns vary across software vendors, influenced by their
development processes, patch release cycles, and product ecosystems. These vari-
ations reflect differences in how vendors integrate security into their development
and maintenance processes.

2.3.5.1 Enterprise Software Security Approaches

Enterprise software vendors employ different approaches to vulnerability manage-
ment based on organizational structure and available resources. SAP has imple-
mented security testing throughout the software development lifecycle, as docu-
mented by Bachmann and Brucker [19]. Their analysis demonstrates how enterprise
vendors can incorporate security considerations into development processes, poten-
tially enhancing their security outcomes.

2.3.5.2 Open Source versus Proprietary Development Models

Open-source and proprietary vendors exhibit different vulnerability response pat-
terns. Research by Shahzad et al. [134] indicates that closed-source vendors such as
Microsoft and Apple generally achieve shorter patch response times, likely due to
their centralized resources and structured development environments. In contrast,
open-source vendors often show different response patterns. These findings align
with Temizkan et al. [149], who documented how legislative pressures significantly
influence patch release behaviors, particularly in how open-source and proprietary
vendors respond differently to vulnerability disclosures.

2.3.5.3 Browser Vendors and Economic Incentives

The browser market presents a unique case study in vulnerability management.
Firefox and Chrome have developed distinctive approaches influenced by the finan-
cial motivations of vulnerability discoverers, the developers of Firefox and Chrome
browsers, respectively, have established bug bounty programs. These programs al-
low security researchers to report vulnerabilities directly to the companies in ex-
change for monetary rewards. This approach helps in identifying and patching vul-
nerabilities before they can be exploited maliciously [7]. These financial incentives
significantly impact patch release behaviors and demonstrate how market forces
shape vendor responses to security challenges. The effectiveness of these programs
varies across vendors, influenced by their specific implementation approaches and
reward structures.

2.3.5.4 Major Vendor Response Patterns

Leading software vendors such as Microsoft, Oracle, and Adobe demonstrate dis-
tinct patterns in handling vulnerabilities [134] [135]. These patterns are influenced
by multiple factors, including the risk level of vulnerabilities and the existence of
common vulnerabilities across multiple products. The following are examples of
the patterns by vendor to handle vulnerabilities as per [134]:

Microsoft:

• Quick Patching in Windows: Microsoft is noted for being quicker in patching
vulnerabilities in its Windows products compared to its other offerings. This
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indicates a prioritization of their flagship operating system, likely due to its
widespread use and critical nature in enterprise environments.

• Zero-Day Patches: Over 85% of vulnerabilities in Windows are patched on or
before their disclosure dates, demonstrating a proactive approach to security.
This is crucial in minimizing the window of opportunity for potential exploits.

Adobe:

• Focus on High-Risk Vulnerabilities: Adobe tends to prioritize patching high-
risk vulnerabilities, which is a common practice among vendors to mitigate the
most severe threats first. This approach helps in reducing the potential impact
of vulnerabilities on users and systems.

General Observations:

• Closed-Source vs. Open-Source: Closed-source vendors like Microsoft and
Adobe generally have more resources to allocate towards security, resulting
in quicker patching times compared to open-source vendors. This is attributed
to their profit-driven models and the need to maintain customer trust.

• Vendor-Specific Trends: Each vendor has unique trends in how they handle
vulnerabilities, influenced by their product portfolios, customer bases, and se-
curity policies. For instance, Microsoft’s focus on Windows reflects its critical
role in their ecosystem, while Adobe’s emphasis on high-risk vulnerabilities
aligns with its focus on widely-used applications like Acrobat and Flash.

The empirical analysis reveals that vendors exhibit consistent patterns across dif-
ferent time periods and product lines, with responses shaped by both internal pro-
cesses and external pressures.

2.3.5.5 Cross-Product Vulnerability Coordination

Major software vendors face the additional challenge of managing vulnerabilities
across multiple product lines [135]. Their responses must consider the complexity
of coordinating security measures across diverse product ecosystems while main-
taining consistent security standards. The empirical analysis shows that vendors
with multiple product lines must develop sophisticated frameworks to address both
product-specific and cross-product security issues.

2.3.5.6 Impact on Security Strategies

The diversity in vendor approaches necessitates tailored security strategies that ac-
count for each vendor’s unique characteristics. Organizations managing multi-vendor
environments must understand these variations to develop effective security poli-
cies. This understanding becomes particularly crucial when dealing with vendors
like Microsoft, Oracle, and Adobe, which have distinct approaches to vulnerability
management [134].

This examination of vendor-specific considerations reveals the complex inter-
play between organizational structure, development processes, and security man-
agement approaches. The variations in how different vendors handle vulnerabil-
ities, from major corporations like Microsoft and Oracle to browser vendors like
Firefox and Chrome, demonstrate the need for a nuanced understanding of vendor-
specific patterns in developing effective security strategies. As demonstrated by
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Tenable’s research [150], vendor-specific vulnerability ratings often need to be sup-
plemented with additional context and data sources to provide accurate exploitation
risk assessments.

2.3.6 Impact of Zero-Day Vulnerabilities

Zero-day vulnerabilities, which are security flaws that are exploited by attackers
before the vendor becomes aware of them or releases a patch, represent a critical
challenge in vulnerability lifecycle analysis, as they fundamentally alter traditional
discovery-to-exploitation timelines. These vulnerabilities pose unique risks because
they exist in a pre-discovery state where defenders have no prior knowledge or pre-
pared mitigations. Recent research by Yogi [164] demonstrates that zero-day vulner-
abilities can remain undetected for months or even years, creating sustained expo-
sure windows that traditional lifecycle models struggle to account for.

The impact of zero-day vulnerabilities extends across multiple dimensions of cy-
bersecurity. P.1 [115] has documented how these vulnerabilities disproportionately
affect critical infrastructure and enterprise systems, particularly when threat actors
specifically target high-value assets. Their research shows that organizations man-
aging critical infrastructure face an average exposure window of 120 days before
discovering zero-day vulnerabilities, significantly longer than the standard vulnera-
bility lifecycle phases.

When these vulnerabilities are eventually discovered and disclosed, the response
timeline becomes critically compressed. Research on Microsoft products reveals an
average time-to-patch of 7 days once disclosed [1], though this varies significantly
based on severity and exploitation status. Carleton [28] argues that this compressed
timeline creates unique challenges for both vendors and defenders, requiring rapid
response capabilities that often exceed traditional patch management processes.

The evolution of zero-day vulnerability management has been marked by signif-
icant technological advancements. Garg [53] explores how artificial intelligence and
machine learning technologies are being deployed to detect potential zero-day vul-
nerabilities before they can be exploited, potentially shortening the pre-discovery
phase of these vulnerabilities. This research is complemented by Krishnan’s [78]
analysis of 2022’s zero-day vulnerabilities, which revealed that:

• 80% of successfully exploited zero-days targeted previously unknown vulner-
ability classes

• Organizations with advanced detection capabilities identified zero-days an av-
erage of 43 days faster than those without

• The financial impact of zero-day exploits increased by 65% compared to tradi-
tional vulnerability exploits

Understanding these unique lifecycle patterns is crucial for effective vulnerabil-
ity management, particularly given the increasing sophistication of attack methods
and the growing complexity of software systems. The interaction between different
lifecycle phases, and their impact on overall security postures, continues to evolve
with the emergence of new technologies and attack vectors.

1Full name: P., Sreeja - Title: Securing Cyberspace: Navigating Zero-Day Vulnerabilities through
Discovery, Disclosure Strategies, and Defence Mechanisms
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2.4 Vulnerability Management

Modern vulnerability management has evolved from a traditional patch-deployment
process into a sophisticated, multi-dimensional discipline requiring advanced ap-
proaches for assessment, prioritization, and remediation of security vulnerabilities.
Initially, vulnerability management was a broad responsibility of leaders across var-
ious domains, focusing on infrastructure and the anticipation of potential threats to
maintain productivity and security [44]. Over the past two decades, the understand-
ing of vulnerability has expanded to encompass multiple facets, including social,
physical, spatial, systemic, and dynamic dimensions, as highlighted by European
and international research [88]. In the realm of cybersecurity, vulnerability man-
agement has become increasingly critical due to the rising number of vulnerabili-
ties, with a 55% increase noted over a five-year period, necessitating timely software
updates and patches to protect systems from exploitation [49]. The conventional ap-
proach to vulnerability management, primarily centered on identification and patch-
ing, has proven inadequate for modern security challenges. Research by Garcia et al.
demonstrates that effective vulnerability management requires dynamic adaptation
capabilities and automated assessment mechanisms [52]. Their implementation of
the Lazarus system showcases how machine learning approaches can be integrated
into vulnerability management frameworks to achieve more precise risk assessment
and prioritization algorithms. The development of comprehensive vulnerability
management systems, which include modules for asset management, vulnerabil-
ity scanning, and analysis, has improved the efficiency of managing vulnerabilities
and assessing security conditions [58]. Furthermore, the use of ontologies in cy-
bersecurity vulnerability management has facilitated the integration of intelligence
from official sources and social media, enhancing the ability to issue alerts and man-
age vulnerabilities effectively [147]. The evolution of vulnerability management has
also seen the establishment of systematic practices such as vulnerability scanning,
patch management, and configuration management, which have become founda-
tional to modern vulnerability management strategies [14]. As the field continues
to advance, the focus on threat and vulnerability management emphasizes the im-
portance of prioritizing risk assessments and filtering threat intelligence to manage
operational risks effectively [160].

2.4.1 Vulnerability Assessment and Identification Frameworks

Recent developments in automated systems have reshaped how these frameworks
are implemented. The HAL 9000 framework illustrates this progression, achieving
noteworthy accuracy in CVSS score prediction through advanced natural language
processing [47], effectively reducing the assessment delays associated with tradi-
tional manual processes. This improvement is particularly beneficial for organisa-
tions managing large volumes of vulnerabilities that require prompt assessment and
prioritisation.

An important advancement in this area is the Skynet architecture, which intro-
duces a cyber-aware, intrusion-tolerant overseer approach [48]. This architecture en-
hances vulnerability assessment by integrating multiple authoritative data sources
within a unified analysis framework. The system processes comprehensive vul-
nerability information from the NVD database [111], correlates it with real-world
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exploitation data from ExploitDB [112], incorporates vendor-specific security advi-
sories, and continuously monitors real-time threat intelligence feeds. This multi-
source integration allows for more accurate threat assessment and automated re-
sponse capabilities compared to traditional single-source approaches.

The integration of these frameworks enables organisations to develop compre-
hensive vulnerability mapping, linking potential attack patterns to specific weak-
nesses, thereby facilitating a more nuanced risk assessment and mitigation strategy
[138]. However, effectively implementing these frameworks presents several chal-
lenges. The vast number of new vulnerabilities reported each year can overwhelm
conventional manual analysis methods, resulting in delays and potential inaccura-
cies in vulnerability management [6].

To address these challenges, automated tools such as VulnBERTa have been de-
signed to improve the accuracy and speed of linking CVEs to CWEs and CPEs [153].
Despite these technological advancements, the complexity of CVE texts and the fre-
quent emergence of new technical terminology necessitate continuous updates and
improvements in automated systems to maintain satisfactory accuracy levels [62].
Moreover, the absence of detailed attack semantic information in CVE descriptions
can impede the precise characterisation of threats, making it challenging for organi-
sations to prioritise vulnerabilities effectively [2].

2.4.2 Prioritization and Risk Assessment

Organizations employ sophisticated approaches to prioritize vulnerability remedia-
tion by integrating multiple factors, including CVSS scores, exploit availability, and
business impact, while considering the temporal aspects of CVE lifecycles. The
Common Vulnerability Scoring System (CVSS) serves as a fundamental metric for
assessing vulnerability severity, though it often lacks the ability to predict exploita-
tion likelihood, which is crucial for effective prioritization [20], [156]. To address
this limitation, the security community has developed advanced prediction systems.
The Exploit Prediction Scoring System (EPSS) [67] represents a significant advance-
ment, predicting the probability of vulnerability exploitation within a 30-day time-
frame. The EPSS, enhanced by community-driven insights and machine learning,
significantly improves the prediction accuracy of exploit likelihood, enabling orga-
nizations to focus their resources on vulnerabilities most likely to be targeted [116].
Recent innovations have further refined vulnerability scoring mechanisms. The
VIEWSS (Variable Impact-Exploitability Weightage Scoring System) provides addi-
tional refinement by adjusting the impact-exploitability score ratio, offering a more
nuanced approach to scoring vulnerabilities based on their potential impact and ex-
ploitability [136]. Automated systems have become increasingly crucial in managing
the complexity of vulnerability prioritization. The Automated Context-aware Vul-
nerability Risk Management (ACVRM) system [97] customizes patch prioritization
based on an organization’s specific context and risk appetite. This automation helps
organizations optimize their vulnerability management processes by considering:

• Organization-specific risk profiles and tolerance levels

• Historical vulnerability exploitation patterns

• System criticality and exposure levels

• Resource availability for remediation efforts
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These approaches collectively highlight the importance of integrating multiple
factors in vulnerability prioritization. The combination of exploit prediction capa-
bilities [67], business impact analysis [136], and temporal considerations [97] enables
organizations to develop more effective vulnerability management strategies. This
comprehensive approach ensures that organizations can allocate their resources ef-
ficiently while addressing the most critical security risks in a timely manner.

2.4.3 Patch Management Strategies

Practitioners and security teams employ diverse and sophisticated strategies for
patch management, particularly for Microsoft systems, to effectively address the
complex relationships between CVEs, exploits, and patch availability. A critical
foundation of these strategies involves developing comprehensive patch manage-
ment plans that encompass the complete lifecycle: from identification and priori-
tization through acquisition, installation, and verification of patches across the or-
ganization. This systematic approach has become essential due to the increasing
reliance on technology and the accelerating pace of vulnerability exploitation [141].
The evolution of patch management has seen significant advancement through au-
tomation. Automated patch management systems have gained prominence as they
substantially reduce the need for human intervention while increasing the success
rate of patch deployments. These systems incorporate sophisticated review mech-
anisms that automatically adjust patch prioritization based on cumulative patches
and their dependencies [98]. This automation has proven particularly valuable in
large-scale environments where manual patch management would be impractical.
The human element remains crucial, particularly in risk assessment processes. Sys-
tem administrators play a vital role by actively engaging in online communities
to gather and synthesize information about patches, which informs their decision-
making regarding patch application timing and prioritization [69]. This community-
driven intelligence helps organizations anticipate potential deployment challenges
and develop more effective patching strategies. Technical integrity in patch manage-
ment has also seen significant improvements through the implementation of dual
electronic signatures [76]. This security measure ensures patch authenticity dur-
ing transmission, preventing forgery or tampering and guaranteeing that clients re-
ceive legitimate patches. Such verification mechanisms have become increasingly
important as patch-related attacks have grown more sophisticated. Organizations
are increasingly adopting hybrid patching policies that balance multiple considera-
tions, including elapsed time since vulnerability disclosure and patch severity levels
[36]. These policies help organizations optimize their approach by balancing the op-
erational costs of patching against the security risks of delays. The integration of
game theory with the Common Vulnerability Scoring System (CVSS) has further en-
hanced this decision-making process by modeling attacker-defender scenarios, lead-
ing to more accurate and effective defense strategies [90]. The overall effectiveness
of these strategies depends heavily on their alignment with organizational contexts
and risks. Patch management has evolved beyond simple technical implementation
to become a crucial component of organizational risk management, requiring care-
ful consideration of business continuity, resource allocation, and security priorities.
This evolution reflects the growing understanding that effective patch management
requires a balanced approach that considers both technical and organizational fac-
tors.
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2.4.4 Temporal Aspects of Vulnerability Management

The temporal phases of vulnerabilities are managed through a sophisticated com-
bination of automated systems, prioritization models, and coordinated disclosure
practices, each playing a crucial role in the vulnerability lifecycle. The CAVP (Context-
Aware Vulnerability Prioritization) model represents a significant advancement in
this domain, automatically capturing the temporal characteristics of CVEs and pri-
oritizing them based on context-aware scores that integrate seamlessly into organi-
zational risk management workflows [71]. The automation of patch management
has revolutionized how organizations handle temporal aspects of vulnerabilities.
Modern automated patch management systems significantly reduce human inter-
vention requirements while increasing the efficiency and success rate of patch de-
ployments [98]. These systems are particularly effective at managing the critical time
window between vulnerability discovery and patch deployment, helping organiza-
tions minimize their exposure to potential exploits. Machine learning technologies
have transformed the temporal management of vulnerabilities by automating both
identification and classification processes, as mentioned later in section 2.6.

The analysis of CVE lifecycle patterns has highlighted the critical importance of
coordinated vulnerability disclosure (CVD) in effective vulnerability management.
Research demonstrates that proper CVD practices are essential for timely patch de-
ployment and reducing exploitation risks [118]. Organizations have begun priori-
tizing their patching efforts based on empirical data regarding exploit publication
likelihood, aligning their response strategies with observed CVE lifecycle patterns
[133]. To enhance the effectiveness of temporal management, organizations have im-
plemented normalization frameworks for vulnerability severity scores across mul-
tiple databases [3]. This normalization ensures consistency in prioritization and
enables more effective patch deployment strategies, particularly in cloud environ-
ments where rapid response is crucial. This comprehensive approach to tempo-
ral management helps organizations maintain an effective balance between security
and operational stability.

2.4.5 Metrics and Measurement

Organizations employ a sophisticated array of metrics to measure the effectiveness
of their vulnerability management programs, focusing on both quantitative and
qualitative aspects of security posture. At the foundation of these measurements
lies the Common Vulnerability Scoring System (CVSS), which provides a standard-
ized base metric for assessing vulnerability severity based on exploitability and im-
pact factors. However, organizations have recognized that CVSS alone is insuffi-
cient, leading to the development of more comprehensive measurement approaches
that consider temporal and environmental characteristics to provide more accurate
assessments within specific organizational contexts [74]. Risk-based metrics have
emerged as a critical component of modern vulnerability measurement frameworks.
These metrics incorporate the probability of compromise and evaluate the over-
all vulnerability of networks, with methodologies often refined through the Ana-
lytic Hierarchy Process (AHP) to reflect impacts on global infrastructure [158]. This
evolution in measurement approaches acknowledges that vulnerability assessment
must account for both technical severity and business context. Organizations have
also implemented a three-tiered indicator system to comprehensively evaluate their
security programs: Key Performance Indicators (KPIs), Key Risk Indicators (KRIs),
and Key Goal Indicators (KGIs). This integrated approach helps organizations align
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their security posture with strategic objectives while maintaining operational effec-
tiveness [106]. The framework enables organizations to:

• Track operational efficiency through KPIs

• Monitor emerging threats through KRIs

• Assess progress toward security objectives through KGIs

Statistical correlation measurements and Tier ratings derived from the NIST Cy-
bersecurity Framework have become instrumental in assessing trends and evaluat-
ing the effectiveness of risk management processes [165]. These measurements pro-
vide organizations with quantifiable data to support decision-making and resource
allocation in vulnerability management.

Performance measurement of vulnerability detection tools has evolved to in-
clude sophisticated benchmarking approaches using metrics such as precision and
recall [12]. However, practitioners increasingly recognize that alternative metrics
may be necessary depending on specific scenarios and organizational requirements.
This adaptability in measurement approaches ensures that organizations can effec-
tively evaluate their vulnerability management programs within their unique oper-
ational contexts. The timeliness of patch application has emerged as a critical metric,
with organizations closely monitoring the time between vulnerability discovery and
patch deployment [49]. This temporal measurement helps organizations identify
bottlenecks in their patch management processes and assess their overall security
responsiveness.

2.4.6 Challenges in Vulnerability Management

Organizations face increasingly complex challenges in vulnerability management,
particularly due to the interconnected nature of modern security frameworks and
tools. A fundamental challenge lies in the diversity and complexity of vulnerabili-
ties themselves, which complicates both detection and classification processes. Tra-
ditional binary classification approaches have proven insufficient for capturing the
nuanced characteristics of different CWE categories, leading to oversimplification
and reduced effectiveness in vulnerability detection. Recent research by Atiiq et al.
[16] demonstrates that utilizing CWE-specific classifiers can significantly improve
detection accuracy by focusing on the unique characteristics of each vulnerability
type. The quality and consistency of vulnerability reporting present another signifi-
cant challenge across the global cybersecurity community. To address this, advanced
machine learning models such as VulnBERTa have been developed to automate the
assignment of CWE-related information to vulnerabilities [153] as discussed in 2.6.
This automation helps standardize vulnerability data quality and improves the con-
sistency of analysis across different organizations and security teams. Time manage-
ment in patch deployment has become increasingly critical as the window between
vulnerability disclosure and exploitation continues to shrink. Research indicates
that many organizations struggle to recognize patching as a necessary business cost,
resulting in inadequate patch management strategies [93]. This challenge is com-
pounded by the growing sophistication of exploitation techniques and the increas-
ing number of systems requiring protection. To address these complex challenges,
the security community has developed several innovative solutions. Automated re-
pair systems like CRepair [89] utilize advanced AI techniques to enhance vulnerabil-
ity remediation, while context-aware models such as ACVRM and CAVP optimize
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the prioritization process [71], [97]. These automated solutions help organizations
manage the overwhelming volume of vulnerabilities while maintaining accuracy in
assessment and remediation. The scattered nature of vulnerability and exploit in-
formation across multiple repositories poses additional challenges for automation
efforts. The AMADEUS-Exploit framework, developed by Varela-Vaca et al. [155],
addresses this complexity by implementing feature models to systematically con-
solidate and organize vulnerability data from disparate sources. This framework
enhances the vulnerability management process through formalized representation
of system components and their security characteristics, enabling organizations to
perform more precise impact assessments and prioritization. By creating structured
relationships between system features and associated vulnerabilities, the framework
facilitates more accurate classification and identification of potential security weak-
nesses while improving cross-team communication between security specialists, de-
velopers, and management. The model-based approach provides a standardized
methodology for vulnerability data integration that accommodates the heteroge-
neous nature of security information, helping organizations establish a more com-
prehensive and consistent view of their security landscape across complex techno-
logical ecosystems.

Looking toward future solutions, the field is increasingly focused on integrating
AI-driven techniques to bridge traditional static analysis with advanced detection
methods [152]. These emerging approaches aim to:

• Optimize tools for diverse programming languages

• Incorporate predictive threat analysis

• Enhance software security in increasingly complex threat landscapes

• Improve automated response capabilities

The effective management of these challenges requires a multifaceted approach
that combines improved data quality, automated tools, and strategic patch manage-
ment to enhance the overall effectiveness of vulnerability management practices.

2.4.7 Commercial Solutions in Vulnerability Management

Vulnerability management in commercial solutions involves a multifaceted approach
that integrates various tools and methodologies to identify, assess, and remediate
vulnerabilities in software and network systems. Commercial solutions such as
Nessus, F-Secure, and Qualys are widely used for vulnerability scanning and man-
agement, although they often lack transparency in their prioritization procedures,
which can be a limitation for organizations seeking detailed insights into vulnerabil-
ity criticality [157]. These tools typically automate the scanning process, generating
vulnerability events and sorting them based on a grading criterion to facilitate effi-
cient remediation [163]. This automation and standardization of vulnerability man-
agement processes have become increasingly crucial as organizations face growing
numbers of security threats across increasingly complex IT environments.

2.4.7.1 Analysis of Commercial Vulnerability Management Systems: The Ten-
able Case

Tenable’s vulnerability management approach represents one example of commer-
cial solutions in this domain, with its Nessus Professional product serving as its
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primary scanning technology. As documented by Tenable [150], the company has
developed a methodology focused on continuous assessment rather than periodic
scanning cycles. This approach reflects a broader industry shift toward more per-
sistent monitoring techniques that aim to address the limitations of traditional vul-
nerability scanning intervals. At the core of Tenable’s vulnerability management
framework lies its proprietary Vulnerability Priority Rating (VPR) system, which ad-
dresses limitations in traditional CVSS-based assessments. Unlike standard scoring
systems, VPR dynamically adjusts vulnerability priorities based on active exploita-
tion patterns, threat intelligence, and asset criticality [166]. This approach enables
organizations to focus their remediation efforts on vulnerabilities that pose the most
immediate and significant risks. The platform’s architecture facilitates comprehen-
sive coverage across diverse IT environments. Its scanning capabilities encompass
traditional infrastructure, cloud deployments, and containerized environments, pro-
viding unified visibility into an organization’s security posture. This broad cover-
age is particularly crucial as organizations increasingly adopt hybrid infrastructure
models [155]. Tenable’s implementation of predictive prioritization represents a sig-
nificant advancement in vulnerability management automation. The system em-
ploys machine learning algorithms to analyze multiple data points, including:

• Real-time threat intelligence

• Exploit availability

• Historical attack patterns

• Asset exposure levels

• Business context

This data-driven approach helps organizations reduce their mean time to reme-
diation (MTTR) by automatically identifying high-risk vulnerabilities that require
immediate attention [158]. The platform’s integration capabilities with security or-
chestration and automated response (SOAR) systems further enhance its effective-
ness in enterprise environments. Recent analysis indicates that organizations us-
ing Tenable’s predictive prioritization capabilities experience a 97% reduction in
the number of vulnerabilities requiring immediate attention, compared to tradi-
tional CVSS-based prioritization methods [74]. This efficiency gain allows security
teams to focus their resources on the most critical issues while maintaining compre-
hensive vulnerability oversight. The solution’s effectiveness in large-scale deploy-
ments is particularly noteworthy. In enterprise environments, Tenable’s platform
has demonstrated the ability to process and prioritize thousands of vulnerabilities
daily, with automated workflows reducing manual assessment requirements by up
to 85% [106]. This automation capability is crucial for organizations dealing with in-
creasing vulnerability volumes and complexity. Through its integration of advanced
analytics and machine learning, Tenable exemplifies the evolution of commercial
vulnerability management solutions from simple scanning tools to comprehensive
security platforms. Its approach to vulnerability prioritization and management of-
fers valuable insights into how organizations can effectively balance comprehensive
security coverage with practical resource constraints in modern IT environments.
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2.5 Economics of Vulnerability Management and Lifecycle

The economics of vulnerability management represents a complex interplay between
market forces, security considerations, and organizational decision-making. Ander-
son’s seminal work on the economics of cybersecurity [11] established a fundamen-
tal framework for understanding how financial incentives drive vulnerability ex-
ploitation and management decisions. This economic perspective reveals how mar-
ket dynamics influence both the development of exploits and the timing of patch
releases, particularly for vulnerabilities that remain unpatched for extended peri-
ods.

The vulnerability lifecycle is significantly influenced by economic factors, with
monetary incentives playing a crucial role in shaping both legitimate and under-
ground markets. As Algarni [7] demonstrates, the increasing number of vulnerabil-
ity discoverers motivated by financial rewards has created a dynamic marketplace
that impacts both the software industry and broader society. This economic ecosys-
tem has led to the emergence of complex market structures where exploit prices
in underground markets often match or exceed rewards offered by legitimate bug-
bounty programs [7].

The timing and effectiveness of vulnerability exploitation can be analyzed through
statistical modeling approaches. Rajasooriya et al. [123] [122] have developed mod-
els that enable the estimation of risk levels and inform strategic patch deployment
before vulnerabilities are exploited. These models are particularly valuable given
the expanding nature of cybercrime markets and the growing number of market
participants, which correlates with increased attack probabilities [9].

Marconato et al. [91] provide insights into how the vulnerability lifecycle, from
initial discovery through to patching, can be modeled using probabilistic approaches
to assess security risks and guide patching strategies. This understanding is crucial
for organizations making economic decisions about resource allocation for vulnera-
bility management. Kumar and Temizkan [81] further highlight how vendors prior-
itize vulnerability patching based on the potential impact on system confidentiality
and integrity, demonstrating the economic considerations in patch development and
deployment.

Recent statistical analysis by Brilhante et al. [27] has enhanced our understand-
ing of the relationship between economic factors and vulnerability exploitation. Their
work, combined with Anderson’s economic framework [11], provides a comprehen-
sive view of how market forces influence the vulnerability lifecycle. This integration
of economic and statistical perspectives reveals the complex decision-making pro-
cesses organizations face when managing vulnerabilities and deploying patches.

The economic landscape of vulnerability management continues to evolve, with
the expansion of both legitimate and underground markets influencing exploita-
tion patterns and patch development strategies. This economic reality underscores
the importance of understanding market dynamics when developing effective vul-
nerability management strategies and highlights why certain vulnerabilities become
more attractive targets for exploitation. The interplay between these economic fac-
tors and security considerations remains crucial for organizations seeking to op-
timize their vulnerability management resources and protect against potential ex-
ploits.
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2.6 Predictive Modeling Advances

The evolution of predictive modeling in vulnerability lifecycle and management rep-
resents a significant advancement in cybersecurity research, marked by the integra-
tion of sophisticated machine learning approaches and comprehensive data analy-
sis techniques. This section examines the progression from traditional vulnerability
assessment methods to modern predictive frameworks, highlighting key develop-
ments and their implications for security practice.

2.6.1 Historical Development and Foundation

According to a comprehensive systematic literature review [21], the evolution of
vulnerability prediction modeling can be traced through four distinct phases, each
characterized by significant advancements in computational approaches. The initial
exploration phase (2000-2010) marked the field’s transition from traditional statisti-
cal methods to early machine learning applications. During this period, researchers
like Neuhaus et al. [110] began exploring basic machine learning techniques for
vulnerability prediction, establishing the groundwork for future advancements in
automated vulnerability assessment. The expansion phase (2010-2015) witnessed
a significant broadening in the application of machine learning techniques. This
period was characterized by extensive experimentation with various algorithms, in-
cluding decision trees, support vector machines, and random forests. Notable work
by Zimmermann et al. [170] and Shin and Williams [139] focused on addressing
fundamental challenges in vulnerability prediction, particularly the persistent issue
of imbalanced datasets, while also introducing more sophisticated feature selection
methods and early ensemble learning approaches. A transformative shift occurred
during the deep learning emergence phase (2015-2020), marked by the introduc-
tion and rapid adoption of neural network architectures for vulnerability predic-
tion. Studies by Perl et al. [119] and Hovsepyan et al. [60] exemplified this evolution
by advancing model capabilities, particularly in processing large-scale vulnerability
datasets and identifying complex patterns. Sabottke et al. [131] demonstrated fur-
ther progress by successfully integrating diverse data sources, including social me-
dia data, in their exploit prediction model. The consolidation phase (2020 onwards)
has focused on refining and optimizing both machine learning and deep learning ap-
proaches. This period has been characterized by the maturation of prediction tech-
niques, with researchers like Dam et al. [35] developing more sophisticated models
capable of predicting both vulnerability probability and severity. The introduction
of just-in-time (JIT) vulnerability prediction [5] further revolutionized the field by
enabling real-time vulnerability detection during code development. Notable ad-
vancements include Brilhante et al.’s [27] implementation of heavy-tailed distribu-
tions for modeling vulnerability timelines, and the development of transfer learn-
ing techniques for cross-language vulnerability prediction. A significant milestone
emerged in 2024 with Turtiainen and Costin’s [153] introduction of VulnBERTa, a
cybersecurity-focused model based on the RoBERTa transformer architecture. This
innovation automated the assignment of Common Weakness Enumerations (CWEs)
to vulnerability descriptions, substantially improving open cybersecurity data qual-
ity and achieving higher classification granularity. Concurrent research by Elbes
et al. [41] explored AI and ML’s comprehensive potential in vulnerability manage-
ment, demonstrating enhanced threat detection accuracy and response strategies.
Kumari and Sharma [82] developed early fuzzer attack detection systems using lo-
gistic regression, Gaussian naive Bayes, and LSTM networks. This period has also
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seen significant improvements in model evaluation practices, with researchers em-
ploying more comprehensive performance measures and standardized evaluation
methodologies.

2.6.2 Diverse Machine Learning Applications

The field has witnessed multiple successful applications of various ML techniques.
The evolution of vulnerability classification has benefited from automated analy-
sis approaches, enabling more efficient identification and categorization of security
weaknesses. Tanga et al. [148] made significant advances in vulnerability classifi-
cation by implementing a comprehensive framework that combines multiple ML
approaches. Their work integrated Bayesian Networks for probabilistic modeling
of security characteristics, ensemble techniques like XGBoost for handling hetero-
geneous data, and Variational Autoencoders (VAEs) for zero-day vulnerability de-
tection. They further enhanced the framework with reinforcement learning for dy-
namic threat identification and mathematical techniques such as Markov Chains and
Lasso Regression to improve model interpretability. Their unsupervised learning
approach, utilizing Isolation Forests and Gaussian Mixture Models, proved particu-
larly effective for anomaly detection in network packets.

2.6.3 Advanced Computational Models and Machine Learning Integra-
tion

Recent years have seen substantial advances in computational approaches to vulner-
ability prediction. Freitas et al. [47] demonstrated that Random Forest algorithms
can achieve 99% accuracy in predicting CVSS scores using natural language pro-
cessing on vulnerability descriptions. Their HAL 9000 framework [48] represents a
significant advancement by incorporating real-time threat intelligence and histori-
cal exploitation patterns, enabling more accurate predictions of both vulnerability
severity and exploitation likelihood.

The integration of deep learning approaches has particularly transformed the
field. Liu et al. [89] developed the VulPCL framework, utilizing BLSTM and Code-
BERT for vulnerability prediction, categorization, and localization, achieving signif-
icant improvements in accuracy across multiple datasets. The adoption of transfer
learning techniques has also addressed the challenge of limited code samples across
different programming languages [57], expanding the applicability of these models
across diverse development environments.

2.6.4 Multi-technique Approaches and Dataset Considerations

The effectiveness of vulnerability prediction models has been significantly enhanced
through the integration of multiple techniques. Kande [73] demonstrates that com-
bining software metrics with text mining and automated static analysis improves
the precision, recall, and F-measure of vulnerability prediction models. This multi-
technique approach has been particularly successful when applied to large-scale in-
frastructures and complex environments, as shown by Avadanei et al. [17].

Dataset quality and comprehensiveness have emerged as crucial factors in model
development. The VALIDATE repository [42] addresses the challenge of dataset
availability and reliability, providing a centralized resource for researchers. Le et al.
[85] have shown that including latent vulnerabilities, often overlooked in traditional
datasets, can significantly enhance prediction models by increasing the number of
detectable vulnerabilities and improving overall accuracy.
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2.6.5 Current State and Emerging Technologies

The current landscape of vulnerability prediction is characterised by sophisticated
approaches that combine multiple analytical methods with varying prediction tar-
gets and data sources. Neural networks, particularly convolutional and recurrent
types, have demonstrated effectiveness in processing structured and sequential data
such as network traffic and logs, enabling rapid anomaly detection and response
to threats rather than explicitly predicting vulnerability timelines [154]. These ap-
proaches focus on real-time detection of vulnerabilities as they manifest, utilising
adaptive learning and reinforcement learning for dynamic threat mitigation.

SecScore enhances the traditional CVSS by incorporating empirical evidence of
exploit code development, allowing for a more dynamic and timely assessment of
vulnerabilities [72]. The MTLPT framework exemplifies the use of multi-task learn-
ing models to predict and identify potential vulnerabilities in software, specifically
focusing on minority categories containing critical vulnerabilities [63]. This frame-
work processes real-world vulnerability data, which is highly imbalanced, utilis-
ing custom lightweight Transformer blocks and position encoding layers to capture
long-range dependencies and complex contextual information from source code.
Rather than predicting time-to-vulnerability, MTLPT emphasises improving sensi-
tivity and accuracy in identifying rare but severe vulnerability types through learn-
ing latent relationships between different vulnerability categories.

Looking forward, the integration of emerging technologies presents both oppor-
tunities and challenges for vulnerability prediction. Issues of model robustness and
interpretability necessitate the development of adversarial training and explainable
AI approaches to improve the transparency and reliability of AI-driven cyber de-
fence systems [154]. The rise of AI-powered cyber threats, alongside vulnerabilities
in IoT ecosystems and cloud computing, underscores the need for multifaceted mit-
igation strategies beyond simple prediction models [126].

The adoption of Zero Trust Architecture for access control verification, blockchain
for data integrity, and behavioural analytics for monitoring user patterns and iden-
tifying deviations represents the next frontier in vulnerability prediction and man-
agement [77]. Behavioural analytics, in particular, shows promise for predicting
potential vulnerabilities by analysing user behaviour patterns in system access logs
and other operational data. These advanced approaches, whilst not directly predict-
ing time-to-next-vulnerability, offer complementary strategies that address differ-
ent aspects of vulnerability management, from prevention to detection and mitiga-
tion. Nevertheless, these advancements require ongoing innovation and adaptation
to address the complexities of modern cybersecurity challenges, particularly as the
underlying data used for modelling evolves in quantity, quality, and dimensionality.

2.7 Gaps in Current Research

The comprehensive review of vulnerability lifecycle and management literature re-
veals several significant areas requiring further investigation. These gaps represent
critical opportunities for advancing our understanding of vulnerability management
and improving security practices.

2.7.1 Temporal Risk Assessment

Current approaches to vulnerability management demonstrate significant limita-
tions in addressing temporal aspects of risk assessment. While Frei’s seminal work
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[46] established the foundational framework for understanding vulnerability life-
cycles, subsequent research has struggled to fully capture the dynamic nature of
vulnerability risks over time. As discussed earlier in 2.6. The statistical modeling
approaches developed by Rajasooriya et al. [123], while groundbreaking in their ap-
plication of Markov chain theory, continue to face significant challenges with incom-
plete vulnerability data, particularly in cases where complete lifecycle information is
unavailable. These censoring issues, combined with limited incorporation of zero-
day exploit dynamics, create substantial uncertainty in temporal risk assessments
and hinder the development of more accurate predictive models.

The integration of temporal factors in risk assessment becomes particularly cru-
cial when examining the relationship between patch availability and actual deploy-
ment. Research by Dissanayake [37] highlights a critical gap in understanding how
risk levels evolve during this transition period, particularly in enterprise environ-
ments where patch deployment often faces significant delays. This gap becomes es-
pecially pronounced when considering the findings of Akhoundali et al. [4], which
demonstrate the complex relationship between vulnerability disclosure and patch
deployment timelines.

Contemporary research efforts, while advancing our understanding of vulnera-
bility lifecycles, have not fully addressed the challenge of quantifying risk evolution
over time. The work of Brilhante et al. [27] underscores this limitation, particularly
in contexts where multiple patches may be required to fully remediate a vulnera-
bility. This gap in temporal risk assessment becomes especially critical when con-
sidering the findings of Turtiainen and Costin [153], which highlight the need for
more sophisticated approaches to vulnerability classification and risk assessment
over time.

2.7.2 Dynamic Severity Scoring

The limitations of current severity scoring mechanisms represent a significant gap
in vulnerability management research. Traditional approaches to vulnerability scor-
ing, particularly the Common Vulnerability Scoring System (CVSS), remain predom-
inantly static and fail to capture the evolving nature of vulnerability risks. While
EPSS [68] has made substantial progress in predicting exploitation likelihood, re-
search by Xiong et al. [162] reveals significant limitations in current scoring systems’
ability to reflect real-world exploitation patterns.

The disconnect between initial severity scores and actual exploitation patterns
becomes particularly evident when examining vendor-specific vulnerabilities. Re-
search by Shahzad et al. [134] demonstrates how current scoring systems struggle
to account for vendor-specific characteristics and exploitation patterns. This limi-
tation becomes more pronounced when considering the findings of Gandhi et al.
[51], which highlight the challenges in maintaining accurate severity assessments
throughout a vulnerability’s lifecycle.

Recent research efforts, particularly those focused on Microsoft vulnerabilities,
underscore the need for more dynamic scoring approaches. The work of Dissanayake
[37] reveals how current scoring systems fail to capture the temporal evolution of
vulnerability severity, especially in cases where initial assessments may not accu-
rately reflect long-term exploitation risks.

This gap becomes particularly significant when considering empirical evidence
from our dataset, which demonstrates the limitations of current scoring systems
in predicting actual exploitation patterns. Our analysis of CVE lifecycle events by
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severity levels in chapter 5 reveals counterintuitive findings that challenge conven-
tional vulnerability prioritisation approaches. Specifically, Critical vulnerabilities
exhibited a median time of 192 days between CVE reservation and exploit availabil-
ity, substantially longer than High (141 days) and Medium severity vulnerabilities
(138 days). This contradicts the assumption that higher-severity vulnerabilities are
necessarily exploited more rapidly.

Further, our examination of 415 Microsoft-related CVEs that were both exploited
and patched showed that whilst the exploit-to-patch relationship varies by sever-
ity, higher CVSS scores did not consistently correlate with faster exploitation time-
frames. For instance, Critical vulnerabilities had a mean time difference of 227.68
days between CVE creation and exploit availability, compared to 147.75 days for
Low severity vulnerabilities-a pattern that challenges risk assessment frameworks
that prioritise solely based on CVSS scores.

The severity distribution analysis of exploited vulnerabilities revealed additional
complexity. Of the top 10 most common CWEs, SQL Injection (CWE-89) had the
highest proportion of verified exploited CVEs (2,839 out of 11,356), surpassing more
numerous vulnerability types like Cross-site Scripting (CWE-79), which had 1,896
exploited instances despite being the most prevalent weakness overall (26,728 CVEs).
This suggests that exploitation likelihood depends more on the specific weakness
type than on raw severity scores alone.

Our data also revealed that the relationship between patching and severity fol-
lows expected patterns only for non-exploited vulnerabilities, where Critical vul-
nerabilities had a median patching time of 54 days compared to 106 days for Low
severity issues. However, for exploited vulnerabilities, this relationship inverts-with
Critical exploited vulnerabilities showing the longest median time to patch at 186
days, a 71% increase compared to the overall patching timeline for Critical vulnera-
bilities. This substantial difference supports Costa et al.’s [31] assertion that conven-
tional severity scoring systems have significant limitations in predicting real-world
exploitation and remediation patterns.

2.7.3 Vulnerability Data Quality

The challenges in vulnerability data quality and consistency have been a persistent
concern in cybersecurity research. While earlier work by Liao et al. [87] established
foundational frameworks for vulnerability data collection and analysis, the evolving
nature of security threats has introduced new complexities in data management and
curation.

Research by Ruohonen [130] further exposed the temporal inconsistencies in vul-
nerability reporting. Their analysis revealed that while the median delay between
CVE publication and CVSS scoring was minimal (1 day), the substantial standard de-
viation of 410.9 days indicated significant variations in reporting timelines. Building
on this, Anwar et al. [13] conducted a comprehensive quality assessment of the Na-
tional Vulnerability Database (NVD), uncovering systematic issues including erro-
neous publication dates, incorrect affected product names, and inconsistent severity
scores.

The scope of data quality issues became more apparent through Guo et al.’s [56]
detailed analysis, which revealed that approximately 56% of CVEs lack vulnerabil-
ity type information, while 85% miss critical root cause details. This incompleteness
in vulnerability documentation has significant implications for security assessment
and mitigation strategies. Recent work by Sun et al. [145] further identified discrep-
ancies across four large-scale, actively maintained vulnerability databases (NVD,
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IBM X-Force, ExploitDB, and Openwall) in key aspects such as severity scores, af-
fected versions, and vulnerability types, highlighting the persistent challenges in
maintaining consistent vulnerability reporting.

The integration of other sources as a vulnerability intelligence source highlighted
early data quality challenges. Mittal et al. [109] demonstrated this through their
analysis of 143,701 cybersecurity-related tweets, where only 7% contained sufficient
technical information for vulnerability analysis. Their evaluation revealed that just
57.2% of tweets were correctly tagged by their concept extraction system, with 33.2%
being completely misclassified. These findings emphasized the challenges of extract-
ing structured vulnerability information from unstructured social data.

While advances in automated classification systems like VulnBERTa [153] have
shown promise, fundamental data quality issues persist. Croft et al. [32] recently
conducted a comprehensive analysis of four state-of-the-art software vulnerability
datasets (Big-Vul, Devign, D2A, and Juliet), identifying significant data quality de-
ficiencies. They found that 20-71% of vulnerability labels in real-world datasets are
inaccurate, with D2A showing the highest inaccuracy at 71.4% and Devign the low-
est at 20%. Additionally, they identified severe duplication problems, with 17-99% of
data points being duplicated across datasets, particularly in D2A (97.9%) and Juliet
(83.7%). These findings have significant implications for the reliability of vulnera-
bility assessment models and tools, with evaluation performance decreasing by up
to 82% after removing duplicates. Fortunately, our preliminary analysis does not
employ any of these datasets, avoiding these potential data quality pitfalls.
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The vulnerability datasets examined in Croft et al. [32]

The vulnerability datasets examined in Croft et al. [32] serve crucial pur-
poses in the cybersecurity research community, particularly for developing
and evaluating Software Vulnerability Prediction (SVP) models. Each dataset
employs different methodologies for labelling vulnerable code:

• Big-Vul: Created by Fan et al. [43], this dataset contains 188,636 C/C++
functions (5.78% vulnerable) derived from security vendor-provided la-
bels. Researchers use it to develop machine learning models that can
identify vulnerabilities based on patterns observed in historically vul-
nerable code. It is primarily used by academic researchers and tool de-
velopers working on static analysis techniques.

• Devign: Developed by Zhou et al. [169], this dataset comprises 27,318
functions (45.61% vulnerable) with developer-provided labels extracted
directly from GitHub commits. Security researchers and tool devel-
opers leverage this dataset to build models that can learn from actual
developer-identified vulnerabilities, particularly for vulnerability iden-
tification using graph neural networks.

• D2A: Created by Zheng et al. [167], D2A contains 1,295,623 functions
(1.44% vulnerable) with tool-created labels generated through differen-
tial analysis. This dataset is primarily used by researchers developing
automated vulnerability detection methods that combine static analysis
with machine learning approaches.

• Juliet: This synthetically created dataset by NIST [111] contains 253,002
functions (36.77% vulnerable) that demonstrate known vulnerable code
patterns. Security tool vendors, academic researchers, and educators
use Juliet as a benchmark to evaluate the effectiveness of static analysis
tools and to teach secure coding practices.

These datasets are predominantly utilized by:

• Academic researchers developing new vulnerability detection algo-
rithms and conducting empirical studies on vulnerability patterns

• Security tool vendors benchmarking and improving commercial and
open-source static analysis tools

• ML/AI researchers exploring applications of machine learning to cyber-
security challenges

• Software development organizations enhancing their secure develop-
ment lifecycle processes

The significant data quality issues identified by Croft et al. raise important
concerns about the reliability of models trained on these datasets, particu-
larly since many published research papers have reported performance met-
rics without addressing these underlying data quality problems.
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These findings have significant implications for the reliability of vulnerability as-
sessment models and tools. The work of Okutan et al. [113] has demonstrated some
progress in addressing these challenges through automated curation approaches,
achieving impressive F-measure values over 0.9 for vulnerability characterization
and reducing CVE characterization time by up to 47

The integration of exploit information presents additional complexity in vulner-
ability data management. While ExploitDB offers valuable exploit availability data,
research by Sabottke et al. [131] and Pastor et al. [117] highlights the ongoing chal-
lenges in establishing reliable connections between exploit information and vulner-
ability data. Recent work by Sun et al. [146] has proposed promising solutions
through aspect-level matching techniques for recovering traceability across hetero-
geneous vulnerability databases, though challenges remain in standardizing report-
ing practices and ensuring consistent metadata across sources.

Kuehn et al. [80] have recently proposed the OVANA, or Overt Vulnerability
source ANAlysis, which is a system that uses machine learning and natural lan-
guage processing to analyze and enhance the information quality of vulnerability
databases by improving the accuracy, completeness, and uniqueness of the data,
resulting in a 51.23% improvement in these quality indicators on the National Vul-
nerability Database, despite the improvement mentioned, a recent study Sun et al.
[144] have highlighted ongoing issues with inconsistent measurement and incorrect
detection of software names in security vulnerability reports. These recent develop-
ments underscore both the progress made and the persistent challenges in maintain-
ing high-quality vulnerability data across diverse sources and platforms.

2.7.4 Integration of Historical Patterns

Building upon the data quality challenges discussed in the previous section 2.7.3,
the integration of historical vulnerability patterns presents additional complexities
in understanding and predicting software security risks. The inconsistencies and in-
completeness in vulnerability databases directly impact our ability to leverage his-
torical data effectively for pattern analysis and prediction. This section examines
these interconnected challenges and their implications for vulnerability research and
practice.

The narrow focus of Automated Vulnerability Detection (AVD) research repre-
sents a fundamental challenge in utilizing historical patterns. Shereen et al. [137]
identified that current approaches often overlook crucial areas for effective real-
world vulnerability detection, including diversified problem formulations and broader
language support. This limitation is further emphasized by Dzielski and Devine
[39], who note that despite advancements in AI and vulnerability databases, there
remains a critical gap in forecasting vulnerability occurrences, which is essential for
preventing future security failures.

Empirical evidence highlights the importance of historical pattern analysis while
revealing ongoing challenges in leveraging this data effectively. Maza and Sultana
[96] demonstrated through their study of Apache Tomcat that specific software met-
rics significantly change over the vulnerability lifecycle, yet these insights are not
fully integrated into current prediction models. Brilhante et al. [27] further illumi-
nate these challenges, particularly in pattern recognition and historical data integra-
tion, while Garcia et al. [52] emphasize the difficulties in applying historical patterns
to emerging vulnerability types.
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The temporal aspects of vulnerability management add another layer of com-
plexity. Iannone et al. [64] found that vulnerabilities often remain unfixed for ex-
tended periods, with developers typically introducing them during high workload
phases. This finding aligns with Johnson et al. [70]’s research on how limited under-
standing of historical patterns impacts patch development and deployment strate-
gies. Roytman and Jacobs [129] further elaborate on these challenges, particularly in
applying historical insights to current vulnerability management practices.

The economic dimension of vulnerability lifecycles provides additional context.
Algarni [7] investigated the relationship between vulnerability lifecycles and mar-
kets, revealing how financial incentives drive both the discovery and exploitation
of vulnerabilities. Their research suggests that understanding and controlling these
market dynamics could help mitigate lifecycle-related risks. This economic perspec-
tive is complemented by Gueye and Mell’s [55] analysis of Common Vulnerability
Scoring System (CVSS) metrics, which shows that while the vulnerability landscape
has remained relatively stable over time, this historical consistency is underutilized
in developing proactive security measures.



Chapter 2. Literature Review 41

The Vulnerability Landscape Insights from Gueye and Mell’s [55]

Gueye and Mell’s [55] analysis revealed a remarkably stable vulnerability
landscape over the 15-year period from 2005 to 2019. Despite substantial se-
curity efforts during this time, they found that the same fundamental charac-
teristics consistently dominate:

• Network exploitation: "The overwhelming majority of software vulnerabil-
ities are exploitable over the network (i.e., remotely)."

• Low complexity: "The complexity to successfully exploit these vulnerabilities
is dominantly low."

• Minimal authentication: "Very little authentication to the target victim is
necessary for a successful attack."

• Limited user interaction: "Most of the flaws require very limited interaction
with users."

This historical consistency represents a significant underutilized opportunity
in vulnerability management. As the authors note:

"Our findings are consistent to previous studies... This indicates that
the same vulnerabilities are still being found in our software, suggesting
that the community has not been doing a great job correcting the most
common vulnerabilities."

They even express concern about future progress, stating:

"We don’t want to write this same paper 15 years from now showing
that, once again, nothing has changed."

While the security community has extensive data showing which vulnerabil-
ity characteristics persistently dominate, this knowledge has not been effec-
tively leveraged to prioritize remediation efforts or develop targeted defen-
sive strategies. The authors suggest the security community needs to "stop
and think" about software development approaches and vulnerability identi-
fication methods. This gap offers promising research directions for utilizing
historical vulnerability patterns to develop more focused secure coding prac-
tices, create context-aware prediction models, and design frameworks specif-
ically addressing these persistent vulnerability characteristics.

These gaps in historical pattern integration, compounded by the data quality is-
sues discussed earlier, point to a pressing need for more comprehensive approaches
that can effectively leverage historical data for vulnerability prediction and man-
agement. Future research should focus on developing frameworks that can better
incorporate historical patterns while accounting for the evolving nature of software
vulnerabilities, their economic implications, and the challenges in patch develop-
ment and deployment.
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2.8 Summary and Conclusions

This comprehensive review has examined the complex landscape of vulnerability
lifecycle and management, revealing both significant advances in our understand-
ing and critical areas requiring further investigation. The evolution of vulnerability
research has been marked by increasingly sophisticated approaches to classification,
analysis, and management, driven by the growing complexity of modern software
systems and the escalating sophistication of cyber threats.

The foundational work of Frei [46] established crucial frameworks for under-
standing vulnerability lifecycles, while subsequent research by Rajasooriya et al.
[123] and Brilhante et al. [27] has enhanced our understanding of temporal patterns
in vulnerability evolution. The integration of machine learning approaches, particu-
larly exemplified by recent work from Turtiainen and Costin [153], has transformed
how we analyze and classify vulnerabilities, enabling more accurate and automated
assessment processes.

The development of standardized frameworks, including CVE, CWE, and CPE
systems, has provided essential structure for vulnerability management, though re-
search by Martin et al. [94] and subsequent studies highlight ongoing challenges in
maintaining consistency across these frameworks. The emergence of sophisticated
prediction systems, such as EPSS [68], represents a significant advancement in our
ability to anticipate and prioritize vulnerability risks, while work by Dissanayake
[37] demonstrates the complex relationships between vulnerability disclosure and
exploitation patterns.

Vulnerability management practices have evolved considerably, with research by
Gandhi et al. [51] revealing the importance of integrated approaches that combine
technical assessment with organizational context. The work of Woo et al. [161] has
highlighted critical considerations in patch management, while studies by Xiong et
al. [162] demonstrate the complex interplay between vulnerability disclosure and
patch development processes.

Recent advances in automated vulnerability assessment, particularly through
machine learning applications, have transformed traditional approaches to security
management. The introduction of systems like VulnBERTa [153] has improved our
ability to automatically classify and assess vulnerabilities, though significant chal-
lenges remain in ensuring consistent and accurate vulnerability data across different
platforms and sources.

The economic dimensions of vulnerability management, as explored through the
work of Shahzad et al. [134], reveal complex incentive structures that influence both
vulnerability disclosure and patch development. These economic considerations be-
come particularly significant when examining vendor-specific approaches to vulner-
ability management, as demonstrated by research focusing on Microsoft’s security
practices [37].

Despite these advances, significant gaps remain in our understanding of vulner-
ability lifecycles and management practices. Current approaches struggle to fully
capture the temporal evolution of vulnerability risks, particularly in the critical pe-
riod between patch availability and deployment. The limitations of static severity
scoring systems, as highlighted by recent research, suggest the need for more dy-
namic approaches to risk assessment. Furthermore, challenges in data quality and
consistency, along with limited integration of historical patterns, continue to impact
our ability to effectively predict and manage vulnerability risks.
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The emergence of zero-day vulnerabilities presents particular challenges, as demon-
strated by the research of Yogi [164] and Adam [1], highlighting the need for more so-
phisticated approaches to vulnerability detection and response. The work of Akhoundali
et al. [4] further emphasizes the importance of understanding patch effectiveness
and the potential need for multiple fixes to address complex vulnerabilities fully.

This review demonstrates that while significant progress has been made in un-
derstanding and managing vulnerabilities, considerable work remains in develop-
ing more comprehensive and dynamic approaches to vulnerability assessment and
management. The integration of machine learning techniques, combined with im-
proved understanding of vulnerability lifecycles and exploitation patterns, offers
promising directions for addressing current limitations in vulnerability management
practices.

Through careful analysis of the literature, it becomes clear that effective vulner-
ability management requires a nuanced understanding of both technical and orga-
nizational factors. The continued evolution of threat landscapes and software com-
plexity demands increasingly sophisticated approaches to vulnerability assessment
and management, while challenges in data quality and consistency remind us of the
fundamental importance of robust and standardized information sharing practices
in the security community.
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CHAPTER 3
METHODOLOGY

This chapter presents the methodological framework employed to investigate the
Common Vulnerabilities and Exposures (CVEs) and its lifecycle phases, with par-
ticular focus on the patching phase for vulnerabilities affecting Microsoft products.
The research adopts a systematic approach to data collection, processing, integra-
tion, and analysis to provide comprehensive insights into vulnerability character-
istics, discovery patterns, exploitation timelines, and remediation processes. The
methodology addresses several research questions regarding the temporal dynam-
ics between vulnerability discovery, exploitation, and patching, while identifying
key factors that influence these processes.

3.1 Research Design and Theoretical Framework

3.1.1 Research Approach

This study employs a mixed-methods research design by combining quantitative
analysis of large-scale vulnerability datasets with qualitative interpretation of emerg-
ing patterns and trends. This methodology acknowledges that while empirical data
provides valuable insights into vulnerability lifecycles, the complex socio-technical
context in which vulnerabilities exist requires interpretive analysis to fully under-
stand the implications. The research design follows a sequential process that begins
with comprehensive data collection from multiple authoritative sources, followed
by systematic data processing and integration. This foundation supports descrip-
tive and exploratory analysis of vulnerability characteristics, temporal analysis of
vulnerability lifecycles, comparative analysis of exploitation and patching patterns,
and interpretation of findings within the broader cybersecurity context. This ap-
proach aligns with Mittal et al.’s [109] framework for transforming publicly avail-
able information into actionable intelligence through systematic collection, process-
ing, and analysis. As described by Liao et al. [87], vulnerability intelligence rep-
resents one of the most structured and standardized domains within cybersecurity
research. This standardization is reflected in our methodological framework, which
establishes clear relationships between CVEs, their associated exploits, patches, and
classifications through Common Weakness Enumeration (CWE) and Common Plat-
form Enumeration (CPE).

3.1.2 Theoretical Underpinnings

The theoretical foundation of this research incorporates elements from several frame-
works: Vulnerability Lifecycle Theory, as established by Frei [46], provides a fun-
damental framework for understanding the temporal dynamics of vulnerabilities



Chapter 3. Methodology 45

from discovery to patching. Frei’s model identifies five distinct phases: creation,
discovery, disclosure, exploitation, and patch availability. Our research extends this
model by incorporating more recent advances in vulnerability intelligence gathering
and analysis techniques, particularly for Microsoft-related vulnerabilities. Security
Economics concepts view security as an economic problem involving trade-offs be-
tween resource allocation and risk mitigation. As Anderson [11] demonstrated, fi-
nancial incentives drive both vulnerability exploitation and management decisions,
particularly for vulnerabilities that remain unpatched for extended periods. This
economic perspective is essential for interpreting the patterns observed in exploita-
tion timelines and patch development processes. Socio-Technical Systems Theory
recognizes that vulnerability management involves complex interactions between
technical systems, organizational processes, and human behaviors. This theoretical
lens supports our mixed-methods approach, acknowledging that effective vulnera-
bility management requires consideration of both technical vulnerabilities and the
socio-organizational context in which they are addressed. As highlighted by Franca
et al. [45], traditional vulnerability management approaches often contain funda-
mental effectiveness gaps when they fail to consider the socio-technical dimensions
of security. These theoretical frameworks inform both the data collection strategy
and the interpretation of findings, enabling a comprehensive understanding of the
vulnerability lifecycle beyond purely technical considerations.

3.2 Data Sources and Collection Strategy

3.2.1 Primary Data Sources

The research leverages multiple authoritative data sources to ensure comprehensive
coverage and enable cross-validation of information. Each source provides unique
perspectives on different aspects of the vulnerability lifecycle.

3.2.1.1 CVE V5 Database

The Common Vulnerabilities and Exposures (CVE) Version 5 database serves as the
primary source of vulnerability information. It provides standardized identifiers
and descriptions for publicly known cybersecurity vulnerabilities. Key attributes
extracted from this source include:

• CVE identifiers and descriptions

• Publication, reservation, and update dates

• Severity ratings and CVSS scores

• Affected products and vendors

• Problem types and references

Data was collected from the official CVE GitHub repository [108], which contains
the most up-to-date vulnerability information in JSON format. This approach aligns
with Pastor et al.’s [117] findings on the importance of leveraging standardized,
machine-readable vulnerability data for comprehensive security analysis. The CVE
dataset provides a foundation for understanding the broader vulnerability land-
scape, with specific focus on the subset of vulnerabilities affecting Microsoft prod-
ucts. This dataset contains 246,422 unique CVE records, offering a comprehensive



Chapter 3. Methodology 46

view of the vulnerability ecosystem across multiple vendors and products. Of these,
162,095 CVEs (65.8%) have at least one associated CWE, while the remainder lack
specific weakness classification or have generic classifications such as ’NVD-CWE-
noinfo’ or ’NVD-CWE-Other’.

3.2.1.2 ExploitDB Dataset

The Exploit Database (ExploitDB) [112] provides a comprehensive archive of pub-
lic exploits and corresponding vulnerable software. This resource is maintained by
Offensive Security and serves as a valuable source for understanding exploit avail-
ability and characteristics. Key attributes extracted include:

• Exploit identifiers and descriptions

• Publication and update dates

• Author information

• Target platforms and systems

• Verification status

• Associated CVE identifiers

Data was collected from the official ExploitDB GitLab repository, specifically fo-
cusing on the files_exploits.csv file, which contains comprehensive metadata for all
publicly available exploits. This dataset encompasses 46,494 exploit records, pro-
viding insights into real-world exploitation patterns and timelines. These exploit
records correspond to 22,130 unique CVEs, representing approximately 9% of all
vulnerabilities in the CVE database. Among these, 19,392 CVEs (87.63%) have a sin-
gle associated exploit, while 2,738 CVEs (12.37%) have multiple exploits, with some
having as many as 38 exploits for a single vulnerability. Web application vulnerabil-
ities constitute the most prevalent exploit type, with 9,937 verified and 2,583 unver-
ified exploits in this category. The integration of exploit data supports the research
by Sabottke et al. [131], who demonstrated that publicly available exploit informa-
tion can be effectively leveraged to understand vulnerability exploitation risks and
patterns. Additionally, as highlighted by Allodi [8], exploit datasets offer crucial
insights into the heavy-tailed distribution of vulnerability exploitation, where a rel-
atively small subset of vulnerabilities accounts for the majority of observed attacks.

3.2.1.3 Microsoft Security Response Center (MSRC) API

The Microsoft Security Response Center (MSRC) API [104] provides detailed infor-
mation about vulnerabilities affecting Microsoft products and the corresponding se-
curity updates. This source was particularly valuable for understanding the patch-
ing timeline for Microsoft-related vulnerabilities. Key attributes extracted include:

• Security update identifiers and release dates

• Affected products and versions

• CVE identifiers addressed by each update

• Threat and severity information
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• Exploitation status and potential

• Remediation details

Data was collected through programmatic API calls to the MSRC service, re-
trieving Common Vulnerability Reporting Framework (CVRF) documents for each
monthly security update since 2016. This approach aligns with Dissanayake’s [37]
research on the significance of vendor-specific vulnerability management practices
in understanding security response effectiveness. The MSRC dataset provides infor-
mation on 9,991 CVEs patched by Microsoft since 2016 (9,981 out of 9,991 are unique
CVEs), enabling detailed analysis of Microsoft’s patching practices and the effec-
tiveness of their security response processes. Of the total Microsoft-related vulner-
abilities in CVE-V5 DB (19,620 CVEs), 13,285 (68%) emerged after 2016, while 6,335
(32%) were identified before 2016. Notably, among the MSRC-documented patches,
124 CVEs (1.24%) were reported as actively exploited according to Microsoft’s own
tracking, while Exploit DB records show exploitation for 468 Microsoft-related CVEs,
highlighting discrepancies in exploitation reporting.

3.2.1.4 Common Weakness Enumeration (CWE) Database

The Common Weakness Enumeration (CWE) database provides a standardized tax-
onomy of software and hardware weaknesses. This resource helps categorize vul-
nerabilities based on their underlying weaknesses, enhancing the understanding of
vulnerability patterns. Key attributes extracted include:

• CWE identifiers and names

• Weakness abstractions and descriptions

• Status information

• Related weaknesses

Data was collected from the official CWE List [107], incorporating NVD vul-
nerability database [111] mapping of CVEs to their corresponding CWEs to enable
weakness-based analysis. The CWE dataset provides comprehensive classification
for 593 unique weakness types, supporting the analysis of 175,250 CVE-CWE asso-
ciations across 162,095 unique CVEs. This indicates that some CVEs are associated
with multiple weaknesses, with up to 7 CWEs mapped to a single vulnerability in
extreme cases. Analysis revealed that approximately 93% of vulnerabilities with
CWE data have only one associated weakness type, while 6% have two associated
CWEs.

This approach aligns with the work of Martin et al. [94], who established the
importance of standardized weakness taxonomies for effective vulnerability man-
agement. Additionally, as noted by Meunier [102], the multi-dimensional nature of
vulnerabilities requires careful consideration of their classification at different ab-
straction levels.

3.2.1.5 Common Platform Enumeration (CPE) Database

The Common Platform Enumeration (CPE) database provides a standardized method
for identifying applications, operating systems, and hardware devices. This resource
helps in precisely identifying affected systems and components. Key attributes ex-
tracted include:
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• CPE identifiers

• Vendor information

• Product details

• Version specifications

CPE data was primarily extracted from CVE records in the NVD database [111],
which include CPE strings and configuration for affected products and systems. The
CPE dataset encompasses information on approximately 2.5 million affected prod-
uct instances (CPEs) across 32,572 distinct vendors and 146,783 unique products.
Analysis of the CPE data revealed that among vulnerable systems, applications (des-
ignated with CPE part ’a’) constitute the largest category with over 1,110,415 vul-
nerable instances, followed by operating systems (part ’o’) with 899,967 instances,
and hardware (part ’h’) with 461,952 instances. Microsoft-related products appear
prominently in the vulnerability landscape, with Microsoft ranking among the ven-
dors with the highest exploitation rates (9.13%, representing 1,747 exploited CVEs
(As per Exploit-DB)out of 19,139 total Microsoft CVEs (as per CVE-V5)). This com-
prehensive platform enumeration supports detailed analysis of vulnerability distri-
bution across different systems and vendors, aligning with the work of Cheikes et
al. [29] on standardized platform identification for security analysis.

3.2.2 Data Collection Process

3.2.2.1 API Integration and Data Retrieval

Custom Python scripts were developed to interact with various APIs and reposi-
tories to retrieve the required data. The process involved: MSRC API Integration
implemented authentication and pagination handling to retrieve CVRF documents
for each month between 2016 and 2024. This approach focused on structured re-
trieval of Microsoft’s security update information, ensuring comprehensive cover-
age of their patching activities. CVE Repository Cloning involved cloning the offi-
cial CVE V5 GitHub repository to access JSON files containing vulnerability infor-
mation. This method ensured access to the most current and comprehensive vulner-
ability data. ExploitDB Data Retrieval fetched the exploit metadata CSV file from
the ExploitDB repository. This provided standardized access to public exploit infor-
mation, supporting analysis of exploitation patterns and timelines. Data Validation
implemented checks to ensure the completeness and integrity of retrieved data. This
step was crucial for maintaining data quality and reliability throughout the analysis
process. The API integration process was designed to be resilient against network
failures and API rate limits, incorporating retry mechanisms and incremental data
retrieval to ensure comprehensive data collection. This approach addresses chal-
lenges identified by Ruohonen [130] regarding data availability and consistency in
vulnerability databases.

3.2.2.2 Automated Collection Framework

To maintain data currency and enable reproducible research, an automated data col-
lection framework was implemented. The framework consists of:

• Scheduled Data Collection using cron jobs configured to retrieve updated vul-
nerability information on a daily basis. This automation ensures that the dataset
remains current throughout the research period.
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• Delta Processing through scripts designed to process only new or updated
records from each source, minimizing redundant processing. This approach
optimizes resource utilization while maintaining data currency.

• Logging and Monitoring with comprehensive logging of all data collection ac-
tivities and automated alerting for collection failures. This ensures the reliabil-
ity and continuity of the data collection process.

• The data collection process is illustrated in Figure 3.1.

CVE V5 Repository

ExploitDB Repository

MSRC API

CWE,CPE and missing CVSS extracted from NVD DB

Data Fetcher Data Processor

Research Database

Scheduled Daily

FIGURE 3.1: Automated Data Collection Framework

This automated framework ensures that the research dataset remains current
throughout the duration of the study, capturing new vulnerabilities, exploits, and
patches as they emerge. The approach aligns with recommendations by Gandhi et
al. [51] regarding the importance of continuous data collection and processing in
vulnerability management research.

3.3 Data Processing and Preparation

3.3.1 Data Cleaning and Preprocessing

The raw data collected from various sources required extensive cleaning and pre-
processing to ensure consistency, accuracy, and analytical utility. The preprocessing
pipeline involved several key stages:
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• Handling Missing Values implemented strategies for addressing missing data,
including null value imputation for CVSS scores and logical defaults for miss-
ing dates. This approach was particularly important for the CVE dataset,
where approximately 79% of entries initially lacked CVSS scores. To address
this, we leveraged additional data from the NVD database to supplement miss-
ing severity information, achieving CVSS coverage for 93% of vulnerabilities.

• Date Standardization converted all date fields to a consistent format (ISO
8601) and ensured proper timezone handling. This standardization was cru-
cial for temporal analysis, enabling accurate calculation of time differences be-
tween key lifecycle events.

• Text Normalization standardized text fields such as descriptions, vendor names,
and product identifiers to enable effective matching and analysis. This pro-
cess improved the accuracy of entity recognition and relationship identifica-
tion across different datasets.

• Duplicate Removal identified and resolved duplicate entries, particularly for
CVEs referenced across multiple sources. This step ensured that each vulnera-
bility was represented only once in the analytical dataset, preventing potential
biases in frequency-based analyses.

• Data Type Conversion ensured appropriate data types for all fields, such as
converting string-based scores to numeric values. This conversion supported
mathematical operations and statistical analyses on numerical data.

Particular attention was paid to the CVE V5 data, which required complex JSON
parsing and field extraction to transform the nested structure into a tabular format
suitable for analysis. This processing challenge aligns with observations by Sun et
al. [145] regarding the complexity of vulnerability data structures and the need for
sophisticated processing techniques.

3.3.2 Feature Engineering

To enable comprehensive analysis of vulnerability lifecycles, several derived fea-
tures were created:

• Temporal Features calculated time deltas between key events using earliest
dates (e.g., time from CVE reservation to exploit publication, time from ex-
ploit to patch). These features enabled detailed analysis of the temporal rela-
tionships between different lifecycle phases, supporting insights into the effi-
ciency of vulnerability management processes. As demonstrated in Chapters
4 and 5, these temporal features were crucial for understanding the evolution
of exploitation patterns over time and the relationship between vulnerability
disclosure, exploitation, and patching.

• Severity Categorization mapped raw CVSS scores to categorical severity lev-
els (Low, Medium, High, Critical) based on standard thresholds. This catego-
rization facilitated analysis of vulnerability distribution by severity and sup-
ported investigation of how severity influences different aspects of the vulner-
ability lifecycle. As shown in Chapter 5, these severity categories were essen-
tial for analyzing how different vulnerability severities affect exploitation and
patching timelines.
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• Exploitation Status created binary and categorical features indicating whether
a vulnerability has been exploited and its verification status. These features
were crucial for analyzing the relationship between vulnerability character-
istics and exploitation likelihood, enabling the detailed exploitation pattern
analysis presented in Chapter 4.

• Microsoft Association developed logic to identify vulnerabilities directly re-
lated to Microsoft products versus third-party software running on Microsoft
platforms. As detailed in Chapter 5, this distinction enabled focused analysis
of Microsoft’s security practices while acknowledging the broader ecosystem
in which their products operate, revealing significant differences in lifecycle
patterns between Microsoft products and third-party components.

• CPE Parsing extracted vendor, product, and version information from com-
plex CPE strings to enable more granular analysis. This parsing supported
detailed investigation of vulnerability distribution across different platforms
and systems, as presented in Chapter 4’s analysis of affected platforms.

• Product Family Grouping implemented hierarchical categorization of Microsoft
products to enable analysis at the product family level. As shown in the prod-
uct family vulnerability analysis in Chapter 4, this grouping facilitated un-
derstanding of how vulnerabilities are distributed across Microsoft’s product
ecosystem, revealing concentration patterns in specific product families like
Microsoft Office, Windows, and .NET.

These derived features enhanced the analytical capabilities of the dataset, en-
abling more nuanced exploration of vulnerability patterns and lifecycles. The ap-
proach aligns with recommendations by Xiong et al. [162] regarding the importance
of contextual feature engineering in vulnerability analysis.

3.3.3 Dataset Integration

A critical aspect of the methodology involved integrating data from multiple sources
into a cohesive analytical dataset. The integration process followed these steps:

• Schema Alignment mapped fields across datasets to establish common at-
tributes (e.g., CVE identifiers, dates, severity measures). This alignment cre-
ated a unified data structure that preserved the unique characteristics of each
source while enabling cross-source analysis.

• Hierarchical Merging implemented a hierarchical merging strategy, starting
with core CVE data and progressively enriching it with exploit information,
patch details, and CWE classifications. This approach ensured that the inte-
gration process preserved the integrity of the original data while creating valu-
able new relationships. As demonstrated in Chapter 5, this merging strategy
enabled complex three-point lifecycle analysis incorporating CVE reservation,
exploit publication, and patch release data.

• Conflict Resolution developed rules for resolving conflicting information across
sources, generally prioritizing more specific or recent data. This step addressed
challenges identified by Anwar et al. [13] regarding inconsistencies in vulner-
ability datasets. As seen in Chapter 4’s analysis of exploit verification status
and Chapter 5’s examination of patching information, this approach enabled
consistent analysis despite initial data discrepancies.
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• Relationship Modeling established relationships between entities (e.g., CVEs,
exploits, patches, CWEs, CPEs) to enable relational queries and analyses. These
relationships formed the foundation for investigating the interconnections be-
tween different aspects of the vulnerability lifecycle, particularly evident in
Chapter 4’s analysis of CWE pairs and triplets and Chapter 5’s integrated CVE-
Exploit-Patch lifecycle investigation.

• Many-to-Many Handling implemented specific processing workflows to han-
dle many-to-many relationships between entities. As shown in Chapter 4’s
product family vulnerability analysis (Figure 4.24), this approach properly ac-
counted for instances where a single CVE affects multiple products or product
families, or where multiple CWEs are associated with a single vulnerability.

The integration process resulted in a comprehensive dataset containing 246,422
CVE records, enriched with exploit information (46,494 records) and Microsoft patch
details (9,991 CVEs (9,981 Unique)). This integrated dataset enables analysis of the
complete vulnerability lifecycle, from discovery through exploitation to patching.
The approach aligns with recommendations by Pastor et al. [117] regarding the in-
tegration of multiple data sources for comprehensive vulnerability intelligence.

3.3.4 Creation of Specialized Datasets

3.3.4.1 Microsoft CVE Subset

To support the research focus on Microsoft-related vulnerabilities, a specialized dataset
was created by:

• Filtering CVEs based on vendor field in CPE identifier containing "Microsoft"
or "microsoft".

• Augmenting with text-based matching of Microsoft products in the description
field.

• Cross-referencing with the MSRC dataset to include all CVEs addressed in Mi-
crosoft security updates.

This process identified 19,620 Microsoft-related CVEs, with 6,335 (32%) occur-
ring before 2016 and 13,285 (68%) emerging after 2016. This distribution reflects
Microsoft’s significant presence in the software ecosystem and highlights the im-
portance of analyzing their security practices within the broader vulnerability land-
scape.

3.3.4.2 Microsoft Product Family Dataset

For the analysis of vulnerability distribution across Microsoft product families, pre-
sented in Chapter 4, a specialized dataset was constructed through a systematic pro-
cess:

• Primary data was sourced exclusively from the MSRC patched CVEs dataset
(9,981 CVEs from 2016 to April 2024).

• This methodological choice was made after discovering that 3,054 of these
patched CVEs (approximately 30.6%) had no associated CPE information in
the CVE-V5 database.
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• A many-to-many relationship model was implemented to account for vulner-
abilities affecting multiple products or product families simultaneously.

• This approach resulted in 47,211 product-vulnerability pairs across 9,981 unique
CVEs, enabling the comprehensive product family distribution analysis pre-
sented in Figure 4.24.

3.3.4.3 CWE Distribution Dataset

For the analysis of Common Weakness Enumeration (CWE) distribution in Microsoft
patches, presented in Chapter 4, a specialized dataset was created by:

• Merging the MSRC dataset with the comprehensive CVE-V5 database to ob-
tain CWE information for patched vulnerabilities.

• Identifying that 4,607 CVEs (approximately 46.2%) from the MSRC patched
dataset had no associated CWE information.

• Focusing analysis on the 5,374 CVEs with identifiable CWE classifications.

• Accounting for many-to-one relationships between CWEs and CVEs, as some
CVEs are associated with multiple CWEs.

This approach enabled the CWE distribution analysis presented in Figure 4.26,
highlighting the predominance of memory safety issues in Microsoft’s vulnerability
landscape.

3.3.4.4 Exploited and Patched CVE Dataset

A key dataset for analyzing vulnerability lifecycles was created by identifying CVEs
that had both associated exploits and patches. This dataset was constructed by:

• Merging CVE data with exploit information based on CVE identifiers.

• Further merging with MSRC patch data to identify patched vulnerabilities.

• Filtering to include only those CVEs with both exploitation and patch infor-
mation.

• Categorizing CVEs as directly related to Microsoft products (391 CVEs, 94%)
or related to third-party software operating on Microsoft platforms (24 CVEs,
6%).

This process resulted in a dataset of 415 CVEs that had been both exploited and
patched, forming the basis for the detailed lifecycle analysis presented in Chapter
5. The differentiation between Microsoft-specific products and third-party compo-
nents enabled the identification of significant differences in lifecycle patterns be-
tween these categories, particularly in the outlier analysis presented in section 5.4.1.

The data preparation and integration process for Exploited and Patched CVE
dataset is illustrated in Figure 3.2. The CWE dataset creation mentioned in Chapter
4 Figure 4.26. The Microsoft product family dataset mentioned in Chapter 4 Figure
4.24.
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FIGURE 3.2: Data Preparation and Integration Process

The resulting integrated datasets provide a comprehensive foundation for ana-
lyzing vulnerability lifecycles, enabling investigation of the relationships between
vulnerability characteristics, exploitation patterns, and patching timelines. The cre-
ation of specialized subsets, particularly the Exploited and Patched CVE dataset,
supports focused analysis of the complete vulnerability lifecycle, addressing gaps
identified in previous research.
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3.4 Analytical Framework

3.4.1 Descriptive Analysis

The research began with a comprehensive descriptive analysis of the vulnerability
landscape, exploring:

• Temporal Distributions analyzed the frequency and trends of vulnerabilities
over time. This analysis revealed significant peaks in CVE disclosures dur-
ing 2017-2021 and 2022-2024, with a remarkable 78% increase observed during
the pandemic period (2020-2021). This accelerating trend aligns with findings
from Ruohonen [130], who observed increasing temporal variations in vulner-
ability reporting, though our analysis reveals a more dramatic increase than
previously documented.

• Severity Distributions examined the distribution of vulnerabilities across dif-
ferent severity levels. Our findings show a predominance of medium-severity
vulnerabilities, challenging the notion of "severity inflation" described by some
researchers [162], while supporting Cyentia’s conclusion [34] that apparent in-
creases in severity scores are more attributable to changes in scoring method-
ology than to fundamental changes in vulnerability characteristics.

• Vulnerability Types analyzed Common Weakness Enumerations (CWEs) as-
sociated with vulnerabilities to identify prevalent weaknesses. The analysis of
175,250 CVE-CWE pairs revealed that CWE-79 (Cross-site Scripting) remains
the most prevalent weakness, accounting for 15.35% of all mapped weaknesses.
This persistence aligns with Meunier’s [102] observation that vulnerabilities
often exist simultaneously at multiple abstraction levels, making them partic-
ularly resistant to comprehensive remediation.

• Affected Platforms investigated the distribution of vulnerabilities across dif-
ferent platforms, vendors, and products. Our analysis of approximately 2.5
million affected CPEs across 32,572 vendors revealed that Microsoft is among
the top vendors with vulnerabilities, accounting for a significant portion of the
vulnerability landscape. This finding aligns with Shahzad et al.’s [134] research
on the distribution of vulnerabilities across major vendors.

• Exploitation Patterns examined the characteristics and trends of exploited vul-
nerabilities. Our analysis of 46,494 exploit records from ExploitDB revealed
significant shifts in the temporal relationship between CVE reservations and
exploit publications. The data demonstrates a dramatic evolution from pre-
dominantly pre-CVE exploits in early years (1999-2004, over 80%) to post-CVE
exploits in recent years (2015-2024, over 80%), providing empirical support for
Frei’s temporal classification framework [46].

This descriptive analysis provided a foundation for understanding the broader
context of vulnerability management and identifying areas for deeper investigation.
The approach aligns with recommendations by Liao et al. [87] regarding the impor-
tance of comprehensive descriptive analysis in vulnerability research.

3.4.2 Time Series Analysis

Time series analysis was employed to examine temporal patterns in vulnerability
disclosure, exploitation, and patching. The techniques used included:
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• Trend Analysis identified long-term trends in vulnerability discoveries, ex-
ploit publications, and patch releases. This analysis revealed consistent growth
in the number of vulnerabilities reported annually, with particular accelera-
tion during the pandemic period. For Microsoft specifically, we observed a
substantial increase in patching activity from 386 patched CVEs in 2016 to a
peak of 2,126 patched CVEs in 2022, representing a 451% increase. This find-
ing, presented in Chapter 5, highlights the growing challenges of vulnerability
management in increasingly complex software environments.

• Temporal Aggregation analyzed data at different temporal granularities (daily,
monthly, yearly) to reveal patterns at various scales. This approach enabled
identification of both short-term fluctuations and long-term trends in vulner-
ability management processes. As demonstrated in Chapter 4’s analysis of
CWE distribution over time (Figure 4.6), this multi-scale temporal analysis re-
vealed important patterns in the evolution of specific weakness types, such as
the persistent growth of Cross-site Scripting (CWE-79) vulnerabilities.

• Event Correlation examined relationships between key events in the vulner-
ability lifecycle (e.g., correlation between patch releases and exploit publica-
tions). As detailed in Chapter 5, this analysis revealed that exploits tend to
be published approximately one month before patches become available, with
a mean difference of -31 days for Microsoft products. This finding extends
research by Woo et al. [161] on the challenges of timely patch development.

• Change Point Detection identified significant shifts in vulnerability patterns
over time. This analysis revealed notable changes in the relationship between
exploit publication and CVE reservation, with a marked transition from pre-
dominantly pre-CVE exploits before 2012 to predominantly post-CVE exploits
after 2012. As shown in Chapter 5’s analysis of CVE-exploit race patterns (Fig-
ure 5.3), this shift suggests substantial improvements in vulnerability manage-
ment practices, particularly in coordination between researchers, vendors, and
security professionals.

These analyses helped reveal the evolution of vulnerability management prac-
tices and the changing dynamics between attackers and defenders. The approach
aligns with recommendations by Rajasooriya et al. [123] regarding the importance
of temporal modeling in understanding vulnerability lifecycles.

3.4.2.1 Vulnerability Lifecycle Analysis

A core component of the research was the detailed analysis of vulnerability lifecy-
cles, focusing on the timing and sequence of key events:

• Time-to-Exploit Analysis calculated and analyzed the time between vulner-
ability discovery (CVE reservation) and the first public exploit. Our analy-
sis revealed a mean difference of 168 days between CVE reservation and ex-
ploit publication for Microsoft products, with significant variation across dif-
ferent severity levels. Notably, we found that critical vulnerabilities exhibited
longer exploitation timelines (median 192 days) than medium-severity ones
(median 138 days), challenging conventional assumptions in risk assessment
frameworks. This detailed analysis, presented in Chapter 5, Section 5.3.1.1,
provides crucial insights into the relationship between vulnerability severity
and exploitation patterns.
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• Time-to-Patch Analysis examined the time between vulnerability discovery
and the release of patches. Our analysis revealed that Microsoft patches vul-
nerabilities based on severity, with critical vulnerabilities patched in a median
of 54 days, compared to 106 days for low-severity vulnerabilities. This prioriti-
zation aligns with risk-based approaches to vulnerability management. How-
ever, as shown in Chapter 5’s three-way comparison of patching times (Figure
5.16), exploited vulnerabilities exhibit substantially longer patching timelines,
with critical exploited vulnerabilities requiring a median of 186 days to patch.

• Exploit-to-Patch Gap Analysis investigated the critical window between ex-
ploit availability and patch release. Our findings indicate that exploits tend to
be published before patches become available, with a median gap of -8 days
for Microsoft products. This negative median difference indicates that attack-
ers frequently gain an advantage in the "race" between exploitation and patch-
ing. Chapter 5’s exploitation-patching relationship analysis (Section 5.3.1.2)
provides a detailed examination of this critical security window.

• Lifecycle Patterns by Severity analyzed how lifecycle timelines vary by vul-
nerability severity. Our analysis revealed counterintuitive patterns, with crit-
ical vulnerabilities taking longer to exploit (median 192 days) than medium-
severity ones (median 138 days). This finding challenges assumptions in exist-
ing vulnerability prioritization frameworks and extends research by Costa et
al. [31] on the limitations of current severity scoring systems.

• Outlier Investigation identified and analyzed cases with unusually long or
short lifecycle timelines. Our analysis uncovered 24 CVEs (6% of the exploited
and patched dataset) related to third-party software working on Microsoft
platforms, some with extreme delays between exploitation and patching ex-
ceeding 1,000 days. As detailed in Chapter 5, Section 5.4.1, these outliers ex-
emplify the "long tail" of vulnerability remediation documented by Allodi [8].

This lifecycle analysis built upon the framework established by Frei [46], extend-
ing it with a specific focus on Microsoft-related vulnerabilities and contemporary
data. The approach aligns with recommendations by Franca et al. [45] regarding the
need for structured frameworks that address the complete vulnerability lifecycle.

3.4.3 Comparative Analysis

Comparative analyses were conducted to identify patterns and relationships across
different dimensions of the dataset:

• Microsoft vs. General CVEs compared the characteristics and lifecycles of
Microsoft-specific vulnerabilities with the broader vulnerability landscape. Our
analysis revealed that Microsoft’s vulnerability landscape has transformed from
98.5% pre-CVE exploits in 1999-2000 to almost exclusively post-CVE exploits
after 2015. This pattern aligns with findings from Shahzad et al. [134] on Mi-
crosoft’s increasingly structured approach to vulnerability management.

• Verified vs. Unverified Exploits analyzed differences in patterns between ver-
ified and unverified exploits. Our analysis found that out of 22,130 unique
CVEs with exploits, 19,392 (87.63%) have a single exploit, while 2,738 (12.37%)
have multiple exploits. As shown in Chapter 4’s analysis of exploit distribu-
tion (Figure 4.16), this distribution supports Allodi’s [8] observations on the
heavy-tailed nature of exploitation patterns.
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• CWE-Based Comparisons examined how vulnerability lifecycles vary across
different types of weaknesses. Our analysis of the top 10 most common CWEs
revealed that CWE-119 (Improper Restriction of Operations within the Bounds
of a Memory Buffer) and CWE-79 (Cross-site Scripting) have been consistently
associated with high CVSS scores, indicating that they pose serious risks to
software security. Chapter 4’s detailed analysis of CWE patterns (Figure 4.6)
provides insights into the evolution of these weakness types over time.

• Product-Based Comparisons investigated variations in vulnerability patterns
across different Microsoft products. Our analysis revealed that Microsoft Of-
fice leads with 6,342 patched vulnerabilities, significantly ahead of other prod-
uct families. Windows and Microsoft .NET follow with 4,869 and 4,867 patched
CVEs respectively. This distribution reflects both the complexity and ubiquity
of these products in enterprise environments. As shown in Chapter 4’s prod-
uct family analysis (Figure 4.25), this finding challenges common assumptions
about vulnerability concentration in operating systems.

• Microsoft-Specific vs. Third-Party Vulnerabilities compared lifecycle pat-
terns between vulnerabilities in Microsoft’s own products and those in third-
party software operating on Microsoft platforms. This analysis, presented in
Chapter 5, Section 5.3.1, revealed dramatic differences, with 37.5% of third-
party vulnerabilities showing extreme delays exceeding 1,000 days, compared
to just 0.26% of Microsoft-specific products. This finding highlights significant
challenges in cross-vendor vulnerability management and coordination.

• CWE Distribution Comparison analyzed differences between CWE distribu-
tions in Microsoft products versus the broader vulnerability landscape. As de-
tailed in Chapter 4 (Table 4.11), Microsoft places significantly higher emphasis
on memory safety issues (58.1% of top patched vulnerabilities) compared to
the general vulnerability landscape (32.1%), while showing less focus on web
vulnerabilities (7.4% versus 38.1%). This distinct profile reflects Microsoft’s
specific security challenges and priorities.

These comparative analyses provided deeper insights into factors influencing
vulnerability lifecycles and helped identify specific patterns within the Microsoft
ecosystem. The approach aligns with recommendations by Tenable [150] regard-
ing the importance of vendor-specific vulnerability analysis for accurate risk assess-
ment.

3.5 Implementation Environment

3.5.1 Technical Infrastructure

The research was conducted using a virtualized environment hosted on Amazon
Web Services (AWS), consisting of:

• An EC2 instance running Ubuntu 22.04 LTS

• 8 vCPUs and 32GB RAM

• 1TB of attached storage
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This infrastructure provided the necessary computational resources for data col-
lection, processing, and analysis while ensuring scalability and reliability. The se-
lection of AWS aligns with current best practices for cloud-based research environ-
ments, providing the flexibility and computational capacity required for large-scale
data analysis.

3.5.2 Tools and Libraries

The research leveraged various open-source tools and libraries:
Programming Language: Python 3.10 served as the primary programming lan-

guage, chosen for its robust ecosystem of data science and analysis libraries. Python’s
flexibility and extensive support for data manipulation, statistical analysis, and vi-
sualization made it an ideal choice for this research. Data Processing:

• Pandas 1.5.2 for data manipulation and analysis, providing powerful data struc-
tures and operations for working with structured data.

• NumPy 1.23.5 for numerical operations, supporting mathematical computa-
tions and array-based data processing.

• JSON for processing structured data, particularly for parsing the complex nested
structures in CVE V5 data.

Data Visualization:

• Matplotlib 3.6.2 for basic plots and visualizations, enabling creation of static,
animated, and interactive visualizations

• Seaborn 0.12.1 for statistical visualizations, providing a high-level interface for
drawing attractive and informative statistical graphics

Statistical Analysis:

• SciPy 1.9.3 for scientific computing and statistical tests, supporting advanced
statistical analysis of vulnerability data

• StatsModels 0.13.5 for statistical models, enabling more sophisticated model-
ing of vulnerability lifecycles

Database Interaction:

• SQLAlchemy 1.4.44 for database ORM, providing a SQL toolkit and Object-
Relational Mapping system

• PyMySQL 1.0.2 for MySQL database connectivity, enabling efficient interaction
with the research database

API Interaction:
Requests 2.28.1 for HTTP requests, supporting retrieval of data from the MSRC

API and other web resources.
These tools provided a robust foundation for implementing the research method-

ology and conducting the required analyses. The selection of open-source tools
aligns with current best practices in research methodology, ensuring reproducibil-
ity and transparency.
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3.5.3 Database Implementation

A MySQL 8.0 database was used to store and manage the research data. The database
schema was designed to capture the complex relationships between vulnerabilities,
exploits, and patches, with the following key tables:

• cvev5: Storing comprehensive information about CVEs

• exploit: Containing details about known exploits

• msrc_vuln: Storing information about Microsoft security updates

• msrc_threat: Capturing threat information associated with vulnerabilities

• msrc_remediation: Containing details about remediation options

• msrc_product: Storing information about affected Microsoft products

• cwe: Containing Common Weakness Enumeration data

• cve_exploited_patched: A specialized table for lifecycle analysis

The database implementation facilitated efficient querying and analysis of the
data, enabling both exploratory investigations and targeted research into specific
aspects of vulnerability lifecycles.

3.6 Validation and Quality Assurance

3.6.1 Data Validation Techniques

To ensure the accuracy and reliability of the research data, several validation tech-
niques were employed:

• Cross-Source Validation: Comparing data across multiple sources to identify
and resolve inconsistencies. This approach was particularly important for val-
idating exploitation data, as highlighted in Chapter 4’s analysis of discrepan-
cies between Microsoft-reported exploited CVEs (124) and Exploit DB records
(468). This validation revealed significant differences in exploitation reporting
that informed our methodological decisions.

• Schema Validation: Ensuring that all data conforms to predefined schemas
and constraints. This validation was crucial for maintaining consistency across
the diverse data sources integrated in this research. As shown in Chapter 4’s
analysis of CPE structures, strict schema validation ensured accurate parsing
of complex platform identifiers.

• Temporal Consistency Checks: Verifying the logical consistency of date se-
quences (e.g., ensuring that patch dates do not precede CVE reservation dates,
however, it will be mentioned ). These checks were essential for the lifecycle
analyses presented in Chapter 5, which depended on accurate temporal rela-
tionships between vulnerability events.
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Note:

The data has been analysed in its original form, with-
out any modifications, with the analysis focused solely
on the insights derived directly from the data itself. In-
consistency is mentioned

• Statistical Validation: Using statistical methods to identify and investigate
outliers and anomalous patterns. This approach informed Chapter 5’s detailed
analysis of lifecycle outliers, enabling identification of the 9 third-party com-
ponent CVEs with extreme patching delays exceeding 1,000 days.

• Data Completeness Assessment: Evaluating the coverage of key attributes
across different datasets. This assessment revealed significant differences in
data completeness between sources, such as the finding that 4,607 CVEs (46.2%)
from the MSRC patched dataset had no associated CWE information. As doc-
umented in Chapter 4’s methodological workflow for CWE distribution anal-
ysis, this assessment informed decisions about which data sources to prioritize
for different analyses.

These validation techniques helped maintain data quality throughout the re-
search process.

3.6.2 Error Handling and Edge Cases

The research methodology incorporated robust error handling and edge case man-
agement:

• Missing Data Handling: Implementing appropriate strategies for handling
missing data, including imputation where reasonable and explicit exclusion
where necessary. As demonstrated in Chapter 4’s product family analysis, this
approach led to the methodological decision to use MSRC product information
rather than CPE data from the CVE-V5 database, as the latter had missing
information for 30.6% of patched CVEs.

• Outlier Detection and Management: Identifying statistical outliers and imple-
menting appropriate strategies for analysis and interpretation. This approach
was central to Chapter 5’s detailed investigation of lifecycle outliers in Section
5.4, which revealed dramatic differences between Microsoft-specific products
and third-party components.

• Logging and Auditing: Maintaining comprehensive logs of data processing
activities to track and address potential issues. This practice ensured traceabil-
ity of all data transformations, enabling verification of analytical results.

• Many-to-Many Relationship Handling: Developing specific processing work-
flows to handle complex relationships between entities. As illustrated in Chap-
ter 4’s product family analysis workflow (Figure 4.24,4.20) and Chapter 5’s
CWE distribution analysis workflow (Figure 4.26), this approach ensured accu-
rate representation of vulnerabilities affecting multiple products or associated
with multiple weakness types.

These measures ensured that the analysis remained robust despite the challenges
inherent in working with complex, real-world data.
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3.6.3 Consistency Checks

Regular consistency checks were performed to maintain the integrity of the research:

• Internal Consistency: Ensuring logical consistency within the dataset (e.g., re-
port what data is telling us, checking that counts and relationships remained
consistent after processing). These checks were particularly important for the
integrated analyses presented in Chapter 5, which combined data from multi-
ple sources to examine complete vulnerability lifecycles.

• External Consistency: Validating findings against external benchmarks and
published literature. As noted throughout Chapters 4 and 5, our findings were
compared with previous research by Frei [46], Allodi [8], Shahzad et al. [134],
and others to identify areas of alignment and extension.

• Reproducibility Testing: Verifying that analytical processes produced con-
sistent results when repeated. This testing was especially important for the
complex data processing workflows described in Chapter 4, such as the prod-
uct family processing workflow (Figure 4.24) and CWE distribution analysis
workflow (Figure 4.26).

• Cross-Metric Validation: Comparing related metrics to ensure consistent pat-
terns. As demonstrated in Chapter 5’s three-way comparison of patching times
(Figure 5.16), this approach revealed important insights into the relationship
between exploitation status and patching efficiency across severity levels.

These checks helped ensure the reliability and validity of the research findings.

3.7 Limitations and Ethical Considerations

3.7.1 Dataset Limitations

The research acknowledges several limitations of the datasets used:

• Incomplete Coverage: The datasets may not capture all vulnerabilities, partic-
ularly those that remain undisclosed or are handled through private channels.
As revealed in Chapter 4’s analysis of exploitation reporting, significant dis-
crepancies exist between Microsoft-reported exploited CVEs (124) and those
listed in Exploit DB (468), suggesting incomplete exploitation reporting in both
sources.

• Reporting Biases: The data is subject to reporting biases, with certain types of
vulnerabilities potentially being over- or under-represented. Chapter 4’s anal-
ysis of CWE distribution revealed that while Cross-site Scripting (CWE-79) is
the most prevalent weakness overall, it appears only sixth in Microsoft’s patch-
ing priorities, highlighting potential differences in reporting or prioritization
across different contexts.

• Temporal Scope: The detailed patch analysis focuses primarily on vulnerabil-
ities from 2016 onwards, limiting historical comparisons. While the broader
exploit analysis in Chapter 4 extends back to 1999, the comprehensive three-
point lifecycle analysis in Chapter 5 is limited to more recent vulnerabilities.



Chapter 3. Methodology 63

• Vendor Specificity: The patch information is specific to Microsoft, limiting
the generalizability of some findings to other vendors. As shown in Chapter
5’s analysis of exploitation-patching relationships, Microsoft’s specific security
practices may not reflect industry-wide patterns.

• Product Information Inconsistencies: As documented in Chapter 4’s product
family analysis workflow (Figure 4.16), 30.6% of patched CVEs lacked associ-
ated CPE information in the CVE-V5 database, necessitating the use of MSRC
product information for comprehensive product family analysis. This limita-
tion highlights the challenges of integrating data across different sources.

• CWE Coverage Gaps: Chapter 4’s CWE distribution analysis workflow (Fig-
ure 4.26) revealed that 46.2% of CVEs from the MSRC patched dataset had no
associated CWE information. This significant gap in weakness classification
limits the comprehensiveness of vulnerability type analysis.



Chapter 3. Methodology 64

Important Note on Data Completeness and Currency

During our data collection and analysis process, we observed several limita-
tions related to the completeness and currency of vulnerability information in
public databases:
CPE Data Incompleteness: Of the 3,054 Microsoft-related CVEs that lacked
associated CPE information in our dataset, 116 had no CPE data at all at the
time of collection (April 2024), with 7 of these having been rejected in the
CVE-V5 database. This absence of CPE information significantly impacts the
ability to associate vulnerabilities with specific products and versions.
Dynamic Updates to Official Repositories: The CVE-V5 database repository
is continuously maintained with hourly updates that can include significant
changes to CVE records. For example, Figure 3.1 shows changes made to
CVE-2017-9206 on September 17, 2024 (after our data collection), where both
the published and reserved dates were corrected from 2022 to 2017.

CODE LISTING 3.1: GitHub commit showing date corrections
for CVE-2017-9206 made after our data collection

@@ -31,7 +31,7 @@
}
],
"providerMetadata ": {

- "dateUpdated ": "2022 -10 -03 T16 :23:08" ,
+ "dateUpdated ": "2017 -05 -23 T03 :56:00Z",

"orgId": "8254265b-2729 -46b6 -b9e3 -3 dfca2d5bfca",
"shortName ": "mitre"

},
@@ -148,9 +148 ,9 @@
"assignerOrgId ": "8254265b-2729 -46b6-b9e3 -3 dfca2d5bfca",
"assignerShortName ": "mitre",
"cveId": "CVE -2017 -9206" ,

- "datePublished ": "2022 -10 -03 T16 :23:08" ,
- "dateReserved ": "2022 -10 -03 T00 :00:00" ,
- "dateUpdated ": "2024 -08 -05 T17 :02:43.661Z",
+ "datePublished ": "2017 -05 -23 T03 :56:00Z",
+ "dateReserved ": "2017 -05 -22 T00 :00:00Z",
+ "dateUpdated ": "2024 -09 -17 T02 :57:30.668Z",
"state": "PUBLISHED"
},
"dataType ": "CVE_RECORD",

New CVEs Without CPE Data: Some newly published CVEs may initially
lack CPE information, which is added later. For instance, CVE-2024-2174 (a
Chrome vulnerability) had no CPE data when collected in April 2024, but was
later updated with detailed CPE entries for Google Chrome and Fedora Linux.
Rejected CVEs in Vendor Patches: We also identified cases where rejected
CVEs appear in vendor patch information. For example, CVE-2022-1480 was
rejected with the note "This candidate was withdrawn by its CNA. Further
investigation showed that it was not a security issue," yet it appears in Mi-
crosoft’s patched CVE dataset.
These observations highlight the need for real-time data streaming and up-
dated pipeline processes to improve data quality and completeness, as noted
by Sun et al. [145]. Their research on vulnerability database inconsistencies
emphasizes the importance of continuous monitoring and reconciliation of
vulnerability information across multiple sources. For future research, im-
plementing automated systems to detect and incorporate database updates
would significantly enhance the accuracy and currency of vulnerability life-
cycle analyses.

https://github.com/CVEProject/cvelistV5/commit/a31d00d4426a00869220ebfbd90dff1008630e10
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These limitations are acknowledged and considered in the interpretation of re-
search findings.

3.7.2 Methodological Constraints

The research methodology has several constraints that should be considered:

• Correlation vs. Causation: The analysis identifies correlations between var-
ious factors, but establishing causation requires additional research. Chapter
5’s findings on the relationship between vulnerability severity and exploitation
timing, where critical vulnerabilities show longer exploitation timelines than
medium-severity ones, highlight correlations that may have multiple possible
causal explanations.

• Selection Bias: The focus on vulnerabilities with both exploits and patches
may introduce selection bias, as these may differ from the broader vulnera-
bility population. Chapter 5’s three-way comparison of patching times (Figure
5.16) demonstrates significant differences between exploited and non-exploited
vulnerabilities, suggesting that the subset of exploited vulnerabilities may have
distinct characteristics.

• Limited Contextual Information: The quantitative approach may not cap-
ture all contextual factors influencing vulnerability lifecycles, such as organi-
zational priorities or resource constraints. Chapter 5’s analysis of outlier cases
with extreme patching delays identified potential factors like cross-vendor co-
ordination challenges, but comprehensive understanding of these contexts re-
mains limited.

• Analytical Trade-offs: As demonstrated in Chapter 4’s product family and
CWE distribution analyses, methodological decisions about data sources in-
volve trade-offs between coverage, specificity, and consistency. The decision
to use MSRC product information rather than CPE data improves coverage
but potentially limits comparability with broader vulnerability datasets.

• Temporal Alignment Challenges: The precise determination of event chronol-
ogy can be challenging, particularly for older vulnerabilities or those with lim-
ited documentation. Chapter 5’s lifecycle analysis acknowledges these chal-
lenges by using the earliest documented date for each lifecycle event as the
reference point.

These constraints are addressed through careful interpretation and acknowledg-
ment of the scope of the research findings.

3.7.3 Ethical Research Practices

The research was conducted in accordance with ethical principles for cybersecurity
research:

• Responsible Use of Data: All data used in this research was obtained from
public sources and used in accordance with relevant terms of service. The
research relied on established vulnerability databases and vendor security ad-
visories rather than active vulnerability discovery or exploitation.
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• No Exploitation: The research did not involve actual exploitation of vulnera-
bilities or any activities that could compromise system security. Analysis fo-
cused on previously documented exploits and patches rather than developing
new exploitation techniques.

• Disclosure Sensitivity: Care was taken to present findings in a manner that
does not facilitate malicious activities or expose unpatched vulnerabilities. Chap-
ter 5’s detailed analysis of lifecycle patterns and exploitation timelines focuses
on general patterns rather than specific exploitation techniques or unpatched
vulnerabilities.

• Privacy Consideration: The research focused exclusively on technical vulner-
ability data without involving personal data or identifiable user information.
All analysis was conducted on anonymized vulnerability metrics without ref-
erence to specific security incidents affecting individuals.

These ethical considerations guided all aspects of the research process.

3.8 Summary

This chapter has outlined the comprehensive methodology employed to investigate
the lifecycle of Common Vulnerabilities and Exposures (CVEs), with a specific fo-
cus on those affecting Microsoft products. The research design combines quanti-
tative analysis of large-scale vulnerability datasets with qualitative interpretation,
grounded in established theoretical frameworks.

The methodology leverages multiple authoritative data sources, including the
CVE V5 database, ExploitDB, and the Microsoft Security Response Center API, to
ensure comprehensive coverage and enable cross-validation. Rigorous data process-
ing and integration techniques were applied to create a cohesive analytical dataset,
with specialized subsets for focused analysis.

The analytical framework encompasses descriptive analysis, time series analysis,
vulnerability lifecycle analysis, and comparative analysis, providing a multi-faceted
approach to understanding vulnerability dynamics. The research implementation
used sophisticated processing workflows for specific analyses, such as the product
family analysis and CWE distribution analysis detailed in Chapters 4 and 5. These
workflows employed hierarchical categorization, many-to-many relationship han-
dling, and strategic data source selection to overcome challenges with incomplete or
inconsistent data.

Particular attention was given to temporal metrics and statistical approaches for
analyzing vulnerability lifecycles. The research calculated key metrics such as Time
to Exploit, Time to Patch, and Exploit-Patch Gap, using multiple statistical indicators
(mean, median, mode, standard deviation) to provide a nuanced understanding of
these temporal relationships. This approach extends beyond previous studies that
often relied solely on averages, enabling identification of both typical patterns and
significant outliers.

The methodology acknowledges and addresses several important data challenges,
including the significant discrepancies between exploitation data reported by Mi-
crosoft and that available in the Exploit Database, the absence of CWE information
for 46.2% of patched CVEs, and the lack of CPE information for 30.6% of Microsoft
patched vulnerabilities. These challenges were addressed through strategic data
source selection, cross-validation across multiple sources, and careful interpretation
of findings.



Chapter 3. Methodology 67

The research was implemented using a robust technical infrastructure and open-
source tools, with careful attention to data validation and quality assurance. While
acknowledging limitations and constraints, this methodology provides a solid foun-
dation for investigating the complex dynamics of vulnerability lifecycles and gener-
ating valuable insights for improving security practices.

The methodological approach detailed in this chapter has enabled the compre-
hensive analyses presented in Chapters 4 and 5, revealing important patterns in
vulnerability characteristics, exploitation dynamics, and patching practices. These
findings extend our understanding of vulnerability lifecycles while providing em-
pirical evidence to support more effective security strategies and vulnerability man-
agement processes.
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CHAPTER 4
VULNERABILITY, EXPLOIT AND PATCH ANALYSIS

In this chapter, we perform Exploratory Data Analysis (EDA) focusing on Common
Vulnerabilities and Exposures (CVEs) and their associated exploits. The analysis
aims to uncover trends, distributions, and characteristics of vulnerabilities reported
over time. By examining the CVE dataset, which includes over 246,000 entries, we
seek to understand the patterns in vulnerability disclosures, severity levels, and as-
sociated weaknesses. This investigation is enhanced by analyzing the relationships
between CVEs and Common Weakness Enumerations (CWEs), and exploring the
context of exploits related to these vulnerabilities. These insights are pivotal for im-
proving cybersecurity practices and addressing prevalent security issues.

The systematic collection and analysis of vulnerability-related Open-Source In-
telligence (OSINT) has transformed security research by providing rich, publicly ac-
cessible datasets that enable deeper understanding of vulnerability characteristics
and distributions [131]. As Mittal et al. [109] noted, OSINT encompasses a wide
range of information sources, from technical databases to social media discussions,
providing researchers and security professionals with comprehensive insights with-
out requiring privileged access.

Building upon established research frameworks, this chapter examines multiple
dimensions of vulnerabilities and exploits:

• Temporal distributions of vulnerabilities to identify trends and patterns over
time

• Severity distributions to understand the impact spectrum of reported vulnera-
bilities

• Common Weakness Enumeration (CWE) analysis to categorize and contextu-
alize vulnerability types

• Exploit characteristics and their relationships with CVEs to assess real-world
exploitation patterns

• Platform and vendor analysis to identify the most affected systems and providers

This holistic approach aligns with the structured methodologies advocated by
researchers such as Pastor et al. [117], who emphasized the importance of integrating
multiple data sources for comprehensive vulnerability intelligence. By analyzing
both vulnerabilities and their associated exploits, we gain insights into not only the
theoretical security weaknesses but also their practical implications in real-world
attack scenarios.

The findings from this exploratory analysis provide a foundation for the more
detailed temporal lifecycle analysis presented in Chapter 5, where we examine the
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relationships between vulnerability disclosure, exploitation, and patching over time.
The current chapter focuses on the static characteristics and distributions of vulner-
abilities and exploits, establishing the context necessary for understanding their dy-
namic interactions throughout their lifecycles.

4.1 CVE Analysis

The analysis of Common Vulnerabilities and Exposures (CVEs) is crucial for under-
standing the landscape of cybersecurity threats. This section examines the charac-
teristics, distributions, and trends of CVEs, providing insights into the evolution of
security vulnerabilities over time.

4.1.1 Overview of CVE Data

The cvev5 table contains a comprehensive list of CVEs, with a total of 246,422 entries
up to April 2024. Each entry includes information such as the CVE ID, description,
publication date, severity scores, and associated weaknesses (CWEs). This dataset
represents a pivotal resource for analyzing the nature and evolution of vulnerabili-
ties across the cybersecurity landscape.

4.1.2 Distribution of CVEs Over Time

Analyzing the distribution of CVEs over time provides insights into trends in vul-
nerability disclosures. Figure 4.1 shows the number of CVEs reported annually from
1999 to 2024.

FIGURE 4.1: Annual distribution of CVEs from 1999 to 2024.

The data indicates significant peaks in CVE disclosures during the periods of
2017-2021 and 2022-2024. These peaks could be attributed to increased awareness
and reporting of vulnerabilities, as well as advancements in detection techniques.
A notable 78% increase in CVEs was observed during the pandemic (2020-2021),
attributed to rapid digital transformation, vulnerabilities in remote work infrastruc-
ture, and an increased focus on security research [83].
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According to a report conducted by Cyentia Institute 2023 [34], the number of
CVEs has been steadily increasing since the introduction of the CVE Numbering
Authorities (CNAs) process in early 2017, leading to a consistent rise in weekly CVE
publications by about 10% per year. By 2025, it is expected that an average of 547
new CVEs will be reported each week, with some weeks seeing as many as 1,250
new CVEs.

This accelerating trend in CVE disclosures aligns with findings from Ruohonen
[130], who observed increasing temporal variations in vulnerability reporting. How-
ever, our analysis reveals a more dramatic increase than previously documented,
particularly during the pandemic period (2020-2021). The 78% increase observed
during this period extends beyond the consistent 10% annual growth predicted by
Cyentia Institute [34], suggesting that extraordinary circumstances like global pan-
demic conditions may introduce additional factors affecting vulnerability discovery
and reporting rates that were not captured in previous trend analyses.

4.1.3 Severity of CVEs

The severity of CVEs is typically measured using the Common Vulnerability Scor-
ing System (CVSS). The CVSS provides a standardized way to capture the principal
characteristics of a vulnerability and produce a numerical score reflecting its sever-
ity. Table 4.1 presents the distribution of CVEs across different severity levels.

Severity Level Number of CVEs
Low 34,817
Medium 125,331
High 68,892
Critical 17,382

TABLE 4.1: Distribution of CVEs by severity level.

The distribution of CVEs across different severity levels outlined in Figure 4.2
highlights the wide range of vulnerabilities that exist. Interestingly, while the CVSSv3
introduced a more refined scoring system, the average severity of CVEs has not in-
creased over the last decade.

The predominance of medium-severity vulnerabilities in our dataset parallels
observations by Shahzad et al. [134], who found that the majority of vulnerabilities
tend to cluster in the middle of the severity spectrum rather than at extremes. How-
ever, unlike their findings which suggested a gradual increase in average severity
over time, our data indicates stability in overall severity ratings despite the intro-
duction of CVSSv3. This contradicts the notion of "severity inflation" observed by
some researchers [162], while supporting Cyentia’s conclusion [34] that apparent in-
creases in severity scores are more attributable to changes in scoring methodology
than to fundamental changes in vulnerability characteristics.
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FIGURE 4.2: Annual distribution of CVE CVSS scores (1999-2024)

According to the recent report by Cyentia institute [34], although CVSSv3 scores
tend to be higher on average compared to CVSSv2, this increase in score is more a
result of changes in scoring criteria rather than an actual increase in vulnerability
severity.

4.1.4 Common Platform Enumeration (CPE) and Vulnerability

Common Platform Enumeration (CPE) is a standardized naming scheme for IT sys-
tems, software, and packages. It uses a formal name format based on the Uniform
Resource Identifier (URI) syntax. The CPE naming format includes several com-
ponents, allowing for a structured way to identify and describe products and their
versions.

4.1.4.1 CPE Structure

A CPE Name (CPE WFN - Well-Formed Name) follows this structure:

cpe:cpe_version:part:vendor:product:version:update:architecture:language:modifier

Where:

• part: Defines the type of system and can be a for Application, h for Hardware,
or o for Operating System.

• vendor: The name of the software developer.

• product: The name of the product.

• version: The version number of the product.

• update: Update or revision of the product.

• edition: Edition of the product.

• language: Language of the product (if applicable).
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4.1.4.2 Vulnerable System Types

CPE data reveals the following statistics for vulnerable systems:

• CPE: Number of CPEs (Products) affected is around 2.5 Million.

• Vendor: Number of distinct vendors is 32,572.

• Product: Number of distinct products is 146,783.

• Applications (a): Over 1,110,415 vulnerable applications, potentially including
multiple versions and instances of the same application.

• Hardware (h): Over 461,952 vulnerable hardware items, including multiple
versions of the same hardware.

• Operating Systems (o): Over 899,967 vulnerable operating systems, which
may include various versions of the same OS.

To better understand the distribution of vulnerabilities, we present two figures:

• Figure 4.3: Top 10 vulnerable products by the number of unique CVEs affect-
ing the product or its versions. (One CVE might affect multiple versions
of the same product, but it is counted only once per product.)

• Figure 4.4: Top 10 vulnerable vendors by the number of unique CVEs affecting
their products. (One CVE might affect multiple products or versions from
the same vendor, but it is counted only once per vendor.)

FIGURE 4.3: Top 10 Vulnerable Products
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FIGURE 4.4: Top 10 Vulnerable Vendors

The figures highlight the distribution of vulnerabilities among products and ven-
dors, offering insights into the most frequently affected components and manufac-
turers. These visualizations help in identifying trends and areas of focus for improv-
ing security practices and mitigating risks.

4.1.5 Vulnerabilities with Common Weakness Enumeration (CWE)

Each CVE can be associated with one or more weaknesses, categorized under the
Common Weakness Enumeration (CWE) which is a standardized list of software
and hardware weaknesses that have security implications. A "weakness" refers to a
condition in software, firmware, hardware, or a service component that could lead to
vulnerabilities under certain circumstances. Our dataset includes detailed informa-
tion on CWEs associated with CVEs, which provides insights into the most prevalent
and critical weaknesses.

4.1.5.1 Dataset Overview

Our analysis of CWEs revealed the following:

• Number of unique CVEs: 246,422

• Number of CVEs with at least one associated CWE: 162,095

• Number of unique CWEs: 593

• Total number of weaknesses (CWE/CVE pairs): 175,250

4.1.5.2 Distribution of CVE and CWE

Figure (4.5) illustrates the distribution of CVEs with and without associated CWEs
over time. As shown in the plot, the number of CVEs with at least one CWE has gen-
erally increased over time, indicating a growing trend in associating vulnerabilities
with specific weaknesses. However, a significant portion of CVEs still lack a CWE
or have a CWE classified as ’NVD-CWE-noinfo’, ’NVD-CWE-Other’, or an empty
string. These CVEs, represented by the ’Total No CWE / Specific CWE’ label in the
visualization, lack a CWE due to limitations in the source NVD database [111].
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FIGURE 4.5: Distribution of CVEs with or without associated CWE.

4.1.5.3 Most Common CWEs in Vulnerabilities

The top 10 most common weaknesses in our dataset are listed in Table 4.2. These
weaknesses represent the most frequently exploited types of vulnerabilities, indicat-
ing areas that require focused security efforts.

CWE ID Name Number of affected CVE
CWE-79 Cross-site Scripting (XSS) 26,728
CWE-119 Memory Buffer Restriction 11,906
CWE-89 SQL Injection 11,356
CWE-20 Improper Input Validation 10,446
CWE-787 Out-of-bounds Write 10,183
CWE-200 Information Exposure 7,852
CWE-22 Path Traversal 5,902
CWE-125 Out-of-bounds Read 5,866
CWE-352 Cross-Site Request Forgery (CSRF) 5,630
CWE-416 Use After Free 4,141

TABLE 4.2: Top 10 CWEs associated with CVEs.

4.1.5.4 Most Reoccurring CWEs Over Time

In the analysis of Common Weakness Enumerations (CWEs) within our datasets,
certain vulnerabilities appear recurrently over time. The recurrence of Common
Weakness Enumerations (CWEs) over time can be attributed to several factors, sup-
ported by data from our findings regarding the most prevalent CWEs as shown in
Appendix E. The following Table 4.3 presents all top ten CWEs with their descrip-
tions, total CVEs, trends, and key insights.
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TABLE 4.3: Top 10 Common Weakness Enumerations by Occurrence

CWE ID Description Total CVEs Trend Key Insight

CWE-79 Cross-site Scripting
(XSS) 26,725

Significant rise from 2007,
peaked 2019 (4,800 CVEs),
remained high through 2020

Remains major security
concern despite increased
awareness

CWE-119 Memory Buffer Bounds
Restriction 11,902

Steady increase, major peak
in 2017 (2,100 CVEs), de-
cline after 2021

Persistent in low-level lan-
guages (C/C++), affects
both new and legacy sys-
tems

CWE-89 SQL Injection 11,356
Sharp rise late 2000s, spikes
in 2007-2008, major peak in
2021 (2,350 CVEs)

Critical vulnerability for
older applications and
poorly designed database
interactions

CWE-20 Improper Input Valida-
tion 10,445 Consistent presence, peak in

2021 (1,250 CVEs)

Many applications still fail-
ing to implement strong in-
put validation

CWE-787 Out-of-bounds Write 10,181 Notable increase from 2016,
peaked 2021 (2,200 CVEs)

Memory safety remains sig-
nificant concern, especially
in performance-critical en-
vironments

CWE-200 Exposure of Sensitive
Information 7,852 Steady increase, peaks

around 2017 (1,000 CVEs)

Reflects increasing empha-
sis on data privacy and se-
curity

CWE-22 Path Traversal 5,902 Sharp rise 2007, peak in 2021
(1,000 CVEs)

Ongoing issues with file ac-
cess control and user input
handling

CWE-125 Out-of-bounds Read 5,864 Significant rise from 2016,
peaked 2021 (1,000 CVEs)

Vulnerabilities in array in-
dexing and pointer arith-
metic in C/C++

CWE-352 Cross-Site Request
Forgery (CSRF) 5,630

Present mid-2000s, in-
creased thereafter, peak in
2021 (1,050 CVEs)

Weaknesses in web session
handling despite awareness

CWE-416 Use After Free 4,139
Gained significance from
2011, peaked 2021 (800
CVEs)

Challenges in memory man-
agement, especially in sys-
tems programming

Root Causes for CWE Persistence according to CWE insights from Table 4.3

1. Legacy Systems and Codebases: Continued use of outdated code not compli-
ant with modern security practices (CWE-79: 15.35% of total CWEs)

2. Inadequate Security Practices: Insufficient validation and poor input han-
dling (CWE-20: 6.00% of total)

3. Complexity and Integration Issues: Problems emerging from system integra-
tion (CWE-119: 6.84% of total)

4. Lack of Awareness and Training: Insufficient developer education on secure
coding practices (CWE-89: 6.52% of total)

To visualize the distribution and occurrence of these top 10 CWEs over time, a
plot is provided in Figure 4.6. This plot allows us to analyze the trend of these weak-
nesses and determine whether they are being addressed or continue to be significant
issues. Notably, some CWEs consistently appear in an increasing number of CVEs
over time, which supports our earlier observations about persistent vulnerabilities.
This trend indicates that these weaknesses may not be effectively mitigated or that
new vulnerabilities with similar characteristics are emerging.
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FIGURE 4.6: Temporal Distribution of Top 10 Recurring CWEs

4.1.5.4.1 Key Observations from Temporal Analysis

1. 2019-2021 Vulnerability Peak: Nearly all CWEs showed significant increases
during this period, with CWE-79 (XSS) reaching almost 5,000 CVEs in 2019

2. Collective Decline in 2022: All vulnerabilities show a sharp decrease in 2022,
which may indicate improved security practices or reporting changes

3. Persistent Web Vulnerabilities: XSS (CWE-79) and SQL Injection (CWE-89)
remain among the most prevalent despite being well-documented for over two
decades

4. Growing Memory Safety Issues: Out-of-bounds Write (CWE-787) shows con-
sistent growth since 2016, suggesting increasing exploitation of memory safety
vulnerabilities
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5. Cyclic Patterns: Several vulnerabilities show cyclic patterns of increase and
decrease, potentially tied to technology trends or security awareness campaigns

Yearly Observations

• 2008-2010: Many CWEs saw a rise, particularly CWE-79 (XSS), CWE-89 (SQL
Injection), and CWE-119 (Buffer Overflow). This period may coincide with
increased awareness and reporting of web application vulnerabilities and ad-
vancements in detection tools.

• 2015-2020: Most CWEs, including CWE-79, CWE-119, and CWE-787, experi-
enced peaks. This period also aligns with the rise of cybersecurity awareness,
bug bounty programs, and more advanced penetration testing techniques.

• 2021-2023: While some CWEs (like CWE-89) decreased, others, such as CWE-
79 (XSS) and CWE-787 (Out-of-bounds Write), remained high or increased, in-
dicating ongoing issues with web application security and memory safety.

The table 4.4 represents the yearly observation for the top 10 recurring CWEs
Data Summary.

CWE ID Total CVEs Notable Years (High CVEs)

CWE-79 26,725 2018, 2021, 2022
CWE-119 11,902 2008, 2017, 2022
CWE-89 11,356 2009, 2010, 2022
CWE-20 10,445 2014, 2017-2019
CWE-787 10,181 2018-2020
CWE-200 7,852 2017, 2019
CWE-22 5,902 2007-2009
CWE-125 5,864 2016, 2019-2022
CWE-352 5,630 2013-2014, 2021
CWE-416 4,139 2011, 2019-2020

TABLE 4.4: Summary of Top 10 Most Recurring CWEs Over the Years

The persistence of specific CWEs across multiple years reflects the "technical
debt" phenomenon described by Akhoundali et al. [4], where foundational weak-
nesses continue to manifest despite awareness of their existence. Our findings ex-
tend the work of Meunier [102], who observed that vulnerabilities often exist simul-
taneously at multiple abstraction levels. This is particularly evident in the case of
CWE-79 (Cross-Site Scripting), which has maintained its position as the most preva-
lent weakness type since 2007. The recurring nature of these vulnerabilities suggests
that, as argued by Ozment and Schechter [114], many vulnerabilities may be intro-
duced during initial development and remain undiscovered for years, challenging
the assumption that code security improves significantly with age through natural
discovery and remediation processes.

4.1.5.5 Analysis of Top 10 Recurring CWEs for the last five years (2019-2023)

We compare the top 10 recurring Common Weakness Enumerations (CWEs) over the
last 5 years (2019–2023) with the top 10 recurring CWEs for the entire dataset. This
analysis will help us determine if there are significant changes in the vulnerability
weaknesses affecting software over time.
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4.1.5.5.1 Top CWEs (2019–2023)

The below Figure 4.7 presents the top 10 CWEs in the period between 2019 and 2023,
and the Table 4.5 including their occurrence count, percentage from the total CVEs,
and the year they were first noticed.

FIGURE 4.7: Distribution of the Top 10 Reoccurring CWEs Over Time
for the period (2019–2023)

TABLE 4.5: Top 10 CWEs (2019–2023)

CWE ID Name Count Percentage (%) First Noticed Year

CWE-79 Cross-site Scripting (XSS) 16,482 15.33 2019
CWE-787 Out-of-bounds Write 8,480 7.88 2019
CWE-89 SQL Injection 6,088 5.66 2019
CWE-20 Input Validation 4,449 4.14 2019
CWE-125 Out-of-bounds Read 4,198 3.90 2019
CWE-352 Cross-Site Request Forgery 3,583 3.33 2019
CWE-22 Path Traversal 3,234 3.01 2019
CWE-416 Use After Free 2,818 2.62 2019
CWE-200 Exposure of Sensitive Info 2,693 2.50 2019
CWE-78 OS Command Injection 2,617 2.43 2019

4.1.5.5.2 Top CWEs (All Years)

The table below summarizes the top 10 recurring CWEs across all years in the dataset.
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TABLE 4.6: Top 10 CWEs (All Years)

CWE ID Name Count Percentage (%)

CWE-79 Cross-site Scripting (XSS) 26,728 15.35
CWE-119 Improper Restriction of Operations in Memory 11,906 6.84
CWE-89 SQL Injection 11,356 6.52
CWE-20 Input Validation 10,446 6.00
CWE-787 Out-of-bounds Write 10,183 5.85
CWE-200 Exposure of Sensitive Info 7,852 4.51
CWE-22 Path Traversal 5,902 3.39
CWE-125 Out-of-bounds Read 5,866 3.37
CWE-352 Cross-Site Request Forgery 5,630 3.23
CWE-416 Use After Free 4,141 2.38

Upon comparing the two sets of top CWEs, several trends can be observed:

• CWE-79 (Cross-Site Scripting) continues to dominate both in the last 5 years
and across all years, maintaining its position as the most recurring vulnerabil-
ity.

• CWE-119 (Improper Restriction of Operations in Memory), which ranks 2nd
in the overall list, is notably absent from the top 10 for 2019–2023, indicating a
potential reduction in this type of vulnerability in recent years.

• CWE-787 (Out-of-bounds Write) and CWE-89 (SQL Injection) remain in the
top 5 across both time frames, suggesting persistent weaknesses in these areas.

• Newer vulnerabilities such as CWE-78 (OS Command Injection) appear in
the 2019–2023 list but are not in the overall top 10, possibly due to more recent
discovery and reporting trends.

4.1.5.6 Reoccurring CWEs and its Related CVE CVSS Scores Over Time

Further analysis, as depicted in (Figure 4.8), explores whether the severity of CVEs
affected by these CWEs has evolved over time.
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FIGURE 4.8: Top 2 CWEs and Related CVE Scores Over Time

This (Figure 4.8) illustrates the CVE CVSS scores for the top two CWEs. The
shaded areas around each line represent the 95% confidence intervals. These inter-
vals provide a range within which the true average CVSS score for each CWE in a
given year is likely to fall, highlighting that not only is the frequency of these weak-
nesses increasing, but their associated severity scores are also rising. This suggests
that the impact of these vulnerabilities is becoming more severe, indicating a poten-
tial escalation in their exploitability or the consequences of their exploitation. Over-
all, these insights emphasize the importance of addressing these recurring CWEs
with effective remediation strategies to reduce their prevalence and severity. In the
world of cybersecurity, two Common Weakness Enumerations (CWEs) stand out
due to their prevalence and the significant risks they pose: CWE-119 (Improper Re-
striction of Operations within the Bounds of a Memory Buffer) and CWE-79 (Improper Neu-
tralization of Input During Web Page Generation, commonly known as Cross-Site Scripting
or XSS). These vulnerabilities have been documented extensively, and their asso-
ciated Common Vulnerabilities and Exposures (CVEs) reveal a troubling narrative
about the state of software security.

4.1.5.6.1 The Tale of CWE-119

CWE-119 has a storied history, with numerous vulnerabilities dating back to the late
1990s. For example, CVE-1999-0002 describes a buffer overflow in the NFS mount
daemon, allowing remote attackers to gain root access to systems, particularly in
Linux environments. This vulnerability was rated with a CVSS 2.0 Base Score of 10,
indicating a critical severity level. The implications of such vulnerabilities are pro-
found; they can lead to complete system compromise, allowing attackers to execute
arbitrary code with elevated privileges.
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As time progressed, CWE-119 continued to manifest in various applications. By
2009, CVE-2009-0658 highlighted a buffer overflow in Adobe Reader, allowing at-
tackers to execute arbitrary code via a specially crafted PDF document. This vul-
nerability also carried a CVSS score of 9.3, underscoring the ongoing threat posed
by improper memory handling. The persistence of CWE-119 in high-profile applica-
tions illustrates a systemic issue in software development practices, where memory
management is often overlooked or inadequately addressed.

4.1.5.6.2 The Cross-Site Scripting Saga

In contrast, CWE-79 represents a different but equally dangerous aspect of web se-
curity. This vulnerability allows attackers to inject malicious scripts into web pages
viewed by other users, leading to data theft, session hijacking, and other malicious
activities. The first notable entry, CVE-2002-0270, involved an XSS vulnerability in
the Opera browser, which had a CVSS score of 4.3. While this score is lower than
some buffer overflow vulnerabilities, the real-world impact of XSS can be devastat-
ing, especially when exploited in high-traffic web applications.

The prevalence of CWE-79 continued into the following years, with multiple vul-
nerabilities reported across various platforms. For instance, CVE-2008-3457, affect-
ing phpMyAdmin, allowed user-assisted remote attackers to inject arbitrary web
scripts, demonstrating how XSS vulnerabilities can be exploited in scenarios where
user interaction is required. This vulnerability had a CVSS score of 2.6, showing
that while it may not be critical, the potential for exploitation remains significant,
particularly in the context of poorly secured web applications.

The Interplay of Vulnerabilities and CVSS Scores The data reveals a troubling
trend: both CWE-119 and CWE-79 have been consistently associated with high CVSS
scores, indicating that they pose serious risks to software security. The high counts
of occurrences at CWE-119 with 11,906 instances and CWE-79 with 26,728 instances
underscore their prevalence in the software landscape. This suggests that despite
advancements in security practices, these vulnerabilities continue to be a significant
concern.

Moreover, the historical context provided by the CVEs associated with these
CWEs highlights a critical narrative: many of these vulnerabilities have been known
for years, yet they persist in modern applications. This raises questions about the
effectiveness of current security practices and the need for ongoing education and
awareness among developers.

4.1.5.7 Relationship Between Exploited CVEs and corresponding CWEs

We examined the relationship between the top 10 most common CWEs and their
corresponding CVEs to determine if these CVEs had been exploited and whether
the exploit was verified or not as seen in Table (4.7). This analysis provides insight
into which weaknesses are more likely to be targeted by attackers.
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N# CWE ID Name Affected CVEs Number of Exploited CVEs by status
Verified exploited CVEs Not verified exploited CVEs

1 CWE-79

Improper Neutralization
of Input During Web Page
Generation (Cross-site
Scripting)

26728 1896 654

2 CWE-119
Improper Restriction of Op-
erations within the Bounds
of a Memory Buffer

11906 2033 268

3 CWE-89

Improper Neutralization of
Special Elements used in an
SQL Command (SQL Injec-
tion)

11356 2839 585

4 CWE-20 Improper Input Validation 10446 733 187
5 CWE-787 Out-of-bounds Write 10183 168 70

6 CWE-200
Exposure of Sensitive Infor-
mation to an Unauthorized
Actor

7852 276 130

7 CWE-22
Improper Limitation of a
Pathname to a Restricted Di-
rectory (Path Traversal)

5902 1044 290

8 CWE-125 Out-of-bounds Read 5866 37 17

9 CWE-352 Cross-Site Request Forgery
(CSRF) 5630 148 256

10 CWE-416 Use After Free 4141 109 30

TABLE 4.7: Top 10 weaknesses and their exploitation status.

4.1.5.8 CVE distribution by number of associated weaknesses (CWE)

The distribution of vulnerabilities by the number of associated CWEs reveals a strong
pattern in our dataset of 162,095 CVEs. As shown in Figure 4.9, the vast majority
(92.90%) of vulnerabilities have only one CWE associated with them, while 6.82%
have two associated CWEs, and only 0.25% have three CWEs. Vulnerabilities with
four or more CWEs are extremely rare, collectively accounting for less than 0.04% of
the dataset, with the maximum being 7 CWEs found in a single CVE.

FIGURE 4.9: Distribution of CVEs by number of CWEs.

4.1.5.8.1 Analysis of CWE pair per CVE patterns

Among the 11,049 CVEs with exactly two CWEs, we identified 2,024 unique CWE
pairs, indicating substantial diversity in how weaknesses co-occur. Figure 4.10 shows
the ten most frequently occurring CWE pairs.
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FIGURE 4.10: Top 10 most common CWE pairs found in vulnerabili-
ties.

The most common pairs reveal important relationships between specific vulner-
ability types:

• CWE-121 + CWE-787 (5.29% of all pairs): Stack-based Buffer Overflow with
Out-of-bounds Write suggests memory corruption vulnerabilities that allow
attackers to write beyond buffer boundaries, particularly in stack memory.

• CWE-122 + CWE-787 (3.91%): Heap-based Buffer Overflow with Out-of-bounds
Write indicates similar memory corruption issues, but affecting heap memory
instead of stack memory.

• CWE-119 + CWE-787 (2.51%): Improper Restriction of Operations within the
Bounds of a Memory Buffer with Out-of-bounds Write represents a broader
category of memory safety issues leading to buffer overflows.

• CWE-79 + CWE-80 (1.57%): Cross-site Scripting (XSS) with Improper Neutral-
ization of Script-Related HTML Tags in a Web Page highlights web vulnerabil-
ities related to insufficient sanitization of user inputs.

• CWE-190 + CWE-787 (1.52%): Integer Overflow or Wraparound with Out-of-
bounds Write shows how arithmetic errors can lead to memory corruption.

• CWE-77 + CWE-78 (1.52%): Improper Neutralization of Special Elements used
in a Command with Improper Neutralization of Special Elements used in an
OS Command reflects command injection vulnerabilities.
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FIGURE 4.11: Relationship diagram of common CWE pairs showing
the top vulnerability clusters.

Notably, CWE-787 (Out-of-bounds Write) appears in 5 of the top 10 pairs, high-
lighting its central role in many vulnerability combinations. This suggests that mem-
ory corruption, particularly buffer overflows that allow writing outside intended
boundaries, remains a persistent and complex security challenge. Figure 4.11 pro-
vides a conceptual visualization of the most significant CWE pair relationships, or-
ganizing them into three distinct vulnerability clusters: memory safety, web security,
and command injection. The diagram uses directed edges with percentage annota-
tions to quantify the co-occurrence frequency of these vulnerability pairs, highlight-
ing particularly strong relationships such as CWE-121 (Stack Buffer Overflow) and
CWE-787 (Out-of-bounds Write) at 5.29%. This representation offers academic value
by transforming tabular statistical data into a topological structure that reveals the
hierarchical and relational nature of vulnerability patterns. Such visualization fa-
cilitates cognitive understanding of complex security relationships, enables identifi-
cation of central vulnerability types (like CWE-787) that serve as connection points
across multiple weaknesses, and provides an intuitive framework for security re-
searchers to conceptualize vulnerability clusters as interconnected systems rather
than isolated issues. This approach supports both theoretical modeling of vulnera-
bility relationships and practical application in security education and risk assess-
ment.

4.1.5.8.2 Analysis of CWE triplet per CVE patterns

For the 403 CVEs with exactly three CWEs, we identified 314 unique triplet combina-
tions, demonstrating even greater diversity in more complex vulnerability scenarios.
Figure 4.12 shows the seven most common CWE triplets.
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FIGURE 4.12: Top 7 most common CWE triplets found in vulnerabil-
ities.

The most frequent triplet combinations reveal complex vulnerability relation-
ships:

• CWE-125 + CWE-476 + CWE-787 (2.98% of all triplets): Out-of-bounds Read
with NULL Pointer Dereference and Out-of-bounds Write represents a com-
plex scenario involving multiple memory safety issues.

• CWE-120 + CWE-121 + CWE-787 (1.99%): Buffer Copy without Checking Size
of Input with Stack-based Buffer Overflow and Out-of-bounds Write shows
how insufficient input validation can lead to multiple memory corruption is-
sues.

• CWE-125 + CWE-362 + CWE-787 (1.74%): Out-of-bounds Read with Concur-
rent Execution using Shared Resource with Improper Synchronization and
Out-of-bounds Write demonstrates how concurrency issues can compound
memory safety vulnerabilities.

Similar to the pair analysis, CWE-787 (Out-of-bounds Write) appears in 6 of the top
7 triplets, reinforcing its significance in complex vulnerability scenarios. The triplet
data also reveals that memory safety issues (CWE-125, CWE-120, CWE-121, CWE-
787) frequently combine with other vulnerability types like NULL pointer issues
(CWE-476) and concurrency problems (CWE-362).

4.1.5.8.3 CWE (pairs, triples) pattern implications for security practices

The prevalence of specific CWE pairs and triplets provides valuable insights for se-
curity practitioners:

1. Focus on memory safety: The dominance of memory-related vulnerabilities
(especially CWE-787) in both pairs and triplets suggests that memory safety
should remain a top priority, particularly in languages like C and C++ that
allow direct memory manipulation.

2. Consider vulnerability clusters: Rather than addressing individual CWEs
in isolation, security strategies should target related vulnerability clusters, as
demonstrated by the recurring pairs and triplets.



Chapter 4. Vulnerability, Exploit and Patch Analysis 86

3. Comprehensive testing approach: Testing should account for potential vul-
nerability combinations, especially those involving memory corruption, web
security, and command injection.

4. Code review emphasis: Code reviews should specifically look for patterns of
co-occurring vulnerabilities as identified in the pairs and triplets analysis.

This analysis demonstrates that certain vulnerability types tend to co-occur in pre-
dictable patterns. By understanding these relationships, developers and security
teams can implement more effective prevention and detection strategies targeting
multiple related weaknesses simultaneously.

TABLE 4.8: CWE IDs mentioned in pairs, triplets analysis and Their
Descriptions

CWE ID Description
CWE-20 Improper Input Validation
CWE-22 Improper Limitation of a Pathname to a Restricted Directory (’Path Traversal’)
CWE-23 Relative Path Traversal
CWE-77 Improper Neutralization of Special Elements used in a Command (’Command Injection’)
CWE-78 Improper Neutralization of Special Elements used in an OS Command (’OS Command Injection’)
CWE-79 Improper Neutralization of Input During Web Page Generation (’Cross-site Scripting’)
CWE-80 Improper Neutralization of Script-Related HTML Tags in a Web Page
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer
CWE-120 Buffer Copy without Checking Size of Input (’Classic Buffer Overflow’)
CWE-121 Stack-based Buffer Overflow
CWE-122 Heap-based Buffer Overflow
CWE-125 Out-of-bounds Read
CWE-190 Integer Overflow or Wraparound
CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization (’Race Condition’)
CWE-416 Use After Free
CWE-476 NULL Pointer Dereference
CWE-680 Integer Overflow to Buffer Overflow
CWE-787 Out-of-bounds Write
CWE-834 Excessive Iteration
CWE-835 Loop with Unreachable Exit Condition (’Infinite Loop’)

4.1.5.9 CWE Status and Weakness Abstraction

The status of a CWE indicates the maturity and completeness of its definition. The
possible statuses include:

• Stable: Finalized and reviewed definitions, widely used for vulnerability iden-
tification and analysis.

• Draft: Initial definitions still under development, used for informational pur-
poses but not yet finalized.

• Incomplete: Basic definitions missing crucial details, placeholders for future
development.

• Deprecated: Obsolete weaknesses due to changes in technology or security
practices, not actively maintained. The below are examples of deprecated
CWEs:

– CWE-477: Use of Obsolete Function: This CWE described the use of
deprecated or obsolete functions in code. It was deprecated because the
concept of "obsolete" is subjective and can vary depending on the context.
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* Reason for deprecation: Determining whether a function is truly ob-
solete can be difficult, and the CWE didn’t provide clear criteria for
making this distinction.

– CWE-609: Double-Free: This CWE referred to a vulnerability where a
program attempts to free the same memory location twice. This can lead
to crashes or unpredictable behavior.

* Reason for deprecation: Modern memory management systems of-
ten have safeguards against double-frees, making this CWE less rele-
vant.

CWE weaknesses can also be categorized based on their abstraction level as
per MITRE [107], which refers to the specificity of the description:

• Pillar Weakness: The most general category, describing vulnerabilities with
one or two key characteristics. An example for it is CWE-20: Improper Input
Validation.

• Class Weakness: More detailed, defining vulnerabilities using two or three
dimensions, independent of specific technologies. An example for it is CWE-
119: Improper Restriction of Operations within the Bounds of a Memory
Buffer.

• Base Weakness: Introduces more specific details associated with groups of
technologies or resources. An example for it CWE-120: Classic Buffer Over-
flow.

• Variant Weakness: Highly specific, linked to particular languages, technolo-
gies, or resources. An example for it is CWE-79: Improper Neutralization of
Input During Web Page Generation (’Cross-site Scripting’).

• Compound Weakness: Aggregations of several weaknesses, known as either
a Chain or Composite. An example for it is CWE-400: Uncontrolled Resource
Consumption: This weakness describes a scenario where a resource is con-
sumed without any limits, potentially leading to denial of service. It can be a
chain of multiple weaknesses, such as CWE-770 (Allocation of Resources With-
out Limits or Throttling) followed by CWE-401 (Missing Release of Memory
after Effective Lifetime).

The below graph 4.13 describes how the distribution of Common Weakness Enu-
merations (CWEs) in vulnerabilities (CVEs) has changed over time. It considers both
the CWE abstraction level (class, base, variant, etc.) and the CWE status (draft, sta-
ble, incomplete). Our data suggests that most CWEs are in a Stable status, which
suggests CVEs mapped to stable CWEs, indicating wider acceptance and maturity.
The most abstraction level increased over time is Base level, which means more de-
tails regarding the weakness are improved dramatically. The CWE data appeared in
CVEs since 2004 and has improved yearly to a more specific and accurate state.
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FIGURE 4.13: Distribution of CWEs by status and abstraction level.

4.1.5.10 Detailed Analysis of Selected CVEs with Multiple CWEs

We conducted a detailed investigation of CVEs with five or more associated CWEs
to understand the complexity and interrelated nature of these vulnerabilities. Out of
12 CVEs with 5 or more CWEs, we analyzed a subset of these CVEs as shown below:

• CVE-2019-10084: Associated CWEs include CWE-311, CWE-330, CWE-384,
CWE-532, CWE-732. This vulnerability in Apache Impala involves issues such
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as improper handling of session IDs and insufficient random values.

• CVE-2024-1848: Associated CWEs include CWE-125, CWE-416, CWE-787, CWE-
843, CWE-908. Vulnerabilities in SOLIDWORKS Desktop lead to arbitrary
code execution.

• CVE-2023-46724: Associated CWEs include CWE-125, CWE-1285, CWE-129,
CWE-295, CWE-786, CWE-823. Denial of Service attacks in Squid due to im-
proper validation of array indices.

• CVE-2018-1000224: Associated CWEs include CWE-131, CWE-190, CWE-681,
CWE-908, CWE-909. Issues in Godot Engine’s (De)Serialization functions.

• CVE-2020-15098: Associated CWEs include CWE-20, CWE-200, CWE-325, CWE-
327, CWE-502. Vulnerabilities in TYPO3 CMS leading to privilege escalation
and insecure deserialization.

• CVE-2021-26726: Associated CWEs include CWE-209, CWE-272, CWE-305,
CWE-330, CWE-78. Remote code execution in Valmet DNA service due to
vulnerabilities on TCP port 1517.

4.1.5.10.1 The common characteristics of the CVEs with multiple CWEs

• The earliest date for the above CVE is July 2018. The latest has been reserved
for February 2024 and updated on April 2024.

• The average CVSS score is 8.3, which means that most of the above CVEs are
critical and this is normally due to the high number of associated CWEs.

• 66% of the above CVEs are affecting only one CPE (product), 17% has no in-
formation regarding the affected products, and 17% is affecting more than one
CPE.

If we take the last CVE from the above list CVE-2021-26726. This vulnerabil-
ity is a combination of issues related to authentication and privilege management.
Information exposure (CWE-209), improper privilege assignment (CWE-272), and
authentication bypass (CWE-305) allow attackers to gain SYSTEM privileges. Insuf-
ficiently random values (CWE-330) and OS command injection (CWE-78) further en-
able remote code execution. Vulnerabilities often manifest through multiple weak-
nesses, and understanding the relationship between these weaknesses can provide
deeper insights into potential exploitation pathways. CVEs associated with mul-
tiple CWEs indicate complex vulnerabilities that may involve various layers of an
application, often making them harder to detect and mitigate.

These CVEs involve complex vulnerabilities that encompass multiple CWEs due
to the interrelated nature of the flaws. They often stem from improper validation,
insecure cryptographic practices, and incorrect handling of memory or data, which
can lead to severe consequences such as remote code execution, privilege escala-
tion, and denial of service. Addressing these vulnerabilities requires comprehensive
fixes that cover all related CWEs to ensure the security and stability of the affected
systems.
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Key Insights from CVE Analysis

1. Vulnerability Disclosure Trends:

• Significant peaks in CVE disclosures observed during 2017-2021 and
2022-2024

• 78% increase during the pandemic period (2020-2021), exceeding the
10% annual growth predicted by industry reports

• Projected 547 new CVEs weekly by 2025, with some weeks reaching
1,250 new disclosures

2. Severity Distributions:

• Medium-severity vulnerabilities predominate (50.9%), followed by high
(28.0%), low (14.1%), and critical (7.1%)

• No significant increase in average severity over time despite the intro-
duction of CVSSv3

• Apparent severity increases more attributable to changes in scoring
methodology than to fundamental changes in vulnerability character-
istics

3. Weakness Persistence:

• CWE-79 (Cross-site Scripting) remains the most prevalent weakness
(15.35% of all CWEs) despite decades of awareness

• Memory safety issues (CWE-787, CWE-416, CWE-119, CWE-125) collec-
tively account for a substantial portion of vulnerabilities

• Significant peaks in 2019-2021 for nearly all top CWEs, followed by col-
lective decline in 2022

4. Complex Vulnerability Patterns:

• 93% of CVEs have only one associated CWE, while 7% exhibit more
complex patterns with multiple weaknesses

• Memory-related vulnerabilities dominate multi-CWE relationships,
with CWE-787 (Out-of-bounds Write) appearing in most common pairs
and triplets

• CVEs with five or more CWEs average a CVSS score of 8.3, indicating
that complexity often correlates with severity

5. Exploitation Implications:

• SQL Injection (CWE-89) shows the highest exploitation rate (25.0

• Web vulnerabilities like Cross-site Scripting remain prevalent but show
lower exploitation rates (9.5

• Memory safety issues in the top CWEs show varying exploitation rates,
from 1.7
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4.1.6 Trends and Insights from CVE Analysis

The analysis of CVE data reveals several important trends:

• Increasing Number of CVEs: The number of CVEs reported annually has in-
creased over the years, reflecting heightened awareness and reporting as out-
lined in Figure 4.1.

• Severity Distribution: The majority of CVEs fall under the medium severity
category as seen in 4.2, highlighting a significant portion of vulnerabilities that
pose a moderate risk.

• Common Weaknesses: The prevalence of certain CWEs, such as Cross-site
Scripting (CWE-79) and SQL Injection (CWE-89) outlined in Figure 4.6, indi-
cates persistent issues in software security practices.

The importance of understanding CVEs:

The systematic identification and classification of vulnerabilities through
CVEs are fundamental to improving security measures and mitigating
risks.

Analyzing the patterns and trends in CVE data can provide valuable in-
sights into the evolving landscape of cybersecurity threats.

4.2 Exploits

An exploit is a piece of software, a chunk of data, or a sequence of commands that
takes advantage of a bug or vulnerability to cause unintended or unanticipated be-
havior to occur on computer software, hardware, or something electronic (usually
computerized). This often includes such things as gaining control of a computer
system, allowing privilege escalation, or a denial-of-service attack.

In the context of cybersecurity, exploits are a crucial aspect to consider as they
represent the practical application of vulnerabilities that have been discovered. An
exploit typically takes advantage of a vulnerability to perform unauthorized actions
on a system. These actions could range from stealing data, and executing malicious
code, to disabling systems entirely. The availability of an exploit often accelerates
the necessity for patching the associated vulnerability, as it can significantly increase
the risk of attacks.

4.2.1 Exploit Database (ExploitDB) Data

The Exploit Database (ExploitDB) [112] is a CVE-compliant archive of public exploits
and corresponding vulnerable software, developed for use by penetration testers
and vulnerability researchers. It provides a comprehensive collection of exploits,
ranging from remote code execution to local privilege escalation.

In our dataset, the exploit table contains detailed information on exploits obtained
from the ExploitDB GitHub repository [112]. This table includes the following at-
tributes:

• ID: Unique identifier for the exploit record.

• Exploit ID: Unique identifier for the specific exploit.
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• File: Path to the file containing exploit details.

• Description: Brief description of the exploit.

• Date Published: Date when the exploit was published.

• Author: Author of the exploit.

• Type: Type of exploit (e.g., webapps, local).

• Platform: Target platform of the exploit.

• Date Added: Date when the exploit was added to the database.

• Date Updated: Date when the exploit was last updated.

• Verified: Indicates if the exploit is verified.

• Codes: References such as CVE and OSVDB IDs.

• CVE ID: CVE ID is retrieved from the above Codes column.

• Source URL: URL to the source of the exploit information.

Table Number of Records
exploit (Exploit Data) 46,494

TABLE 4.9: Overview of the ExploitDB dataset.

4.2.1.1 Insights from the ExploitDB Data

The data from ExploitDB provides significant insights into the nature and trends of
exploits in the wild. For instance, the distribution of exploits over time in Graph 4.14
shows that certain years have higher incidences of exploit publication, which could
correlate with increased discovery of vulnerabilities or advancements in exploit de-
velopment techniques. In addition, it shows the distribution of exploit verification
across different years. This will help us identify if exploit verification is becoming
more or less prevalent over time.

4.2.2 Relationship Between Exploits and CVEs

The relationship between exploits and CVEs is critical, as it helps in understanding
which vulnerabilities are actively targeted by attackers. By mapping exploits to their
corresponding CVEs, we can assess the risk associated with specific vulnerabilities.
For instance, a CVE with multiple associated exploits indicates a higher risk due to
the availability of numerous attack vectors.

Overall, the data from ExploitDB not only provides a historical archive of ex-
ploits but also serves as a practical resource for understanding current and emerging
threats. This information is vital for developing effective vulnerability management
and mitigation strategies.
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FIGURE 4.14: Annual distribution of published exploits with their
status.

The above Figure 4.14 suggests a significant increase in the number of exploits
discovered over the years. This trend aligns with the general growth of software de-
velopment and the increasing complexity of software systems. This trend highlights
the ongoing challenge of securing software in a constantly evolving technological
landscape. By focusing on some specific observations from ExploitDB:

• Early Years (1988-1999): The number of exploits remained relatively low.

• Rapid Rise (1999-2006): A dramatic increase in exploits occurred, potentially
due to the widespread adoption of the internet and the rise of readily available
attack tools.

• Fluctuations (2007-2020): The data shows some stabilization or even a de-
crease in verified exploits after 2006, possibly due to increased security aware-
ness and improved software development practices. However, the total num-
ber of exploits (verified and unverified) continues to rise.

• Recent Decline (2021-2024): There’s a significant decrease in both verified and
unverified exploits in recent years. This could be due to several factors, like
increased focus on exploit verification, leading to a higher proportion of un-
verified exploits being filtered out, and improved security measures making
vulnerabilities harder to exploit. A shift towards more targeted attacks with
less focus on publicly available exploits. The source we are using has fewer
exploits being reported, the exploits data are in other sources.

• Verified vs Unverified Exploits: The number of unverified exploits consis-
tently exceeds verified exploits. This could be because verifying exploits re-
quires time and resources, and not all discovered exploits are thoroughly checked.
Attackers might withhold exploit details to maintain an advantage.
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4.2.3 The Exploit types and statuses

Analyzing the types of exploits reveals that web application exploits are the most
prevalent, reflecting the widespread use of web technologies and the common asso-
ciated vulnerabilities. This is followed by local exploits, which typically require local
access to the vulnerable system but can lead to significant privilege escalation if ex-
ploited successfully. ExploitDB categorizes exploits as "verified" or "non-verified".
Verified exploits have been tested and confirmed to work in a controlled environ-
ment. Non-verified exploits have not been tested by the ExploitDB team but are still
considered valuable for research and development purposes.

Based on the Figure 4.15 showing the counts of verified and unverified exploits
categorized by type, several insights can be drawn:

• Overall Distribution: The graph provides a breakdown of exploits into dif-
ferent types, including "dos" (Denial of Service), "local", "remote" and "we-
bapps". Each type represents a different category of exploit techniques.

• Frequency of Exploits: The graph shows that "webapps" have the highest fre-
quency of both verified (9937) and unverified (2583) exploits. This suggests
that web application vulnerabilities are commonly targeted by attackers and
have a significant presence in the dataset.

• Variability in Verification Status: Across all exploit types, the number of ver-
ified exploits is notably higher than unverified ones. This could indicate a
higher success rate in validating and confirming exploits, possibly due to more
reliable sources or clearer evidence of exploitation.

• Difference in Verification Status by Type:

– Denial of Service (dos): This category has a higher number of verified
exploits (3302) compared to unverified ones (462). This might suggest
that Denial of Service attacks are more easily identifiable and verifiable,
leading to a higher verification rate.

– Local Exploits: The number of verified local exploits (1621) is higher than
unverified ones (405), indicating a 1/4 higher success rate in confirming
local exploitation techniques. This could be due to the complexity of de-
tecting local vulnerabilities or the lack of reliable indicators for verifica-
tion.

– Remote Exploits: Similar to Denial of Service attacks, remote exploits
have a higher number of verified cases (3413) compared to unverified
ones (408), indicating a relatively higher success rate in verifying remote
exploitation techniques.

– Web Application (webapps) Exploits: Web application exploits exhibit
the highest disparity between verified (9937) and unverified (2583) cases.
This suggests that web application vulnerabilities are both prevalent and
more easily identifiable and confirmable compared to other exploit types.
The significant prevalence of web application exploits (9,937 verified cases)
in our dataset demonstrates Meunier’s [102] argument about the multi-
dimensional nature of vulnerability classification. As Meunier observed,
vulnerabilities exist at multiple abstraction levels simultaneously, and our
findings on web application exploit dominance highlight how these vul-
nerabilities persist despite being well-documented, precisely because they
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span implementation, design, and deployment abstraction layers, making
them particularly resistant to comprehensive remediation.

• Implications for Security: Understanding the distribution and verification sta-
tus of exploits by type can provide valuable insights for cybersecurity profes-
sionals and organizations. It highlights the importance of prioritizing secu-
rity measures, such as patching and vulnerability management, particularly
for web applications and remote exploitation techniques, which appear to be
more prevalent and verifiable. Additionally, it underscores the need for further
research and detection capabilities in identifying and validating local exploits,
where verification rates appear to be near to unverified by 1 to 4.

FIGURE 4.15: Distribution of Exploit types and their status.

Our analysis shows that a significant portion of the exploits in the database are
verified, which underscores the reliability of the data provided by ExploitDB. This
verification process helps in distinguishing functional exploits from theoretical ones,
aiding security professionals in prioritizing their response efforts.

4.2.4 Distribution of Exploits per CVE

Analyzing the distribution of exploits per CVE revealed significant insights. Most
CVEs have between 1 to 2 exploits on average, with some outliers having numerous
exploits. In our data, there are 12 CVEs with 13 or more exploits. For instance,
CVE-2012-1199 has 38 associated exploits which we will discuss later.

Understanding the distribution of exploits per Common Vulnerabilities and Ex-
posures (CVE) provides valuable insights into the security landscape. The analysis
of the dataset reveals the frequency and patterns of exploits associated with CVEs,
which can help in prioritizing patch management and vulnerability mitigation ef-
forts.

Figure 4.16 illustrates the number of CVEs categorized by the number of associ-
ated exploits. A significant majority of CVEs have only one associated exploit, while
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a smaller number have multiple exploits. This distribution highlights that although
a single vulnerability may not always lead to multiple exploit attempts, those that
do are likely to be more critical and heavily targeted by attackers.

FIGURE 4.16: Number of CVEs categorized by number of Exploits

Figure 4.17 compares the number of CVEs with one exploit against those with
more than one exploit. The analysis shows that 19,392 CVEs have a single exploit,
whereas 2,738 CVEs have more than one exploit. This stark difference underscores
the fact that while the presence of multiple exploits per CVE is relatively rare, such
instances represent a significant security risk due to the increased likelihood of ex-
ploitation.



Chapter 4. Vulnerability, Exploit and Patch Analysis 97

FIGURE 4.17: Number of CVEs with One Exploit vs More than One
Exploit

These findings suggest that security teams should focus not only on patching
vulnerabilities but also on monitoring and mitigating those CVEs that attract mul-
tiple exploits. The data indicates that these CVEs could be of higher importance
due to their attractiveness to attackers, which aligns with broader trends observed
in cybersecurity research.

These observations reinforce the importance of a comprehensive vulnerability
management strategy that incorporates both the frequency and severity of exploits
associated with CVEs.

4.2.5 Relationship between Exploitation and CPE

The exploitation rate of Common Platform Enumerations (CPE) provides critical in-
sights into how vulnerabilities are being leveraged across different vendors. Ex-
ploitation rates are calculated as the ratio of exploited vulnerabilities to the total
reported CVEs for a vendor. This analysis highlights key patterns in targeting and
exploitation trends across major vendors.

For instance, the exploitation rates for leading vendors are:

• Microsoft: 9.13% (1,747 exploited CVEs out of 19,139 total CVEs).

• Linux: 7.65% (459 exploited CVEs out of 5,999 total CVEs).

• Apple: 6.37% (712 exploited CVEs out of 11,169 total CVEs).

Key insights include:

• Vendors with a larger attack surface, such as Microsoft and Linux, show higher
exploitation rates due to their widespread use in enterprise environments.

• Enterprise-focused vendors tend to have higher exploitation rates compared
to consumer-focused vendors, such as Google.
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FIGURE 4.18: Exploitation rates of CPEs for major vendors. Higher
rates for enterprise-focused vendors like Microsoft and Linux reflect

their significant attack surface and critical system usage.

In addition, a timeline analysis was performed for the top 10 vendors based on
exploited CVEs. Figure 4.19 illustrates a line chart that visualizes the annual trends
of exploited CVEs for these top 10 vendors. This temporal perspective reveals peri-
ods of heightened exploitation activity and shifts in attacker focus, which may cor-
respond to significant product changes, patch releases, or emerging vulnerabilities.

FIGURE 4.19: Timeline of exploited CVEs for the top 10 vendors. The
line chart depicts annual exploited CVE counts, highlighting trends

and temporal shifts in exploitation across vendors.



Chapter 4. Vulnerability, Exploit and Patch Analysis 99

CPE-CVE Many-to-Many Relationship

CVE-2020-26137
SSRF vulnerability in Python urllib3

cpe:2.3:a:oracle:zfs_storage...
Oracle ZFS Storage Kit 8.8

cpe:2.3:o:canonical:ubuntu_linux:18.04
Ubuntu Linux 18.04 LTS

cpe:2.3:a:python:urllib3
Python urllib3 library

CVE-2019-6116
Vulnerability in Ubuntu 18.04

CVE-2019-2948
Vulnerability in Ubuntu 18.04

7 more CVEs...
Including CVE-2018-

5187, CVE-2018-15120...

Vendor: Oracle
Vendor:

Canonical
Vendor:
Python

Count in
2020: 1

Count in
2020: 1

Count in
2020: 1

Impact on Timeline Graphs
A single CVE (e.g., CVE-2020-26137) affecting multiple vendors
contributes one count to each vendor in their respective time-

line visualization. This many-to-many relationship explains the
high vulnerability counts for vendors with numerous products.

FIGURE 4.20: Illustration of the many-to-many relationship between
CVEs and CPEs, showing how vulnerability counts are derived for
vendor timeline visualization. This example demonstrates how a sin-
gle CVE affects multiple vendor products, and how a single product

(Ubuntu 18.04) is affected by multiple CVEs.

It is important to note that this data outlined in Figure 4.19 was extracted by
analysing the Common Platform Enumeration (CPE) fields within the CVE database.
The methodology outlined in Figures [4.20 and 4.21] involved parsing vendor in-
formation from CPE strings and associating them with corresponding CVEs. This
approach presents several methodological considerations: a single CVE may affect
multiple vendors through different CPEs, and conversely, a single CPE may appear
in multiple CVEs. This many-to-many relationship between CVEs and CPEs ex-
plains the exceptionally high numbers observed for some vendors, as a single vul-
nerability affecting a common component might be counted multiple times across
different products from the same vendor.
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CVE-V5 Database
(All vulnera-
bility entries)

Extract vendor
information

from CPE strings

Many-to-many
relationship:

1 CVE –> mul-
tiple CPEs

1 CPE –> mul-
tiple CVEs

Classify CVEs as
exploited or non-

exploited based on
Exploit DB records

Count exploited CVEs
per vendor per year

Count non-exploited
CVEs per ven-
dor per year

Figure 4.19:
Timeline of ex-
ploited CVEs

Figure 4.22:
Timeline of non-
exploited CVEs

FIGURE 4.21: Data processing workflow for vendor exploitation anal-
ysis
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Insights from Timeline Exploitation Analysis The timeline analysis of exploited
CVEs for the top 10 vendors reveals the following key trends:

• Persistent Targeting: Microsoft consistently shows high exploitation numbers,
with annual counts often exceeding 400 exploited CVEs. Linux also demon-
strates notable growth, peaking at over 1,500 in certain years.

• Variable Peaks: Some vendors exhibit spikes; for example, Cisco and Oracle
show sudden increases (e.g., Cisco exceeding 2,000 exploited CVEs in peak
years) that suggest reactive attacks following major vulnerability disclosures.

• Exploitation Rates: Enterprise-focused vendors like Microsoft have an ex-
ploitation rate of 9.13%, while Linux and Apple have rates of 7.65% and 6.37%,
respectively, highlighting their large attack surfaces.

• Evolving Trends: Despite fluctuations, the overall trend is upward for major
vendors, indicating an evolving threat landscape with increased exploitation
over time.

4.2.5.1 Methodology: Parsing CPE and CVE Relationships

To accurately understand the distribution of vulnerabilities across vendors, we em-
ployed a methodical approach for extracting and analyzing the relationships be-
tween Common Vulnerabilities and Exposures (CVEs) and Common Platform Enu-
meration (CPE) identifiers. Figure 4.20 illustrates the many-to-many relationship
that exists between these entities and explains how this affects our vulnerability
count visualizations. The CPE standard (version 2.3) uses a structured string format
that encodes various attributes of IT systems, software, and packages. For example,
the CPE string:

cpe:2.3:o:canonical:ubuntu_linux:18.04::::lts:::

represents Ubuntu Linux 18.04 LTS operating system from Canonical. By parsing
these CPE strings, we extract critical information including:

• Part: Whether the component is an application (a), operating system (o), or
hardware (h)

• Vendor: The organization that developed the product (e.g., canonical, oracle,
python)

• Product: The specific product name (e.g., ubuntu_linux, zfs_storage_appliance_kit)

• Version: The specific version affected (e.g., 18.04, 8.8)

Our analysis revealed important complexities in the CPE-CVE relationship that sig-
nificantly impact vulnerability counts:

1. One-to-Many CVE-to-CPE: A single vulnerability (CVE) typically affects mul-
tiple products across different vendors. For example, CVE-2020-26137 (a Server-
Side Request Forgery vulnerability in Python’s urllib3 library) affects at least
7 different CPEs spanning multiple vendors including Oracle, Canonical, and
Python itself.
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2. One-to-Many CPE-to-CVE: Conversely, a single product (represented by a
CPE) is often affected by multiple vulnerabilities. The Ubuntu Linux 18.04 LTS
CPE (cpe:2.3:o:canonical:ubuntu_linux:18.04:*:*:*:lts:*:*:*) is asso-
ciated with at least 10 different CVEs including CVE-2020-26137, CVE-2019-
6116, and CVE-2019-2948.

3. Counting Implications: In our temporal analysis of vulnerability trends by
vendor, we count each unique CVE-CPE combination. This approach gener-
ates multiple counts from a single CVE when it affects multiple CPEs from
the same vendor, which explains the extraordinarily high counts observed for
vendors like Qualcomm, which has extensive product lines with shared com-
ponents.

This methodological approach provides a more comprehensive view of a vendor’s
vulnerability exposure than simply counting unique CVEs, as it captures the breadth
of impact across a vendor’s product portfolio. However, it also explains the dra-
matic disparity between our vendor vulnerability counts and the total number of
unique CVEs in the database. For example, while the CVE database contains ap-
proximately 246,000 unique vulnerabilities, our analysis shows Qualcomm alone
with nearly 100,000 non-exploited vulnerability instances in 2021-a reflection of this
many-to-many relationship rather than an indication that Qualcomm accounts for
an impossible proportion of all vulnerabilities. This enriched analysis not only con-
firms the higher exploitation rates among widely used vendors but also provides a
detailed timeline perspective. Such insights are critical for understanding how ex-
ploitation patterns evolve over time, thereby enabling better anticipation of future
trends and targeted mitigation strategies.

4.2.5.2 Comparative Analysis of Non-Exploited CVEs

To provide a more comprehensive view of the vulnerability landscape, we extended
our analysis to examine non-exploited CVEs across top vendors. Figure 4.22 illus-
trates the annual distribution of non-exploited CVEs for the top 10 vendors from
1999 to 2024.
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FIGURE 4.22: Timeline of non-exploited CVEs for the top 10 vendors.
The line chart depicts annual non-exploited CVE counts, revealing
significant patterns in vulnerability disclosure and exploitation po-

tential.

Insights from Non-Exploited CVEs Timeline Analysis When comparing the
patterns of non-exploited vulnerabilities with exploited ones, several revealing in-
sights emerge:

• Extraordinary Vulnerability Volumes: Qualcomm exhibits an exceptional pat-
tern with a dramatic spike in non-exploited CVEs during 2021, reaching ap-
proximately 100,000 vulnerabilitiesâĂŤa scale vastly exceeding all other ven-
dors. This anomalous peak, followed by sustained high numbers in 2022-2023
(approximately 50,000 vulnerabilities), suggests massive vulnerability disclo-
sure events potentially related to systematic security audits or architectural
reviews rather than typical discovery patterns.

• Secondary Volume Leaders: Intel shows a significant peak of nearly 40,000
non-exploited CVEs in 2020, while Cisco reaches approximately 30,000 in 2022.
These volumes, while substantial, remain significantly below Qualcomm’s un-
precedented levels.

• Exploitation-to-Disclosure Ratio: The comparison between exploited and non-
exploited CVEs reveals that only a small fraction of disclosed vulnerabilities
are actually exploited in the wild. For example, while Microsoft consistently
shows high exploitation numbers (often exceeding 400 exploited CVEs annu-
ally), its non-exploited CVE counts remain relatively moderate compared to
vendors like Qualcomm and Intel.

• Temporal Patterns: Prior to 2017, non-exploited vulnerability counts remained
relatively modest across all vendors (generally below 20,000 annually). The
dramatic increases observed from 2018 onward suggest fundamental shifts
in vulnerability discovery, disclosure practices, or reporting methodologies
rather than actual changes in software security.

• Consistency vs. Volatility: Some vendors (like Apple, Mozilla, and IBM)
show relatively stable patterns of non-exploited CVEs over time, while oth-
ers (particularly Qualcomm, Intel, and Cisco) demonstrate extreme volatility.
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This suggests different approaches to vulnerability management and disclo-
sure among major technology vendors.

The extreme disparity between exploited and non-exploited CVEs, particularly
for vendors like Qualcomm, raises important questions about vulnerability prior-
itization. While the sheer volume of non-exploited vulnerabilities might suggest
effective security controls preventing exploitation, it more likely reflects the reality
that most vulnerabilities, despite being theoretically exploitable, lack the technical
feasibility, attacker motivation, or accessibility required for practical exploitation
in real-world scenarios. This comparative analysis provides security practitioners
with crucial context for vulnerability prioritization, suggesting that raw vulnerabil-
ity counts alone offer limited insight into actual security risk. Instead, exploitation
likelihoodâĂŤinfluenced by factors such as ease of exploitation, attacker motivation,
and security control effectivenessâĂŤmay serve as a more meaningful metric for se-
curity resource allocation.

4.2.6 Deep Dive into CVEs with High Exploits

To gain a deeper understanding of critical vulnerabilities, it is important to focus
on CVEs with a high number of associated exploits as shown in Figure (4.16). This
involves exploring details like descriptions and information from resources such as
the Open Source Vulnerability Database (OSVDB).

4.2.6.1 CVE with more than 13 exploits

For the sake of simplicity, we will analyze the CVEs with more than 13 exploits as
shown in (Table 4.10).

CVE ID Exploit Related CVE Related
Exploits Exploit Date Author Platform Type CVSS Score Reserved Date CWE

CVE-2004-0067 14 2004-01-12 JeiAR PHP WebApps 4.3 2004-01-14 CWE-79
CVE-2004-1925 15 2004-04-12 JeiAR PHP WebApps 7.5 2005-05-04 CWE-89
CVE-2006-4889 21 2006-09-12 SHiKaA,ThE LeO PHP WebApps 5.1 2006-09-19 NA
CVE-2006-4985 22 2006-09-22 HACKERS PAL PHP WebApps 4.3 2006-09-25 CWE-79
CVE-2006-5190 17 2006-10-04 lostmon PHP WebApps 4.3 2006-10-06 NA
CVE-2006-5911 38 2007-05-08 anonymous PHP WebApps 7.5 2006-11-15 NA
CVE-2007-0182 28 2007-01-09 IbnuSina PHP WebApps 7.5 2007-01-10 NA
CVE-2007-0900 16 2007-02-12 K-159 PHP WebApps 7.5 2007-02-13 NA
CVE-2008-6543 36 2008-03-24 ZoRLu PHP WebApps 7.5 2009-03-29 CWE-94
CVE-2012-1199 38 2012-02-11 indoushka PHP WebApps 7.5 2012-02-17 CWE-94
CVE-2014-7910 14 Multiple Multiple Multiple Multiple 7.5 2014-10-06 NA

TABLE 4.10: CVEs with their number of exploits, CVSS scores, and
relevant dates.

We have total of 11 CVEs with more than 13 exploits. 10 CVEs are sharing the
same characteristics, they target the same software using multi-entry points and/or
files, except The CVE-2014-7910 vulnerability, also known as "Shellshock," which is a
high-severity security flaw in the GNU Bash (Bourne Again Shell). This vulnerability
allows attackers to execute arbitrary commands on vulnerable systems by crafting
malicious environment variables. In the appendix D, a summary of the 14 different
exploits associated with CVE-2014-7910. These exploits are various methods for
taking advantage of the "Shellshock" vulnerability in different environments and
applications, ranging from web servers to hardware devices. Each exploit varies
based on the platform it targets (e.g., CGI, Linux, hardware) and the way the payload
is delivered (e.g., Metasploit modules, scripts). The common theme among these
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exploits is the manipulation of environment variables in Bash, which can trigger
unintended command execution if the system is vulnerable to Shellshock. Proper
patching and security measures, such as updating the Bash version to a patched
one, are critical in mitigating these risks.

By analyzing the remaining 10 CVEs, for instance, the one with 38 exploits is
interesting. CVE-2012-1199 has 38 associated exploits. Key columns for analysis
will be all important features in ExploitDB except columns like port, tags, aliases,
screenshot_url, and application_url which contain null values and can be disregarded
for this analysis.

To analyze the variations among the exploits, we first group by different at-
tributes such as description, author, type, and platform. Each record in the dataset
represents a unique combination of these attributes. The common attributes for all
records are:

• Description: All records describe vulnerabilities in "Basic Analysis and Secu-
rity Engine (BASE) 1.4.5".

• Author: All records are authored by "indoushka".

• Type: All records are classified as "webapps".

• Date added, date published, and date updated: All records are added and
published on the same date, 11th February 2012. However, 31 records were
updated on 10th April 2015 and 7 records were updated on 14th April 2015.

• Verified: All exploits have been verified.

• Platform: All records target the "php" platform.

• Codes: All records share the same CVE (CVE-2012-1199) but have different
OSVDB identifiers.

By analyzing the differences in the OSVDB identifiers within the codes column,
we can understand variations in vulnerability details. The dataset contains a variety
of OSVDB identifiers associated with CVE-2012-1199.

Since direct access to OSVDB is no longer available due to its shutdown in April
2016, we use MITRE CVE source map for OSVDB to check the differences in the
OSVDB IDs mentioned above. However, the above-mentioned IDs are not available
in the MITRE list, suggesting that they might have been deleted or merged. The
numeric parts of the OSVDB IDs (ranging from 79511 to 79550) suggest they might
be sequential, indicating entries created around the same time, potentially related to
the same vulnerability but with slight variations.

Further analysis of the exploit descriptions reveals subtle differences in the text.
Each description follows a similar structure, mentioning "Basic Analysis and Secu-
rity Engine (BASE) 1.4.5" followed by a specific file path and the type of vulnerability,
which is "Remote File Inclusion".

Key Observations:

1. Common Pattern:

• All descriptions mention "Basic Analysis and Security Engine (BASE) 1.4.5"
product.

• The type of vulnerability mentioned in all descriptions is "Remote File
Inclusion".

https://www.csoonline.com/article/555635/open-source-vulnerabilities-database-shuts-down.html
https://www.csoonline.com/article/555635/open-source-vulnerabilities-database-shuts-down.html
https://cve.mitre.org/data/refs/refmap/source-OSVDB.html
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2. Different File Paths:

• Each description points to a different file within the BASE application.
• The file paths include files in various directories like /admin, /help, /in-

cludes, /setup, etc.

3. Parameter for Inclusion:

• Most descriptions mention ?base_path as the parameter used for the file
inclusion vulnerability.

• There are a few exceptions with different parameters such as ?GLOB-
ALS[user_session_path] and ?ado_inc_PHP.

Going into a detailed comparison and analysis of the descriptions of vulnerabil-
ities in the Basic Analysis and Security Engine (BASE) 1.4.5 from the CVE database
and Exploit DB as outlined in the appendix (A), we observe the following:

• The CVE description mentioned 42 entry points, while the exploit DB men-
tioned only 38 ones, however, all paths are matched regardless of the query ?
used except one item (number 26 the appendix (A) admin/base_roleadmin.php).

• Both sources highlight the remote file inclusion vulnerabilities in various PHP
files of BASE 1.4.5.

• The CVE database provides a more structured and exhaustive list of the af-
fected files.

• Exploit DB descriptions corroborate the CVE database entries, confirming the
vulnerabilities but with more details regarding the affected entry points.

• These vulnerabilities stem from improper handling of input parameters related
to file inclusions.

• The risk is significant, as remote file inclusion can lead to the execution of
arbitrary PHP code, compromising the server.

This analysis underscores the importance of addressing remote file inclusion vul-
nerabilities in BASE 1.4.5.

We have conducted an analysis of multiple CVEs with a high number of
associated exploits, for instance, CVE-2008-6543, which has 36 exploits.
Our findings reveal a consistent pattern: these CVEs exhibit multiple en-
tries or techniques that can be employed to exploit one or more systems.
This characteristic answers the question of Why do these CVEs have
multiple exploits. More examples are in the appendix C which implies
our analysis.

The observed pattern of a small number of CVEs attracting a disproportionately
high number of exploits supports Allodi’s [8] research on the heavy-tailed distribu-
tion in vulnerability exploitation. Our findings, particularly the 11 CVEs with more
than 13 exploits each, exemplify his observation that certain vulnerabilities attract
significantly more attention from attackers, creating exploitation hotspots that war-
rant special attention in security prioritization frameworks.

Both the CVE database and Exploit DB provide valuable insights into the scope
and specifics of these vulnerabilities. Addressing these issues comprehensively can
enhance the security posture of applications and prevent potential exploitation by
malicious actors.
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4.2.6.2 CVE with 10 to 13 exploits

By using the same approach above, we have decided to go further to CVEs with
10 to 13 exploits, to find out if they share or have the common characteristics as
above. The number of CVEs which have between 10 and 13 exploits are 23 CVEs.
We analyzed it for consistency in author, type, platform, and description across their
associated exploits, as well as similarity to the CVE description and the techniques
used in exploitation.

Out of the 23 CVEs analyzed:

• 14 CVEs (60.87%) show high consistency in their exploit characteristics and
descriptions.

• 9 CVEs (39.13%) show more variation, often due to:

– Multiple authors contributing exploits

– Different platforms being targeted

– Varying approaches to exploiting the same vulnerability

Consistent

60.87%

Varied

39.13%

FIGURE 4.23: Distribution of CVE Consistency

This analysis reveals that a majority of the examined CVEs (60.87%) demonstrate
high consistency in their associated exploits’ characteristics and descriptions. This
consistency suggests a focused approach to vulnerability exploitation, often by a
single author or team targeting a specific platform or application.

However, a significant portion (39.13%) of the CVEs show more diversity in their
exploits. This variability could indicate:

• The consistency in characteristics is decreased when the number of exploits
per CVE decreases as well. More examples are in Appendix (C.2) which im-
plies our analysis.

• Broader impact of the vulnerability across different systems or platforms

• Greater interest from the security community, resulting in multiple researchers
developing exploits

• More complex vulnerabilities that can be exploited through various methods
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These findings highlight the diverse nature of vulnerability exploitation and un-
derscore the importance of comprehensive security strategies that account for po-
tential variations in exploit characteristics, even within a single CVE.

This comprehensive analysis of multiple CVEs and their associated exploits re-
veals several key patterns and insights:

1. Authorship Patterns: Some CVEs have exploits from multiple authors, indi-
cating widespread interest or a collaborative effort in the security community.
Others have all exploits from a single author, suggesting focused research or
specialized knowledge.

2. Platform Diversity: While many web application vulnerabilities are consis-
tently targeted on PHP platforms, system-level vulnerabilities often have ex-
ploits across multiple operating systems, reflecting the diverse environments
in which these vulnerabilities exist.

3. Exploit Specificity: Even within a single CVE, exploits often target different
specific files, parameters, or system components. This highlights the complex-
ity of many vulnerabilities and the multiple attack vectors they may present.

4. Consistency in Exploit Types: For most CVEs, the type of exploit (e.g., local,
remote, web application) is consistent across all associated exploits, reflecting
the nature of the underlying vulnerability.

5. Evolution of Exploits: In some cases, especially for more severe or widespread
vulnerabilities, we see an evolution of exploits over time, with later exploits
often being more sophisticated or targeting specific environments.

6. Vendor Involvement: In at least one case (CVE-2010-4120), we see the vendor
(IBM) producing all the exploits, likely as part of their security research and
patching process.

7. Exploit Frameworks: The recurring mention of Metasploit in several CVEs
underscores the importance of exploit frameworks in vulnerability research
and penetration testing.

These findings underscore the dynamic and diverse nature of exploit develop-
ment in response to discovered vulnerabilities. They highlight the importance of
comprehensive security strategies that account for multiple attack vectors, even when
dealing with a single vulnerability. Furthermore, the analysis emphasizes the value
of the security community’s collaborative efforts in identifying and addressing vul-
nerabilities across diverse systems and platforms.
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Key Insights from Exploit Analysis

1. Exploit Trends and Verification:

• Significant increase in exploit publications from 1988-2020, followed by
a decline in 2021-2024

• Verified exploits (18,273) outnumber unverified ones (3,858), with veri-
fication most common for web applications (9,937 verified webapps ex-
ploits)

• The decline in recent years may indicate improved security practices,
shifting attack patterns, or limitations in public reporting

2. Exploitation Distribution Patterns:

• 87.63% of exploited vulnerabilities (19,392 CVEs) have a single exploit,
while 12.37% (2,738 CVEs) have multiple exploits

• Web application vulnerabilities dominate the exploit landscape (12,520
exploits), followed by remote (3,821) and denial of service (3,764) ex-
ploits

• Only 11 CVEs have more than 13 associated exploits, exemplifying Al-
lodi’s heavy-tailed distribution in vulnerability exploitation

3. Vendor Exploitation Rates:

• Microsoft shows the highest exploitation rate (9.13%) among major ven-
dors, followed by Linux (7.65%) and Apple (6.37%)

• Enterprise-focused vendors experience higher exploitation rates com-
pared to consumer-focused vendors

• Exploitation rates correlate with market presence and attack surface
size, with widely deployed systems attracting more attention from at-
tackers

4. Multiple-Exploit Vulnerability Patterns:

• CVEs with high exploit counts (10+ exploits) predominantly target web
applications (60.87% show high consistency in author, platform, and
techniques)

• Multi-exploit vulnerabilities often involve multiple entry points in the
same application (e.g., remote file inclusion vulnerabilities in different
files)

• The consistency in exploit characteristics decreases as the number of
exploits per CVE decreases, suggesting more focused exploitation for
highly targeted vulnerabilities
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4.3 Patches

Patches represent the remediation component of vulnerability management, provid-
ing fixes for identified security issues. This section examines the characteristics and
distribution of patches, focusing on Microsoft’s approach to vulnerability remedi-
ation. While the temporal relationships between vulnerability disclosure, exploita-
tion, and patching will be analyzed in depth in Chapter 5, this section focuses on the
static characteristics of patches, including their distribution across product families,
vulnerability types addressed, and related trends.

4.3.1 Microsoft Security Response Center (MSRC) CVRF

The Microsoft Security Response Center (MSRC) uses the Common Vulnerability
Reporting Framework (CVRF) as a standardized framework to publish security up-
dates and patches. The CVRF is released on a monthly basis, typically referred to as
"Patch Tuesday," and may encompass multiple releases and updates within a single
CVRF document. This approach ensures a comprehensive and coordinated update
process to address various vulnerabilities.

To April 2024, Microsoft-related vulnerabilities account for a total of 19,620 CVEs.
Of these, 6,335 CVEs (32%) were identified before 2016, while 13,285 CVEs (68%)
emerged after 2016, based on CPE text matching with the CVE database. Since 2016,
Microsoft has patched a total of 9,981 CVEs through its MSRC CVRFs, with 95 CVEs
(1%) of these originating before 2016.

The total number of releases (CVRFs) are 96 which handled and remediated 9,981
CVEs. These reports have been systematically released since 2016, reflecting Mi-
crosoft’s commitment to transparency and security.

4.3.2 Distribution of Patches Across Microsoft Product Families

Understanding which Microsoft product families receive the most patches provides
valuable insights into the security landscape of Microsoft’s ecosystem. Figure 4.25
presents the top 15 Microsoft product families by the number of patched vulnerabil-
ities.

The creation of these subsets enables both broad pattern analysis across large
vulnerability populations and focused examination of complete lifecycles where all
events (disclosure, exploitation, and patching) are documented.

For the analysis of vulnerability distribution across Microsoft product families,
we utilized data exclusively from the MSRC patched CVEs dataset (9,981 CVEs from
2016 to April 2024). This methodological choice was made because comprehensive
product information was consistently available within the MSRC dataset, whereas
when referencing the CPE information from the CVE-V5 database, we discovered
that 3,054 of these patched CVEs (approximately 30.6%) had no associated CPE in-
formation.
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FIGURE 4.24: Data processing workflow for product family vulnera-
bility analysis

The data processing workflow for this analysis is illustrated in Figure 4.24.
It is crucial to understand that the vulnerability counts presented in Figure 4.25

represent the number of patched vulnerabilities that affected each product family,
not the number of unique CVEs. A single CVE may affect multiple Microsoft prod-
ucts or product families simultaneously. This many-to-many relationship between
vulnerabilities and products explains why the cumulative count across all product
families (47,211) significantly exceeds the total number of unique patched CVEs
(9,981). For example, a single memory corruption vulnerability might affect both
Windows and Office if they share a common component.
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This same methodological consideration applies to the severity distribution anal-
ysis presented in Figure 4.30, where the vulnerability counts for each product family
similarly reflect instances of affected products rather than unique CVEs.

FIGURE 4.25: Top 15 Microsoft Product Families by Number of
Patched Vulnerabilities

For the analysis of vulnerability distribution across Microsoft product families,
we utilized data exclusively from the MSRC patched CVEs dataset (9,981 CVEs from
2016 to April 2024). This methodological choice was made because comprehensive
product information was consistently available within the MSRC dataset, whereas
when referencing the CPE information from the CVE-V5 database, we discovered
that 3,054 of these patched CVEs (approximately 30.6%) had no associated CPE in-
formation.

It is crucial to understand that the vulnerability counts presented in Figure 4.25
represent the number of patched vulnerabilities that affected each product family,
not the number of unique CVEs. A single CVE may affect multiple Microsoft prod-
ucts or product families simultaneously. This many-to-many relationship between
vulnerabilities and products explains why the cumulative count across all product
families (47,211) significantly exceeds the total number of unique patched CVEs
(9,981). For example, a single memory corruption vulnerability might affect both
Windows and Office if they share a common component.

Microsoft Office leads with 6,342 patched vulnerabilities, significantly ahead of
other product families. Windows and Microsoft .NET follow with 4,869 and 4,867
patched CVEs respectively, while Microsoft 365 accounts for 4,739 patched CVEs.
This distribution reflects both the complexity and ubiquity of these products in en-
terprise environments, as well as their attractiveness as targets for threat actors.

The prominent position of Microsoft Office is particularly noteworthy, with nearly
30% more vulnerabilities than Windows. This may be attributed to Office’s complex
feature set, frequent updates, extensive legacy codebase, and its role as a common at-
tack vector through document-based threats. Additionally, Office represents a fam-
ily of products (Word, Excel, PowerPoint, etc.), each with its own attack surface.
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Microsoft’s cloud and web-oriented services also feature prominently, with Azure
(3,867 patched CVEs) and Microsoft Edge (3,507 patched CVEs) ranking high in vul-
nerability counts. This reflects the growing importance of these platforms in Mi-
crosoft’s product strategy and the security challenges inherent in cloud and browser
technologies.

Enterprise collaboration tools are also significant sources of vulnerabilities, with
SharePoint accounting for 2,580 patched CVEs and Microsoft SharePoint for an ad-
ditional 2,430 patched CVEs. The distribution suggests a substantial concentration
of security issues in collaboration platforms, which typically involve complex inter-
actions between multiple components and users.

4.3.3 Common Weakness Types Addressed by Patches

Analyzing the types of weaknesses addressed by Microsoft patches provides in-
sights into the nature of security issues most commonly remediated. Figure 4.27
illustrates the top 10 Common Weakness Enumerations (CWEs) addressed by Mi-
crosoft patches.

For the analysis of Common Weakness Enumeration (CWE) distribution in Mi-
crosoft patches, we merged the MSRC dataset with the comprehensive CVE-V5 database
to obtain CWE information for patched vulnerabilities. It is important to note that
4,607 CVEs (approximately 46.2%) from the MSRC patched dataset had no associ-
ated CWE information in the CVE-V5 database. Our analysis therefore focuses on
the remaining 5,374 CVEs that have identifiable CWE classifications.

Additionally, we should be aware that the frequency counts in Figure 4.27 may
include duplications, as some CVEs are associated with multiple CWEs. This means
that while we analyzed 5,374 unique CVEs with CWE information, the total count
of CWE instances is higher due to these many-to-one relationships between CWEs
and CVEs.
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FIGURE 4.26: Data processing workflow for CWE distribution analy-
sis

The data processing workflow for this analysis is illustrated in Figure 4.26.

FIGURE 4.27: Top 10 CWEs by Number of Microsoft Patches
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For the analysis of Common Weakness Enumeration (CWE) distribution in Mi-
crosoft patches, we merged the MSRC dataset with the comprehensive CVE-V5 database
to obtain CWE information for patched vulnerabilities. It is important to note that
4,607 CVEs (approximately 46.2%) from the MSRC patched dataset had no associ-
ated CWE information in the CVE-V5 database. Our analysis therefore focuses on
the remaining 5,374 CVEs that have identifiable CWE classifications.

Additionally, we should be aware that the frequency counts in Figure 4.27 may
include duplications, as some CVEs are associated with multiple CWEs. This means
that while we analyzed 5,374 unique CVEs with CWE information, the total count
of CWE instances is higher due to these many-to-one relationships between CWEs
and CVEs.

The most prevalent vulnerability weakness type addressed by Microsoft patches
is CWE-787 (Out-of-bounds Write) with 771 CVEs patched, followed by CWE-416
(Use After Free) with 600 CVEs patched, and CWE-119 (Improper Restriction of Op-
erations within the Bounds of a Memory Buffer) with 474 CVEs patched. This distri-
bution reveals a significant concentration of memory safety issues among Microsoft
products, accounting for a substantial portion of patched vulnerabilities. Other
prominent vulnerability weakness types include CWE-200 (Exposure of Sensitive
Information to an Unauthorized Actor) with 432 CVEs patched and CWE-20 (Im-
proper Input Validation) with 302 CVEs patched.

The predominance of memory safety issues (CWE-787, CWE-416, CWE-119, CWE-
125) among the top vulnerabilities is particularly noteworthy, exemplifying Ander-
son’s [11] economic analysis of cybersecurity incentives. The prevalence of these
issues supports his argument that fundamental architectural security improvements
often face economic barriers, as addressing memory safety at its root requires sub-
stantial investment in redesigning core components, with benefits realized only over
extended timeframes. Collectively, these memory-related weaknesses account for
2,069 patched CVEs, approximately 20.7% of all Microsoft patched CVEs analyzed.

This concentration of memory safety vulnerabilities aligns with Meunier’s [102]
observation that vulnerabilities often exist simultaneously at multiple abstraction
levels, making them particularly resistant to comprehensive remediation. The per-
sistence of these vulnerability types, despite awareness of their existence, reflects
the "technical debt" phenomenon described by Akhoundali et al. [4], where founda-
tional weaknesses continue to manifest despite efforts to address them.

Web-related vulnerabilities are also notable, with CWE-79 (Improper Neutral-
ization of Input During Web Page Generation) accounting for 262 CVEs patched.
This reflects the security challenges inherent in Microsoft’s web-focused products
and services. The prominence of privilege and authorization issues, represented by
CWE-269 (Improper Privilege Management) with 186 CVEs patched, underscores
the critical nature of access control in Microsoft’s extensive product ecosystem, which
often operates in enterprise environments with complex permission structures.

4.3.4 Evolution of CWE addressed by Patches

Further analysis of how the top CWEs have evolved over time provides additional
context to Microsoft’s security priorities and challenges. Figure 4.28 shows the yearly
trends for the five most common CWEs in Microsoft patched vulnerabilities.
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FIGURE 4.28: Trends of Top 5 CWE Patches Over Time

The temporal evolution of these top CWEs reveals several important patterns.
Most notably, CWE-119 (Improper Restriction of Operations within Memory Buffer)
showed an early peak in 2017 with approximately 250 patched CVEs, followed by
a dramatic decline in subsequent years. This pattern suggests successful mitigation
strategies or architectural changes that significantly reduced the occurrence of this
particular vulnerability class over time.

CWE-416 (Use After Free) exhibited minimal presence from 2016 to 2020, but
then showed a dramatic rise in 2021 and peaked in 2022 with approximately 240
patched CVEs, before declining in 2023 and 2024. This sudden emergence and sub-
sequent decline suggests a focused period of identification and remediation for this
specific vulnerability type, potentially due to increased scrutiny or detection capa-
bilities during this timeframe.

CWE-787 (Out-of-bounds Write) showed a different pattern, emerging signifi-
cantly in 2018 with about 150 patched CVEs and maintaining a relatively consistent
presence through 2022, before declining in 2023. This sustained presence indicates
a persistent challenge in addressing this type of memory safety issue over multiple
years.

CWE-200 (Exposure of Sensitive Information) showed an early peak in 2017 with
approximately 180 patched CVEs, followed by fluctuating but generally decreasing
numbers in subsequent years. This suggests early identification and prioritization of
information disclosure vulnerabilities, with continued monitoring and remediation.

CWE-20 (Improper Input Validation) shows moderate fluctuations throughout
the analysis period, with peaks in 2017, 2019, and 2023. The recurrent nature of this
vulnerability type underscores the persistent challenge of secure input handling in
complex software systems.

These diverse temporal patterns indicate that different vulnerability classes fol-
low distinct lifecycles, with some showing rapid emergence and resolution (CWE-
119, CWE-416), while others persist consistently over time (CWE-787). The varia-
tions may reflect Microsoft’s evolving security priorities, improvements in detection
capabilities, changes in development practices, or shifts in attacker methodologies.
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The decline observed across most CWE types in 2023-2024 aligns with the overall re-
duction in patches during that period, potentially indicating broader improvements
in Microsoft’s secure development lifecycle.

4.3.4.1 Comparative Analysis: Microsoft vs. Overall Vulnerability Landscape

A comparative analysis between the distribution of CWEs in Microsoft patches and
the overall distribution of CWEs across all CVEs provides valuable insights into how
Microsoft’s security priorities align with broader industry vulnerability trends. Ta-
ble 4.11 presents this comparison for the top 10 CWEs in each category.

TABLE 4.11: Comparison of Top CWE Rankings: Microsoft Patches
vs. All CVEs

CWE Weakness Type MS Rank MS Count Overall Rank Overall Count
CWE-787 Out-of-bounds Write 1 771 5 10,183
CWE-416 Use After Free 2 600 10 4,141
CWE-119 Memory Buffer Restriction 3 474 2 11,906
CWE-200 Information Exposure 4 432 6 7,852
CWE-20 Improper Input Validation 5 302 4 10,446
CWE-79 Cross-site Scripting 6 262 1 26,728

CWE-269 Improper Privilege Management 7 186 - -
CWE-125 Out-of-bounds Read 8 224 8 5,866
CWE-362 Concurrent Execution Issues 9 172 - -
CWE-476 NULL Pointer Dereference 10 139 - -
CWE-89 SQL Injection - - 3 11,356
CWE-22 Path Traversal - - 7 5,902

CWE-352 Cross-Site Request Forgery - - 9 5,630

The analysis reveals significant differences in CWE prioritization between Mi-
crosoft patches and the general vulnerability ecosystem. Out of the top 10 CWEs
addressed in Microsoft patches and the top 10 CWEs across all vulnerabilities, 7
CWEs appear in both lists (70% overlap), indicating substantial but not complete
alignment between Microsoft’s focus areas and the broader vulnerability landscape.

Microsoft places significantly higher emphasis on memory safety issues com-
pared to the general vulnerability landscape. Memory-related weaknesses (CWE-
787, CWE-416, CWE-119, CWE-125) account for 58.1% of Microsoft’s top 10 patched
vulnerabilities, compared to 32.1% across all CVEs as outlined in Figure 4.29. This
pronounced focus highlights Microsoft’s recognition of memory safety as a critical
security concern in their products, particularly important given the prevalence of
legacy code and system-level software in their ecosystem.
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FIGURE 4.29: Comparative Distribution of Memory Safety vs. Web
Vulnerabilities
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Conversely, Microsoft’s patches show considerably less focus on web application
vulnerabilities compared to the industry average. Web vulnerabilities like Cross-site
Scripting (CWE-79) and SQL Injection (CWE-89) represent only 7.4% of Microsoft’s
top 10 patched vulnerabilities, despite constituting 38.1% of vulnerabilities across all
CVEs. Most notably, while CWE-79 (Cross-site Scripting) ranks as the most common
weakness overall with 26,728 instances, it appears only sixth in Microsoft’s patching
priorities with 262 patches.

Microsoft’s patch distribution includes three CWEs in its top 10 that do not ap-
pear in the overall top 10: Improper Privilege Management (CWE-269), Concur-
rent Execution Issues (CWE-362), and NULL Pointer Dereference (CWE-476). These
Microsoft-specific priorities likely reflect the peculiarities of their software archi-
tecture and the critical nature of privilege management in enterprise environments
where their products predominate.

Significantly, SQL Injection (CWE-89), which ranks third in overall prevalence
with 11,356 instances, does not appear in Microsoft’s top 10 patched vulnerabilities.
Similarly, Path Traversal (CWE-22) and Cross-Site Request Forgery (CWE-352) are
common in the general ecosystem but absent from Microsoft’s top patching priori-
ties. This suggests either lower incidence of these vulnerability types in Microsoft
products or potential gaps in addressing certain vulnerability classes.

These differences highlight Microsoft’s targeted approach to vulnerability man-
agement, with an emphasis on issues that pose the highest risk to their specific prod-
uct ecosystem. Microsoft’s security priorities appear driven more by the potential
impact of vulnerabilities in their specific software ecosystem than by the general
prevalence of vulnerability types across the industry. This observation aligns with
research by Tenable [150] regarding the importance of vendor-specific vulnerability
analysis for accurate risk assessment.

4.3.5 Severity Distribution of Patched Vulnerabilities

The severity distribution of patched vulnerabilities offers insights into Microsoft’s
prioritization strategies and the overall risk landscape. Figure 4.30 illustrates the
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severity distribution across Microsoft’s top product families.

FIGURE 4.30: Severity Distribution of Patched Vulnerabilities for Top
5 Product Families

This severity distribution analysis uses the same dataset described above for
product family distribution, where a single CVE may affect multiple products si-
multaneously. The vulnerability counts for each product family reflect instances of
affected products rather than unique CVEs.

The severity distribution reveals that High severity vulnerabilities constitute the
largest proportion of patched security issues across all major product families. This
pattern is particularly pronounced in Microsoft Office, Windows, Microsoft 365, and
Microsoft .NET, where High severity vulnerabilities account for approximately 60-
70% of all patched vulnerabilities.

Medium severity vulnerabilities represent the second most common category
for Windows, Microsoft 365, and Microsoft .NET, while Low severity vulnerabili-
ties take this position for Microsoft Office. This variance might reflect different risk
profiles across these product families.

Azure exhibits a notably different distribution pattern, with a much higher pro-
portion of Low severity vulnerabilities compared to other product families. This
distinct profile could reflect Azure’s cloud-native architecture, which potentially in-
corporates more modern security practices from inception.

Critical vulnerabilities, represented by the thin green segments at the left of each
bar, constitute a very small fraction of the total vulnerabilities across all product fam-
ilies. Their relative rarity (less than 5% in all cases) suggests that Microsoft’s secure
development lifecycle is generally effective at preventing the most severe security
issues.

4.3.6 Exploited CVEs in Microsoft and Differences with Exploit DB

In analyzing the relationship between vulnerabilities and their exploitation status,
we identified significant discrepancies between the exploitation data reported by
Microsoft and that available in the Exploit Database (Exploit DB).
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According to Microsoft Security Response Center (MSRC) data, the number of
CVEs with patches and associated exploits is relatively small, with 124 CVEs being
reported as exploited. Conversely, Exploit DB, which is considered a comprehen-
sive and unbiased source, lists 468 CVEs associated with Microsoft products that
have been exploited. This significant discrepancy requires a thorough examination
to ensure the accuracy and reliability of vulnerability exploitation analysis.

4.3.6.1 Exploitation Reporting Statistics:

• Total CVEs with Exploits Reported by Microsoft:

– Number of CVEs reported as exploited by Microsoft: 124

• Exploited CVEs in Microsoft but Not Listed in Exploit DB:

– Number of CVEs exploited as per Microsoft but not present in Exploit DB:
105, such as CVE-2018-8373.

• Exploited CVEs Listed in Exploit DB but Not Reported by Microsoft:

– Number of CVEs with records in Exploit DB: 468

– Number of CVEs with records in Exploit DB and reported as exploited by
Microsoft: 29

– Number of CVEs not reported as exploited by Microsoft but present in
Exploit DB: 439

• Total Patched and Exploited CVEs:

– Total number of CVEs patched and exploited: 415

– Number of patched CVEs not reported as exploited by Microsoft: 396,
such as CVE-2019-0612

– Number of patched and exploited CVEs according to both Microsoft and
Exploit DB: 19

4.3.6.2 Factors Contributing to Reporting Disparities:

Several factors may contribute to these significant differences in exploitation report-
ing:

• Bias and Commercial Interests: Microsoft may have commercial or reputa-
tional reasons to report lower numbers of exploited CVEs. Conversely, Exploit
DB, as an independent entity, is likely free from such biases.

• Multi-Vendor CVEs: In many cases, a single CVE can affect multiple vendors.
If an exploit targets a different vendor, Microsoft might not classify it as an
exploited CVE, leading to discrepancies between the two data sets.

• Update Frequency: Microsoft’s exploitation index is updated periodically and
may not capture the latest exploitation incidents, whereas Exploit DB is up-
dated continuously with contributions from the cybersecurity community.
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These discrepancies highlight the importance of using multiple sources when an-
alyzing vulnerability exploitation patterns. Relying solely on vendor-reported data
may provide an incomplete picture of the true exploitation landscape. By cross-
referencing vendor reports with independent databases like Exploit DB, security re-
searchers and practitioners can develop a more comprehensive understanding of
which vulnerabilities are being actively exploited in the wild.
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Key Insights from Patch Analysis

1. Product-Specific Vulnerability Concentrations:

• Microsoft Office leads with 6,342 patched vulnerabilities, significantly
ahead of Windows (4,869) and .NET (4,867), challenging assumptions
that operating systems represent the most vulnerable components

• Enterprise products and services (SharePoint, Exchange, SQL Server)
collectively account for a substantial portion of patched vulnerabilities,
reflecting their complex attack surfaces

• Cloud and collaboration platforms (Azure, SharePoint) show grow-
ing vulnerability counts, highlighting the security challenges in rapidly
evolving service architectures

2. Weakness Type Distribution in Patches:

• Memory safety issues (CWE-787, CWE-416, CWE-119, CWE-125) col-
lectively account for 2,069 patched CVEs (20.7% of all analyzed CVEs),
demonstrating persistent challenges in memory management

• Information disclosure (CWE-200) and input validation (CWE-20) vul-
nerabilities remain significant, highlighting ongoing challenges in se-
cure data handling and input processing

• Privilege management issues (CWE-269) feature prominently, reflecting
the complexity of access control in enterprise environments

3. Temporal Evolution of CWE Patches:

• Different vulnerability classes follow distinct lifecycles, with some
showing rapid emergence and resolution (CWE-119, CWE-416) while
others persist consistently (CWE-787)

• CWE-416 (Use After Free) showed a dramatic rise in 2021-2022 after
minimal presence in previous years, suggesting focused identification
and remediation efforts

• The decline across most CWE types in 2023-2024 may indicate improve-
ments in Microsoft’s secure development practices

4. Exploitation Reporting Discrepancies:

• Significant discrepancy between Microsoft-reported exploited CVEs
(124) and Exploit DB records (468) highlights the importance of cross-
referencing multiple sources

• Only 19 CVEs are reported as exploited in both sources, with 439 CVEs
in Exploit DB not acknowledged as exploited by Microsoft

• These disparities underscore potential limitations in vendor trans-
parency and the value of independent vulnerability tracking

The analysis of Microsoft’s patch distribution provides valuable insights into the
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security landscape of their product ecosystem. The findings reveal that vulnerabil-
ities are not evenly distributed across products, with Office, Windows, and .NET
accounting for the largest shares. Memory safety issues represent a significant chal-
lenge, constituting over 20% of patched vulnerabilities. The temporal evolution of
different vulnerability types shows distinct lifecycle patterns, suggesting evolving
security priorities and improvements in certain areas.

The significant disparities in exploitation reporting between Microsoft and in-
dependent sources underscore the importance of using multiple data sources when
analyzing vulnerability exploitation patterns. By combining insights from vendor
reports and independent databases, security practitioners can develop a more com-
prehensive understanding of the true exploitation landscape.

The detailed temporal analysis of patching timelines, including the relationships
between vulnerability disclosure, exploitation, and patch release, will be explored in
Chapter 5. This upcoming analysis will provide deeper insights into the efficiency
of Microsoft’s vulnerability management processes and the evolving dynamics be-
tween attackers and defenders in the security landscape.

4.4 Summary

This chapter has provided a comprehensive exploratory data analysis of Common
Vulnerabilities and Exposures (CVEs) and their associated exploits. Through the
examination of over 246,000 CVE entries and 46,494 exploit records, we have uncov-
ered significant patterns and trends that illuminate the current state of the cyberse-
curity landscape.

Our analysis reveals a dramatic increase in vulnerability disclosures over time,
with a particularly striking 78% increase during the pandemic period (2020-2021).
This acceleration exceeds the consistent 10% annual growth predicted by industry
reports, suggesting that extraordinary circumstances can substantially impact vul-
nerability discovery and reporting rates. The distribution of vulnerabilities across
severity levels shows a predominance of medium-severity issues (50.9%), challeng-
ing assumptions about severity inflation in recent years.

The persistence of specific weakness types, particularly Cross-site Scripting (CWE-
79) which accounts for 15.35% of all mapped weaknesses, demonstrates Meunier’s
[102] observation that vulnerabilities often exist simultaneously at multiple abstrac-
tion levels, making them particularly resistant to comprehensive remediation. Our
analysis of recurring CWEs across multiple years reflects the "technical debt" phe-
nomenon described by Akhoundali et al. [4], where foundational weaknesses con-
tinue to manifest despite awareness of their existence.

The examination of vulnerability complexity through CWE relationships reveals
that while 93% of CVEs have only one associated CWE, the remaining 7% exhibit
more complex patterns with multiple weaknesses. Memory-related vulnerabilities
dominate these multi-CWE relationships, with Out-of-bounds Write (CWE-787) ap-
pearing in 5 of the top 10 CWE pairs and 6 of the top 7 CWE triplets. This indicates
a persistent challenge in addressing memory safety issues in software development.

Our analysis of exploits shows that web application vulnerabilities constitute the
most prevalent exploit type, with 9,937 verified and 2,583 unverified exploits in this
category. The distribution of exploits per CVE follows a heavy-tailed pattern, with
87.63% of exploited vulnerabilities having a single exploit and only 11 CVEs having
more than 13 associated exploits. This pattern supports Allodi’s [8] research on the
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heavy-tailed distribution in vulnerability exploitation, where certain vulnerabilities
attract disproportionate attention from attackers.

Vendor-specific analysis reveals that Microsoft shows the highest exploitation
rate among major vendors at 9.13%, followed by Linux (7.65%) and Apple (6.37%).
This suggests that vendors with larger attack surfaces and enterprise focus experi-
ence higher exploitation rates, a finding that has significant implications for security
prioritization and resource allocation.

The insights gained from this exploratory analysis provide crucial context for the
temporal lifecycle analysis presented in Chapter 5, where we examine the dynamic
relationships between vulnerability disclosure, exploitation, and patching over time.
By establishing the static characteristics and distributions of vulnerabilities and ex-
ploits, this chapter lays the foundation for understanding their complex interactions
throughout their lifecycles, ultimately contributing to more effective security strate-
gies and vulnerability management practices.
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CHAPTER 5
LIFECYCLE ANALYSIS

The lifecycle of vulnerabilities represents a critical dimension in cybersecurity re-
search, encompassing the sequence and timing of key events from vulnerability cre-
ation through discovery, disclosure, exploitation, and remediation. Understanding
these temporal patterns provides essential insights into the effectiveness of security
practices and the dynamics between attackers and defenders. This chapter presents
a methodical examination of vulnerability lifecycles from 2016 to 2024, with partic-
ular focus on Microsoft-related vulnerabilities.

Building upon Frei’s seminal work on vulnerability lifecycles [46], which estab-
lished the foundational framework for understanding the temporal dynamics be-
tween vulnerability events, this analysis extends his methodology with contempo-
rary data and refined statistical approaches. Frei’s model identified five distinct
phases: creation, discovery, disclosure, exploitation, and patch availability. Our re-
search focuses particularly on the measurable relationships between disclosure (as
evidenced by CVE reservation), exploitation (documented in exploit databases), and
patching (through vendor security bulletins).

The investigation addresses several key research questions:

• What are the typical timeframes between vulnerability disclosure and exploita-
tion, and how have these patterns evolved over time?

• How do patch development and deployment timelines relate to exploitation
patterns?

• To what extent does vulnerability severity influence the timing of exploitation
and patching?

• What factors contribute to outlier cases where vulnerabilities remain unpatched
for extended periods?

The analysis integrates multiple datasets to provide comprehensive coverage of
vulnerability lifecycles. These include:

• The CVE Version 5 database, which provides standardized data on vulnerabil-
ity disclosure dates

• The Exploit Database (ExploitDB), documenting public exploits and their pub-
lication dates

• Microsoft Security Response Center (MSRC) data, containing patch release in-
formation for Microsoft-related vulnerabilities
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By examining the temporal relationships between these events, this chapter of-
fers insights into vulnerability management practices, the effectiveness of coordi-
nated disclosure processes, and the challenges of timely remediation. The findings
have significant implications for understanding the dynamics of the "race" between
attackers and defenders, while providing an empirical foundation for improving se-
curity response strategies.

The chapter begins with a framework for temporal analysis, followed by two-
point analyses examining CVE-Exploit and CVE-Patch relationships independently.
It then progresses to a more complex three-point analysis integrating all lifecycle
events across the 415 Microsoft-related vulnerabilities that have been both exploited
and patched. Special attention is given to outlier cases and severity-based differ-
ences, concluding with implications for security practices and recommendations for
vulnerability management.

5.1 Temporal Analysis Framework

The methodological approach to vulnerability lifecycle analysis requires careful con-
sideration of data sources, temporal metrics, and analytical techniques. This section
outlines the framework employed to examine the relationships between key vulner-
ability lifecycle events.

5.1.1 Lifecycle Events Data Considerations

For this analysis, we focused on vulnerabilities disclosed between 2016 and 2024,
using the earliest documented date for each lifecycle event (CVE reservation date,
exploit publication date, and patch release date). For each vulnerability v, we iden-
tified the time of disclosure (tdiscl(v)), which serves as the reference point for sub-
sequent temporal analyses. This approach aligns with methodology established
by Frei [46] while extending it to accommodate contemporary data structures and
sources.

The data used includes non-duplicated exploit records and CVEs from the CVE
Version 5 database, along with patch information from Microsoft’s Security Response
Center (MSRC). As shown in Figure 5.1, which depicts the distribution of vulnera-
bility lifecycle events for Microsoft from 2016 to 2024, these sources provide compre-
hensive coverage of the key temporal events in vulnerability management.
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FIGURE 5.1: Distribution of Vulnerability Lifecycle Events (2016-
2024) for Microsoft.

The methodological approach of analyzing vulnerability lifecycle events from
2016 to 2024 extends Frei’s [46] foundational framework by incorporating a larger,
more contemporary dataset. While Frei established key terminology and relation-
ships between lifecycle events, our temporal analysis provides an updated view of
these dynamics in the modern security landscape. The use of the disclosure time
(tdiscl(v)) as a reference point aligns with Dissanayake’s [37] findings on the signifi-
cance of disclosure timing in vulnerability management workflows.

5.1.2 Temporal Metrics and Statistical Approach

To quantify the timing relationships between lifecycle events, we calculated several
key metrics:

• Time to Exploit (texploit − tdiscl): The time difference between the disclosure of
a vulnerability (typically CVE reservation) and the publication of an exploit.
Positive values indicate the exploit was published after disclosure, while neg-
ative values indicate pre-disclosure exploitation.

• Time to Patch (tpatch − tdiscl): The time difference between disclosure and the
release of a patch addressing the vulnerability. This metric provides insight
into vendor response times.

• Exploit-Patch Gap (tpatch − texploit): The time difference between exploit pub-
lication and patch availability. Negative values indicate that exploitation oc-
curred before patching, representing a critical window of vulnerability.

For each metric, we conducted comprehensive statistical analysis, calculating
central tendency measures (mean, median, mode) to identify typical patterns, along
with dispersion measures (range, standard deviation) to quantify variability. The
use of multiple statistical indicators provides a more nuanced understanding of
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these temporal relationships, addressing limitations in previous studies that often
relied solely on averages.

5.1.3 Dataset Integration and Subsets

The analysis integrates multiple data sources to create a comprehensive view of
vulnerability lifecycles. From the full dataset of 246,422 CVEs and 46,494 exploit
records, we extracted the following key subsets for detailed analysis:

• Exploit Timeline Analysis: Examining the temporal relationship between CVE
reservations and exploit publications for all vulnerabilities in the ExploitDB,
consisting of 22,130 unique CVEs with associated exploits.

• Microsoft Patch Analysis: Analyzing the patching patterns for 9,981 Microsoft-
related CVEs patched since 2016, regardless of exploitation status.

• Complete Lifecycle Analysis: Focusing on 415 Microsoft-related CVEs that
have been both exploited and patched, enabling comprehensive analysis of the
entire vulnerability lifecycle. Within this subset, 391 CVEs are directly related
to Microsoft products, while 24 pertain to third-party software that operates
on Microsoft platforms.

5.1.4 Severity-Based Analysis

Recognizing that vulnerability severity significantly influences management prac-
tices, we stratified our analysis by severity levels (Critical, High, Medium, Low)
based on standardized CVSS scores. This stratification enables identification of severity-
specific patterns in exploitation and patching timelines, providing insights into how
organizations prioritize vulnerability management based on potential impact.

This approach builds upon research by Costa et al. [31], who identified limita-
tions in current severity scoring systems for predicting exploitation patterns. By ex-
amining temporal relationships across different severity levels, we can evaluate the
effectiveness of severity-based prioritization strategies and identify potential mis-
alignments between theoretical risk levels and actual exploitation patterns.

5.1.5 Outlier Analysis

While central tendency measures provide valuable insights into typical patterns,
outlier analysis reveals important edge cases in vulnerability management. We em-
ployed specific thresholds (such as lifecycle differences exceeding 1,000 days) to
identify and analyze outlier cases. This approach aligns with Allodi’s research on
heavy-tailed distributions in vulnerability exploitation [8], which suggests that a
small subset of vulnerabilities exhibits significantly different characteristics from the
broader population.

For each identified outlier, we conducted detailed investigation to understand
contributing factors, particularly focusing on differences between Microsoft-specific
vulnerabilities and those in third-party components. This methodical approach to
outlier analysis provides important context for understanding the challenges in man-
aging complex vulnerability landscapes.

The temporal analysis framework described here provides a structured approach
to examining vulnerability lifecycles, enabling both broad pattern identification and
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focused investigation of specific vulnerability subsets and cases. The following sec-
tions present the results of applying this framework to the datasets described, be-
ginning with two-point temporal analyses (CVE-Exploit and CVE-Patch) before pro-
ceeding to the more complex three-point lifecycle analysis.

5.2 Two-Point Temporal Analysis

This section examines the temporal relationships between pairs of vulnerability life-
cycle events, focusing first on the time between CVE reservation and exploit publica-
tion, and then on the gap between CVE reservation and patch availability. This two-
point analysis provides foundational insights into exploitation patterns and patch-
ing efficiency before proceeding to more complex multi-point lifecycle examinations.

5.2.1 CVE and Exploit Timeline Analysis

The temporal relationship between CVE reservation dates and exploit publication
represents a critical dimension in understanding vulnerability lifecycle patterns. Anal-
ysis of exploit timing data from 1999 through 2024 reveals significant evolution in
vulnerability discovery and disclosure practices, reflecting the maturation of indus-
try security protocols and coordination mechanisms.

5.2.1.1 Historical Evolution of Exploitation Patterns

Historical data analysis reveals distinct patterns in exploit timing relative to CVE
reservations, as illustrated in Figures 5.2 and 5.3. In the early period (1999-2005),
the security landscape was characterized by a predominance of pre-CVE exploits,
with 315 out of 334 exploits in 1999 being published before their corresponding CVE
reservations. This pattern suggests a reactive approach to vulnerability documenta-
tion during the industry’s early years.

FIGURE 5.2: Distribution of exploit publication timing relative to CVE
reservation (1999-2024). The stacked bars represent pre-CVE exploits

(red), zero-day exploits (yellow), and post-CVE exploits (blue).
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FIGURE 5.3: CVE exploitation race pattern (1999-2024).

The transition period around 2012 marked a significant shift, showing an approx-
imately equal distribution between pre- and post-CVE exploits, indicating evolving
security practices and improved coordination mechanisms. This evolution mirrors
the advancement of coordinated vulnerability disclosure practices advocated by ma-
jor vendors and security organizations during this period, aligning with Pastor et
al.’s [117] assertion that improved information sharing would lead to more struc-
tured vulnerability management.

Contemporary data (2016-2024) shows a marked improvement in coordination
between discovery and disclosure, with an average delay of 168 days between CVE
reservation and exploit publication. This trend becomes even more pronounced in
recent years, with 2022 showing 209 out of 210 exploits appearing after CVE reserva-
tion, demonstrating significantly improved industry coordination. The most recent
data from 2024 Q1 further reinforces this trend, with all 26 documented exploits fol-
lowing CVE reservation, averaging 41.1 days delay.

The observed evolution from predominantly pre-CVE exploits before 2012 to a
post-2012 landscape dominated by post-CVE exploitation (≥ 90% in 2020-2024) indi-
cates substantial improvements in vulnerability management practices. This trans-
formation aligns with Ruohonen’s [130] observations regarding increasing temporal
variations in vulnerability reporting, though our analysis reveals a more dramatic
improvement than previously documented.

5.2.1.2 Zero-Day Exploitation Patterns

Zero-day exploits represent a particularly significant category, with 507 confirmed
cases identified across the study period. These instances, where exploit publication
coincides with CVE reservation, demonstrate the ongoing challenges in vulnerabil-
ity management despite improved practices. The data reveals varying patterns in
zero-day exploitation across different platforms and years, with notable clusters ob-
served between 2003 and 2019.

The persistence of zero-day exploits, albeit at a relatively low rate (never ex-
ceeding 7.2% of annual cases), challenges some assumptions in existing literature
about their prevalence. However, it aligns with Rajasooriya et al.’s [123] observation
that most vulnerabilities follow predictable exploitation patterns after disclosure.
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The relatively low percentage of zero-day exploits in our dataset contrasts with the
heightened concern these vulnerabilities receive in security literature, suggesting a
potential misalignment between perceived and actual risks in this area.

5.2.1.3 Detailed Exploitation Timeframes

Detailed analysis of exploitation timeframes reveals diverse patterns: quick exploits
emerging within 0-7 days of CVE reservation (particularly common in 2018-2020),
pre-CVE exploits typically appearing 1-7 days before reservation, and long-delay
cases extending up to 881 days post-reservation. These variations highlight the com-
plex nature of exploitation dynamics and the multiple factors influencing exploit
development timing.

The shift in exploitation patterns over time reflects significant changes in the se-
curity landscape. The early predominance of pre-CVE exploits suggests either lim-
ited coordination in vulnerability reporting or a security community less focused on
responsible disclosure practices. The gradual transition to post-CVE exploitation in-
dicates improved industry coordination, better communication between researchers
and vendors, and more mature vulnerability management processes. This evolution
contradicts the "milk or wine" hypothesis proposed by Ozment and Schechter [114],
which suggested that older code tends to have fewer undiscovered vulnerabilities.
Instead, our data indicates that improvements in security processes, rather than code
maturity alone, play a significant role in vulnerability management outcomes.

5.2.1.4 Platform-Specific Exploitation Patterns

Microsoft-specific temporal relationships between CVE reservations and exploit pub-
lications reveal distinctive patterns that differ notably from industry-wide trends.
Figure 5.4 illustrates the evolution in Microsoft’s vulnerability discovery and disclo-
sure ecosystem from 1999 to 2023.

FIGURE 5.4: Distribution of Microsoft-specific exploit timing rela-
tive to CVE reservation (1999-2023). The visualization demonstrates
the evolution from predominantly pre-CVE exploits (red) to post-
CVE exploits (blue), with zero-day exploits (yellow) showing peri-

odic spikes.
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During the initial period (1999-2000), Microsoft’s vulnerability landscape was
characterized by a striking 98.5% of exploits being published before their corre-
sponding CVE reservations, reflecting the reactive security posture common to that
era. This pattern underwent a dramatic transformation, particularly from 2015 on-
wards, where nearly all exploit publications followed CVE reservations, indicating
Microsoft’s successful implementation of coordinated vulnerability disclosure prac-
tices.

The peak activity period for Microsoft vulnerabilities occurred during 2015-2017,
with annual volumes reaching approximately 200 CVEs, presenting a more concen-
trated pattern compared to broader industry trends. Zero-day exploits in Microsoft
products have shown a distinct historical trajectory, with notable peaks in 2006 (10
cases, representing 8.9% of that year’s total) and 2000 (5 cases, 6.7%). The virtual ab-
sence of documented zero-day exploits since 2011 suggests either enhanced security
practices or evolved disclosure processes within Microsoft’s ecosystem.

This transformation aligns with Microsoft’s introduction of structured vulner-
ability management practices, including the establishment of regular patch cycles
and improved coordination with security researchers. The concentrated nature of
Microsoft’s exploitation patterns, compared to industry-wide data, reflects the com-
pany’s systematic approach to vulnerability management and its influential role in
shaping industry security practices. This pattern supports findings from Shahzad et
al. [134], who documented Microsoft’s increasingly structured approach to vulnera-
bility management.
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Key Insights from CVE-Exploit Timeline Analysis

1. Dramatic Evolution in Exploit Timing:

• A significant shift from 80%+ pre-CVE exploits in 1999-2004 to 80%+
post-CVE exploits in 2015-2024, indicating fundamental improvements
in vulnerability disclosure and coordination practices.

• Microsoft’s even more pronounced transformation from 98.5% pre-CVE
exploits in 1999-2000 to almost exclusively post-CVE exploits after 2015.

2. Zero-Day Exploitation Remains Limited:

• Zero-day exploits (published same day as CVE reservation) have con-
sistently remained below 7.2% of annual exploitation cases.

• For Microsoft products, documented zero-day exploits have become in-
creasingly rare since 2011, suggesting improved security practices or
disclosure processes.

3. Exploit Patterns Reflect Security Practice Evolution:

• The transition period around 2012 marked an inflection point in
industry-wide exploitation patterns.

• Contemporary exploitation typically occurs 168 days after CVE reserva-
tion, allowing significant time for remediation when proper vulnerabil-
ity management processes are in place.

4. Microsoft’s Distinct Exploitation Profile:

• Microsoft’s vulnerability landscape shows a more concentrated and
structured pattern than the broader industry, reflecting its systematic
approach to vulnerability management.

• The peak exploitation period for Microsoft (2015-2017) coincided with
substantial changes in its security response framework.

5.2.2 CVE and Patch Timeline Analysis

The temporal relationship between vulnerability disclosure and patch availability
provides crucial insights into vendor response capabilities and patch management
efficiency. This section examines the time between CVE reservation and patch re-
lease, with particular focus on Microsoft’s patching practices from 2016 to 2024.

5.2.2.1 Temporal Distribution of Patching Activity

Examining the distribution of Microsoft patches over time reveals significant pat-
terns and trends in their vulnerability management strategy. As illustrated in Figure
5.5, there has been a remarkable evolution in Microsoft’s patching activity since 2016.
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FIGURE 5.5: Microsoft Patched Vulnerabilities by Year (2016-2024).

The temporal analysis demonstrates a substantial increase in patching activity
from 386 patched CVEs in 2016 to a peak of 2,126 patched CVEs in 2022. This il-
lustrates the growing challenges of vulnerability management described by John-
son et al. [70]. This 451% increase aligns with their research on the complexities
of timely patch deployment in enterprise environments, where increasing software
complexity and interconnectedness create exponentially more potential vulnerabil-
ity points requiring remediation. The average number of patched vulnerabilities
annually stands at 1,110, with notable fluctuations observed throughout this time-
frame.

Between 2016 and 2019, a steady increase in patching activity was evident, but
2020 marked a significant acceleration with 1,693 patched CVEs. This notable rise co-
incides with the onset of the COVID-19 pandemic, which dramatically altered work
environments globally and potentially expanded attack surfaces for Microsoft prod-
ucts as remote work became prevalent. This observation extends findings from Lal-
lie et al. [83], who documented increased cybersecurity vulnerabilities during the
pandemic period.

The unprecedented peak observed in 2022 (2,126 CVEs patched) reflects several
possible factors: an intensified focus on security by Microsoft, improved vulnerabil-
ity detection mechanisms, increased reporting by security researchers, or a genuine
increase in vulnerabilities within Microsoft products as they grow in complexity.
This substantial increase also suggests a maturation of Microsoft’s security response
capabilities, enabling them to address vulnerabilities at scale.

The year 2023 showed a decline to 1,451 patched CVEs, representing a 32% de-
crease from the 2022 peak. This reduction could indicate either the success of ear-
lier remediation efforts and secure development practices, or potentially a strategic
shift in Microsoft’s approach to vulnerability management. The first quarter of 2024
shows a continuation of this downward trend with 272 patched CVEs, though this
figure is expected to increase throughout the remainder of the year.

5.2.2.2 Patching Response Time by Severity

The time between CVE reservation and patch release for Microsoft patched CVEs
provides valuable insights into Microsoft’s prioritization and response capabilities.
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Figure 5.6 illustrates the distribution of patching times across different severity lev-
els.

FIGURE 5.6: Time to Patch by Vulnerability Severity

The analysis reveals that Critical vulnerabilities show the shortest median patch-
ing time at 54 days, followed by High severity vulnerabilities at 66 days. Medium
and Low severity vulnerabilities exhibit longer median response times at 97 and
106 days respectively, while vulnerabilities with Unknown severity have a median
patching time of 91 days.

This severity-aligned prioritization pattern aligns with security best practices,
where higher-risk vulnerabilities receive more immediate attention and resources.
The significantly shorter response time for Critical vulnerabilities (54 days) com-
pared to Low severity issues (106 days) represents approximately a 49% reduction
in patching time, highlighting Microsoft’s risk-based approach to vulnerability re-
mediation. This pattern supports assertions by Xiong et al. [162] regarding the
importance of severity-based prioritization, though their research also highlighted
limitations in current severity scoring systems.

The violin plot widths indicate the distribution variability within each severity
category. Critical vulnerabilities show a narrower distribution, suggesting more con-
sistent and standardized response processes for these high-priority issues. In con-
trast, High, Medium, and Low severity vulnerabilities display wider distributions,
indicating greater variability in response times possibly due to their lower prioriti-
zation or greater diversity in complexity.

These observations align with Dissanayake’s [37] research on Microsoft’s secu-
rity response processes, which found that severity ratings significantly influence
patch development priorities. However, the substantial median patching times even
for Critical vulnerabilities (54 days) highlight the persistent challenges in vulnerabil-
ity remediation described by Xiong et al. [162], who noted that patch development
processes often involve complex trade-offs between security, functionality, and re-
source constraints.
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Key Insights from CVE-Patch Timeline Analysis

1. Severity-Based Prioritization:

• Microsoft demonstrates clear severity-based prioritization in patch de-
velopment, with Critical vulnerabilities patched in a median of 54 days
compared to 106 days for Low severity issues (49% faster response).

• Narrower distribution of patching times for Critical vulnerabilities sug-
gests more standardized remediation processes for high-priority issues.

2. Pandemic Impact on Patching Volumes:

• Significant acceleration in patching activity occurred in 2020 (1,693
patched CVEs), coinciding with the COVID-19 pandemic and
widespread shift to remote work.

• This pattern extends Lallie et al.’s [83] findings on increased cybersecu-
rity vulnerabilities during the pandemic period.

3. Substantial Growth in Vulnerability Management Scale:

• 451% increase in patching activity from 2016 (386 CVEs) to 2022 (2,126
CVEs) illustrates the growing complexity of vulnerability management.

• This dramatic growth reflects the expansion of attack surfaces as soft-
ware systems become more complex and interconnected.

4. Recent Decline in Patching Volume:

• 32% decrease in patched CVEs from 2022 to 2023 (2,126 to 1,451) may
indicate improved secure development practices or strategic shifts in
vulnerability management.

• This decline follows a period of substantial patching activity, suggesting
potential maturation in Microsoft’s security development lifecycle.

The two-point temporal analyses presented in this section reveal distinct patterns
in both exploitation and patching timelines. The evolution from predominantly
pre-CVE exploits to primarily post-CVE exploits demonstrates improved security
coordination across the industry, while Microsoft’s patch distribution patterns re-
flect both their prioritization strategies and the specific security challenges within
their product ecosystem. These findings provide the foundation for the more com-
plex three-point analysis in the following section, which integrates exploitation and
patching data to examine complete vulnerability lifecycles.

5.3 Three-Point Lifecycle Analysis

Building upon the two-point temporal analyses, this section examines the complete
vulnerability lifecycle by integrating all three key events: CVE reservation, exploit
publication, and patch release. This comprehensive analysis provides deeper in-
sights into the complex interplay between vulnerability disclosure, exploitation, and
remediation processes.
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5.3.1 Integrated CVE-Exploit-Patch Lifecycle

The integrated analysis focuses on a subset of 415 Microsoft-related CVEs that have
documentation for all three lifecycle events. This cohort represents vulnerabilities
with complete lifecycle information, enabling detailed examination of the relation-
ships between disclosure, exploitation, and patching. Of these 415 CVEs, 391 (94%)
are directly related to Microsoft products, while 24 (6%) pertain to third-party soft-
ware that operates on Microsoft platforms.

5.3.1.1 CVE to Exploit Temporal Relationship

The analysis of time differences between CVE reservation and exploit publication
reveals important patterns in the vulnerability exploitation timeline. Figure 5.7 il-
lustrates this relationship for CVEs directly related to Microsoft products.

FIGURE 5.7: Distribution of differences in days between Exploit
Adding date and CVE Creation date for Microsoft products.

For Microsoft-related CVEs, the analysis reveals that, on average, it takes about
168 days for a vulnerability to be exploited after its CVE is reserved (mean value).
However, there is significant variation, with the median at 141 days, indicating that
many vulnerabilities are exploited sooner. The most frequent time gap (mode) be-
tween reservation and exploitation is 49 days, suggesting that a considerable num-
ber of vulnerabilities are exploited relatively quickly. The distribution shows a posi-
tive skewness of 1.35, indicating an extended tail of delayed exploitations.

In extreme cases, it can take over three years for an exploit to appear, while some
exploits are recorded before the CVE is officially reserved, as indicated by negative
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values in the distribution. These pre-CVE exploits likely result from delays in report-
ing or backdating of CVEs for vulnerabilities discovered through active exploitation.
The complete range spans from -800 to 1118 days, highlighting the substantial vari-
ability in exploitation timelines.

When third-party applications operating on Microsoft platforms are included in
the analysis (Figure 5.8), the patterns remain broadly similar, with a mean of 165
days and unchanged median of 141 days. This consistency suggests that exploita-
tion patterns for vulnerabilities in the Microsoft ecosystem follow similar dynamics
regardless of whether the vulnerable component is developed by Microsoft or a third
party.

FIGURE 5.8: Distribution of differences in days between Exploit
Adding date and CVE Creation date (including third-party applica-

tions).

The observed mean difference of 168 days between CVE reservation and ex-
ploitation for Microsoft products extends research by Dissanayake [37], who identi-
fied significant delays in vulnerability disclosure processes. However, our finding in
Section 5.3.2 that critical vulnerabilities exhibit longer exploitation timelines (median
192 days) than medium-severity ones (median 138 days) challenges conventional as-
sumptions in risk assessment frameworks. This counterintuitive result aligns with
Ruohonen’s [130] observation that critical vulnerabilities often face longer assess-
ment periods, creating an extended exposure window for the most severe security
issues.
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5.3.1.2 Exploit to Patch Temporal Relationship

The temporal relationship between exploit publication and patch availability repre-
sents a critical security dimension, as it defines the window during which systems
remain vulnerable after exploitation becomes possible. Figure 5.9 shows this rela-
tionship for Microsoft products.

FIGURE 5.9: Distribution of differences in days between Patch Avail-
ability and Exploit Adding dates for Microsoft products.

The analysis indicates that exploits tend to be published around a month before
patches become available, with a mean difference of -31 days. The median shows
that in half of the cases, exploits are observed within a week before patch availabil-
ity (-7 days), and the most common scenario (mode) is that exploits are added seven
days prior to patching. This demonstrates a clear pattern where vulnerabilities are
often actively exploited before patches are released, leaving systems vulnerable dur-
ing this critical period.

The distribution shows substantial negative skewness (-3.74), emphasizing that
most exploits occur before patches, though a few instances show patches being re-
leased long after exploitation. The range extends from -932 days (patch released
almost three years after exploit publication) to 1,013 days (patch preceding exploit
by nearly three years), with most values clustered in the negative range.

When third-party applications are included (Figure 5.10), the distribution shows
greater variability and a positive mean of 59 days, contrasting with the negative
mean for Microsoft-specific products. However, the median remains negative at -8
days, suggesting that the typical case still involves exploitation preceding patch-
ing. The extreme skewness (8.93) in this combined dataset points to the presence
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of significant outliers, particularly in third-party applications where patches may be
substantially delayed.

FIGURE 5.10: Distribution of differences in days between Patch Avail-
ability and Exploit Adding dates (including third-party applications).

The negative median difference between patch availability and exploit addition
(-8 days for all Microsoft-related CVEs) indicates a prevailing pattern where exploits
are typically published before patches become available. This "exploit-patch gap"
supports findings by Woo et al. [161], who identified persistent challenges in patch
development and deployment timelines. However, the mean difference of 59 days
(when including third-party applications) suggests significant variability, with some
patches being released long after exploitation. This variability aligns with Xiong
et al.’s [162] research on the complex relationship between vulnerability disclosure
and patch development, while extending their work by quantifying the typical gap
between exploitation and patching in a major vendor’s ecosystem.

5.3.1.3 Complete Lifecycle Analysis

The complete lifecycle analysis examines the entire vulnerability progression from
CVE reservation through exploitation to patching. This integrated view provides
insights into the overall security response timeline and the interplay between dis-
closure, exploitation, and remediation processes.

Figure 5.11 visualizes the timeline of exploits and patches for the 415 Microsoft-
related CVEs with complete lifecycle information. This visualization helps identify
trends in the "patch vs. exploit race" by plotting the gap between exploit and patch
dates, with CVEs arranged chronologically based on their reservation dates.
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FIGURE 5.11: Gap between exploit and patch dates for Microsoft-
related CVEs (2016-2024).

The analysis reveals that 26 CVEs (6.3%) were exploited before being patched,
while 389 (93.7%) were patched before being exploited. This distribution suggests
that despite challenges in the patching process, the majority of vulnerabilities in the
Microsoft ecosystem had patches available before exploitation occurred. However,
the small percentage of pre-patch exploits represents a critical security concern, as
these cases indicate successful exploitation during the window of vulnerability.

The temporal patterns in Figure 5.11 reveal periods of heightened exploitation
activity, particularly during 2017-2019, followed by more consistent patching per-
formance in recent years. This visualization addresses a key limitation in existing
literature by providing empirical evidence of the "race" between attackers and de-
fenders in a major software ecosystem.

The complete lifecycle analysis extends Frei’s foundational model [46] by provid-
ing detailed empirical data on the temporal relationships between key vulnerability
events. While Frei’s work established the conceptual framework for vulnerability
lifecycles, our analysis quantifies these relationships in a contemporary security con-
text, enabling more precise understanding of vulnerability management dynamics.

The analysis also reveals that the median time from CVE reservation to patch
availability is 134 days across all severity levels, with substantial variations based on
severity (as detailed in Section 5.3.2). This overall timeline challenges assertions by
Shahzad et al. [134] regarding increasingly efficient patch development processes,
suggesting that significant improvements are still needed in vulnerability remedia-
tion timelines.
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Key Insights from Integrated Lifecycle Analysis

1. Full Vulnerability Lifecycle Timeline:

• The typical Microsoft vulnerability progresses from CVE reservation to
exploit publication in 141 days (median), with patches typically appear-
ing 7 days before exploits (median of Patch - Exploit = -7 days).

• Despite the negative median indicating most patches precede exploits
chronologically, the significant range and skewness in the distributions
highlight the unpredictable nature of vulnerability lifecycles.

2. The "Race" Between Attackers and Defenders:

• 93.7% of vulnerabilities were patched before being exploited, suggesting
generally effective security response processes.

• The critical 6.3% of vulnerabilities exploited before patching represent
significant security risks, highlighting the importance of rapid security
response.

3. Microsoft vs. Third-Party Software Patterns:

• Microsoft-specific products show more predictable lifecycle patterns
than third-party applications operating on Microsoft platforms.

• Third-party applications exhibit greater variability in patching time-
lines, with extreme outliers suggesting coordination challenges across
vendor boundaries.

4. Temporal Evolution:

• Recent years (2020-2024) show improved consistency in patching rela-
tive to exploitation, suggesting maturation in vulnerability management
processes.

• Historical periods of heightened exploitation (2017-2019) align with sub-
stantial increases in CVE volumes, indicating scaling challenges in vul-
nerability management.

5.3.2 CVE Lifecycle Event Differences by Severity

Understanding the differences in lifecycle events based on vulnerability severity
provides critical insights for security prioritization and resource allocation. This sec-
tion analyzes how severity levels influence the timing relationships between key
lifecycle events.

5.3.2.1 Severity-Based Lifecycle Timing Analysis

Table 5.1 presents the mean, median, and mode differences between three key life-
cycle events-Exploit Added - CVE Creation, Patch Availability - Exploit Added, and
Patch Availability - CVE Creation-categorized by severity level.
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Event Statistic Critical High Medium Low

Exploit - Creation
Mean 227.68 179.73 152.96 147.75

Median 192.00 141.00 138.00 141.00
Mode 192 226 106 141

Patch - Exploit
Mean 33.58 62.32 61.07 -24.50

Median -6.00 -7.00 -9.00 -11.00
Mode -6 -7 -9 -70

Patch - Creation
Mean 261.26 242.05 214.03 123.25

Median 186.00 134.00 129.00 130.00
Mode 186 219 97 71

TABLE 5.1: Lifecycle Events Differences by Severity (Days)

The analysis reveals several counterintuitive patterns in vulnerability lifecycle
events across severity levels:

• Critical Severity: Critical vulnerabilities show the longest delay between CVE
creation and exploit publication, with a median of 192 days-substantially longer
than all other severity levels. The median time from CVE creation to patch
availability is also highest for critical vulnerabilities at 186 days. This con-
tradicts conventional expectations that more severe vulnerabilities would be
exploited more rapidly.

• High Severity: High-severity vulnerabilities show intermediate exploitation
timelines (median 141 days) and patch development times (median 134 days
from CVE creation). The gap between exploit publication and patch availabil-
ity remains negative (median -7 days), indicating exploits typically precede
patches.

• Medium Severity: Median exploitation time for medium-severity vulnerabil-
ities is shortest at 138 days, suggesting these vulnerabilities are exploited rela-
tively quickly despite their lower severity rating. The median time from CVE
creation to patch availability is 129 days, slightly faster than for high-severity
issues.

• Low Severity: Low-severity vulnerabilities show a median exploitation time
of 141 days-equivalent to high-severity vulnerabilities and longer than medium-
severity ones. However, they show the most negative median gap between
patch and exploit (-11 days), indicating these vulnerabilities typically experi-
ence the longest window of vulnerability between exploit and patch.

The counterintuitive observation that critical-severity vulnerabilities exhibit longer
exploitation timelines (median 192 days) than lower-severity issues challenges fun-
damental assumptions in vulnerability prioritization frameworks such as EPSS [68].
This finding extends research by Costa et al. [31], who identified limitations in cur-
rent severity scoring systems for predicting actual exploitation patterns. The neg-
ative median differences between patch availability and exploit addition across all
severity levels (-6 to -11 days) indicates that the "race" between attackers and de-
fenders frequently favors attackers, regardless of severity level.

The overall time from CVE creation to patch availability shows a clear severity-
based pattern, with critical vulnerabilities taking longest to patch (median 186 days)
followed by high, medium, and low severity. This pattern suggests that patch de-
velopment time may be influenced by vulnerability complexity rather than simply
prioritization based on severity rating.



Chapter 5. Lifecycle Analysis 144

5.3.2.2 Temporal Trends in Lifecycle Events by Severity

To understand how vulnerability lifecycle events evolve over time for different sever-
ity levels, we analyzed yearly trends from 2016 to 2024. Figures 5.12 through 5.15
present these trends for each severity level.

FIGURE 5.12: Yearly trend of mean and median time differences for
Critical severity across all events. Dashed lines represent median val-

ues, and solid lines represent mean values.

Figure 5.12 shows the yearly trends for critical vulnerabilities. The time between
CVE creation and exploit addition has generally increased over time, with a no-
table reduction in 2023. Patch release times have seen significant fluctuations, with
shorter timelines in the most recent years (2021-2023), suggesting improvements in
the response to critical vulnerabilities.

FIGURE 5.13: Yearly trend of mean and median time differences for
High severity across all events. Dashed lines represent median values,

and solid lines represent mean values.

Figure 5.13 illustrates trends for high-severity vulnerabilities. Similar to critical
vulnerabilities, high-severity issues have faced delays in patching, though recent
years (2021-2023) show some improvements in response to exploits, with patches
becoming available sooner after exploit disclosure.
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FIGURE 5.14: Yearly trend of mean and median time differences for
Medium severity across all events. Dashed lines represent median val-

ues, and solid lines represent mean values.

Figure 5.14 depicts trends for medium-severity vulnerabilities. The data reveals
a consistent issue with patch delays, with the time between CVE creation and patch
availability remaining relatively high throughout the years, highlighting ongoing
challenges in patching medium-severity vulnerabilities despite their shorter exploita-
tion timelines.

FIGURE 5.15: Yearly trend of mean and median time differences for
Low severity across all events. Dashed lines represent median values,

and solid lines represent mean values.

Figure 5.15 shows trends for low-severity vulnerabilities, which generally exhibit
shorter timelines for patch availability, particularly between CVE creation and patch
release. This pattern reflects increased efficiency in patching lower-risk vulnerabili-
ties, though variability remains substantial.

The analysis of temporal trends reveals important insights into the evolution of
vulnerability management practices:

• Increasing delays in exploit timelines for critical vulnerabilities: The gap
between CVE creation and exploit availability has grown over time for critical
vulnerabilities, suggesting increased complexity in exploitation or improved
defenses against immediate exploitation.

• Persistent patch delays: Patches are frequently delayed relative to exploit pub-
lication, particularly for critical and high-severity vulnerabilities, highlighting
ongoing challenges in timely remediation.
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• Improved patch timelines for low-severity vulnerabilities: The time between
CVE creation and patch release for low-severity vulnerabilities has shortened
in recent years, suggesting more efficient processes for non-critical issues.

• Fluctuations in patching efficiency: The significant reduction in patching time
for critical vulnerabilities in 2023 suggests potential improvements in vulnera-
bility management processes or shifts in Microsoft’s patching approach.

The fluctuations in patching efficiency for critical vulnerabilities, with signifi-
cant improvements observed in 2023, align with research by Costa et al. [31] on the
evolving nature of vulnerability management practices. The distinct temporal pat-
terns across different severity levels support Roytman and Jacobs’ [129] observations
about the complex interplay between vulnerability characteristics and remediation
timelines.

5.3.2.3 Three-Way Comparison of Patching Times by Severity

To provide comprehensive context for Microsoft’s patching patterns, we conducted
a three-way comparison visualized in Figure 5.16. This analysis illustrates the dif-
ferences between all Microsoft patched CVEs, non-exploited patched CVEs, and ex-
ploited patched CVEs across severity levels.
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FIGURE 5.16: Three-Way Comparison: Median Patching Times (in
days) for All Microsoft Patched CVEs, Non-Exploited Patched CVEs,

and Exploited Patched CVEs by Severity Level

This comparison reveals striking differences between exploited and non-exploited
vulnerabilities:

• Critical Vulnerabilities: Exploited critical vulnerabilities show a median patch-
ing time of 186 days, compared to just 54 days for non-exploited critical vulnerabilities-
a 244% increase. This substantial difference suggests that exploited critical
vulnerabilities may possess characteristics that make them particularly chal-
lenging to patch.
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• High Severity: Exploited high-severity vulnerabilities require a median of 134
days to patch, compared to 66 days for non-exploited ones-a 103% increase.

• Medium Severity: Exploited medium-severity vulnerabilities are patched in
a median of 129 days, compared to 90 days for non-exploited ones-a 43% in-
crease.

• Low Severity: Exploited low-severity vulnerabilities require a median of 130
days to patch, compared to 106 days for non-exploited ones-a 23% increase.

This analysis reveals that the patching time gap between exploited and non-
exploited vulnerabilities increases with severity level. For critical vulnerabilities,
the gap is most pronounced, with exploited vulnerabilities taking more than three
times longer to patch than non-exploited ones.

The minimal difference between "All Patched CVEs" and "Non-Exploited Patched
CVEs" indicates that the overall patching timeline is largely driven by non-exploited
vulnerabilities, which represent the vast majority of cases. The substantial devia-
tion for exploited vulnerabilities suggests these cases follow fundamentally differ-
ent lifecycle patterns, potentially due to their complexity, detection circumstances,
or specific characteristics that make them targets for exploitation.

The significant discrepancy between median patching times for exploited critical
vulnerabilities (186 days) versus all patched critical vulnerabilities (54 days) repre-
sents a 244% difference that aligns with Allodi’s [8] research on heavy-tailed distri-
butions in vulnerability exploitation. This substantial gap supports his assertion that
exploited vulnerabilities often represent a distinct subset with unique characteristics
that differ from the broader vulnerability population.
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Key Insights from Severity-Based Lifecycle Analysis

1. Counterintuitive Severity-Exploitation Relationship:

• Critical vulnerabilities exhibit the longest delay between CVE creation
and exploitation (median 192 days), contradicting assumptions that
higher-severity vulnerabilities are exploited more rapidly.

• Medium-severity vulnerabilities show the shortest exploitation timeline
(median 138 days), suggesting attackers may target "easier" vulnerabili-
ties rather than the most severe ones.

2. Exploitation Consistently Precedes Patching:

• Negative median differences between patch availability and exploit ad-
dition across all severity levels (-6 to -11 days) indicate that attackers fre-
quently gain an advantage in the "race" between exploitation and patch-
ing.

• Low-severity vulnerabilities show the longest window of vulnerability
between exploit and patch (median -11 days), suggesting these issues
may receive lower priority in security response.

3. Dramatic Patching Disparities for Exploited vs. Non-Exploited CVEs:

• Exploited critical vulnerabilities take 244% longer to patch than non-
exploited ones (186 vs. 54 days), with the disparity decreasing as sever-
ity decreases.

• This pattern suggests that exploited vulnerabilities likely possess
unique characteristics that complicate patch development.

4. Temporal Improvements in Recent Years:

• Significant reductions in patching time for critical vulnerabilities in 2023
suggest recent improvements in vulnerability management processes.

• The relative stability of exploitation timelines across severity levels in
recent years indicates established patterns in how attackers identify and
target vulnerabilities.

5.4 Special Cases and Outliers in Vulnerability Lifecycles

While central tendency measures provide valuable insights into typical vulnerabil-
ity lifecycle patterns, the examination of outliers often reveals critical edge cases
that highlight systemic challenges in vulnerability management. This section ana-
lyzes extreme cases in the CVE lifecycle, focusing particularly on vulnerabilities with
exceptionally long timeframes between key events. Understanding these outliers
provides important context for the limitations of current vulnerability management
approaches and the challenges in coordinating security responses across complex
software ecosystems.
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5.4.1 Outlier Investigation in CVE Lifecycle Events Distribution

Analyzing outliers within the lifecycle distribution of vulnerabilities reveals signif-
icant deviations from typical patterns. These outliers, which exhibit extreme gaps
between lifecycle events, can offer valuable insights into unusual delay patterns,
such as those between discovery, patch issuance, and the first known exploit of a
vulnerability.

In our dataset of 415 CVEs with exploits and patches, we identified several out-
liers with lifecycle differences exceeding 1,000 days. These cases represent the ex-
treme tail of the distribution and merit detailed examination to understand their
causes and implications.

5.4.1.1 Lifecycle Outliers in Microsoft-Specific Products

Out of the 391 CVEs directly related to Microsoft products, only one CVE (CVE-2017-
0148) exhibited a difference exceeding 1,000 days between exploitation and CVE cre-
ation date, as detailed in Table 5.2.
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CVE-2017-
0148

9/9/2016 10/2/2019 3/14/2017
7:00

8 CWE-20 Critical High [’windows_rt_8.1’, ’server_message_block’,
’windows_10’, ’windows_8.1’,’windows_10’,
’windows_server_2012’, ’windows_7’, ’win-
dows_server_2008’,’windows_server_2012’,
’windows_server_2016’, ’win-
dows_vista’,’windows_server_2008’, ’win-
dows_10’]

TABLE 5.2: CVE with more than 1000 days between Exploitation and
CVE Creation Date

This exceptional case involved a vulnerability in Microsoft’s Server Message
Block (SMB) protocol with a CVSS score of 8.0. The CVE was reserved in September
2016, patched in March 2017 (188 days later), but an exploit was only documented
in ExploitDB in October 2019-more than three years after the CVE reservation. This
unusual pattern could be attributed to several factors:

• The vulnerability might have been difficult to exploit initially, with exploita-
tion techniques only emerging later.

• The exploit may have existed earlier but was not publicly documented until
2019.

• The long gap might reflect strategic decisions by attackers to delay public dis-
closure of exploitation techniques for a critical vulnerability.

This case represents an anomaly in Microsoft’s vulnerability lifecycle patterns,
as it deviates significantly from the typical exploitation timeline (median 141 days).
The absence of other similar cases among Microsoft-specific products suggests gen-
erally consistent and predictable lifecycle patterns for Microsoft vulnerabilities.

5.4.1.2 Lifecycle Outliers in Third-Party Applications

A more concerning pattern emerged in the analysis of the 24 CVEs related to third-
party applications operating on Microsoft platforms. Nine of these CVEs (37.5%)
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exhibited differences exceeding 1,000 days between patch availability and exploit
publication dates, as detailed in Table 5.3.

CVE ID Date Updated Date Reserved Exploit date added Patch ReleaseDate CVSS Score CWE CVE Base Severity Microsoft_Severity Product

CVE-2016-6664 10/9/2018 18:57 8/10/2016 11/1/2016 9/8/2020 7:00 7 CWE-59 High High NA

CVE-2009-4487 10/10/2018 18:57 12/30/2009 1/11/2010 11/10/2020 8:00 NA NVD-CWE-noinfo Medium NA NA

CVE-2013-0221 11/23/2013 18:28 12/6/2012 1/21/2013 9/8/2020 7:00 NA CWE-20 Medium NA NA

CVE-1999-0236 8/17/2022 7:00 6/7/1999 9/25/1999 9/8/2020 7:00 8 CWE-200 High High NA

CVE-2016-7567 11/10/2018 10:57 9/9/2016 11/9/2018 1/11/2022 8:00 10 CWE-119 Critical Critical NA

CVE-2009-4484 1/4/2018 18:57 12/30/2009 4/30/2010 9/8/2020 7:00 NA CWE-787 High NA NA

CVE-2010-2891 10/10/2018 18:57 7/27/2010 10/20/2010 12/14/2021 8:00 NA CWE-119 High NA NA

CVE-2019-15126 8/11/2020 18:08 8/17/2019 3/19/2020 2/14/2023 8:00 NA CWE-367 Low NA NA

CVE-1999-1412 3/22/2002 10:00 8/31/2001 6/3/1999 9/8/2020 7:00 NA NVD-CWE-noinfo Medium NA NA

TABLE 5.3: CVEs with more than 1000 days between Patching and
Exploitation Date

These outliers share several notable characteristics:

• Most affected products for these CVEs are unspecified in the Microsoft data
("NA"), suggesting limited visibility into third-party components within Mi-
crosoft’s ecosystem.

• The average CVSS score for these CVEs is 6.5, indicating moderate to high
severity despite the extreme delay in patching.

• The most extreme case (CVE-1999-0236) involved a high-severity vulnerability
with a CVSS score of 8.0, where the patch was released nearly 21 years after
the exploit was published.

• Several of these vulnerabilities affect common third-party components like
database systems (e.g., CVE-2016-6664 affecting MySQL/MariaDB) and web
servers.

The high proportion of extreme outliers among third-party applications (37.5%
compared to just 0.26% in Microsoft-specific products) highlights significant chal-
lenges in cross-vendor vulnerability management. This disparity raises two critical
questions:

1. Why do these vulnerabilities experience such extreme patching delays? The
delays likely result from coordination challenges between different vendors,
limited visibility into dependencies, and potential gaps in responsibility for
security remediation.

2. Why do vulnerabilities in third-party applications appear in Microsoft’s patch-
ing process? Microsoft’s responsibility extends to the security of their en-
tire ecosystem, including dependencies on third-party components. As doc-
umented by Microsoft, these vulnerabilities were patched as part of their secu-
rity updates despite originating in non-Microsoft products.

5.4.2 Analysis of Specific Outlier Cases

To better understand the factors contributing to extreme lifecycle outliers, we exam-
ined several representative cases in detail.
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5.4.2.1 Case Study: CVE-2016-6664 (MySQL/MariaDB)

CVE-2016-6664 represents a notable case where a high-severity vulnerability in a
database system (MySQL/MariaDB) was actively exploited in November 2016, shortly
after its disclosure in August 2016. While the original vendors (Oracle, MySQL,
MariaDB, Percona) released patches in November 2016, Microsoft’s patch for this
vulnerability was only documented in September 2020-nearly four years later.

This substantial delay highlights several key challenges:

• Dependencies in Complex Ecosystems: Microsoft products may include or
interact with third-party components like MySQL, creating complex depen-
dency chains that complicate vulnerability management.

• Visibility Limitations: Organizations may have limited visibility into vulner-
abilities affecting components they did not develop, particularly when these
components are deeply integrated into their systems.

• Coordination Challenges: Cross-vendor coordination for vulnerability reme-
diation introduces substantial complexity and potential delays.

This case exemplifies the "long tail" of vulnerability remediation described by Al-
lodi [8], where certain vulnerabilities exhibit dramatically different lifecycle patterns
compared to the broader population.

5.4.2.2 Case Study: CVE-1999-0236 (Information Disclosure)

Perhaps the most extreme outlier in our dataset, CVE-1999-0236 involves a high-
severity information disclosure vulnerability initially disclosed in June 1999, with
an exploit published in September 1999. Microsoft’s patch for this vulnerability was
only documented in September 2020-almost 21 years after exploit publication.

This extraordinary case represents an unusual situation where a decades-old vul-
nerability remained unpatched in some part of Microsoft’s ecosystem. Possible ex-
planations include:

• Legacy Component Integration: The vulnerability may have affected a legacy
system or component that was subsequently integrated into Microsoft’s ecosys-
tem.

• Incomplete Prior Remediation: The vulnerability might have been partially
addressed in earlier patches, with complete remediation only documented in
2020.

• SBOM Completeness: The inclusion of this extremely old vulnerability in re-
cent patch documentation may reflect Microsoft’s efforts to maintain a com-
prehensive Software Bill of Materials (SBOM) across their ecosystem.

This case highlights the persistent challenges of managing security in complex,
evolving software ecosystems with long-lived components and dependencies. It ex-
emplifies the findings of Akhoundali et al. [4], who documented how vulnerabili-
ties often require multiple fixes over extended periods, particularly when they span
across multiple components or vendors.
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5.4.3 Factors Contributing to Extreme Lifecycle Delays

Our analysis of outlier cases reveals several key factors that contribute to extreme
delays in vulnerability lifecycles, particularly in the context of Microsoft’s ecosys-
tem:

5.4.3.1 Complexity of Patch Development

Some vulnerabilities, especially those affecting core components of a system or soft-
ware, require complex patches that take considerable time to develop and test. This
complexity may be particularly pronounced for:

• Vulnerabilities affecting low-level system components where changes might
impact a wide range of functionality

• Issues spanning multiple products or requiring coordinated fixes across differ-
ent components

• Vulnerabilities where simple fixes might introduce compatibility issues or re-
gressions

Ivanti’s research [65] documented this challenge, finding that 71% of IT and secu-
rity professionals reported patching to be "overly complex, cumbersome, and time-
consuming." Their study highlighted how remote work environments have exacer-
bated these challenges, with 57% of respondents indicating that remote work has
made patching more difficult. The complexity of modern IT environments-with di-
verse devices, operating systems, and applications-creates substantial challenges for
comprehensive vulnerability remediation.

5.4.3.2 Lack of Public Awareness or Pressure

In some cases, vulnerabilities may not be promptly addressed due to limited public
awareness or perceived urgency. CVE-2019-15126, which showed a 172-day gap
between reservation and publication, exemplifies how awareness and subsequent
action on vulnerabilities can progress slowly, affecting their overall lifecycle.

The absence of public pressure or active exploitation may reduce the perceived
urgency for patching, particularly for vulnerabilities in less visible components. This
factor aligns with research by Brilhante et al. [27], who identified how public atten-
tion significantly influences vulnerability remediation timelines.

5.4.3.3 Administrative and Process Delays

Administrative and process delays represent another significant factor in extended
vulnerability lifecycles, particularly in complex organizational environments. Miller
et al. [105] documented how organizational inefficiencies, including complex ap-
proval processes and inadequate resource allocation, can lead to missed patches and
prolonged exposure to vulnerabilities. Their research specifically noted that "delays
in the administrative processes affected the patch deployment," highlighting how
internal challenges can exacerbate security risks.

These administrative delays can be particularly pronounced in cross-vendor sce-
narios, where coordination between different organizations introduces additional
complexity and potential bottlenecks. As noted by Microsoft Tech Community [26],
delays in vulnerability database processes have caused thousands of vulnerabilities
to lack crucial metadata, further complicating effective patch management.
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5.4.3.4 Third-Party Component Management

The most dramatic outliers in our analysis involved third-party components inte-
grated into Microsoft’s ecosystem. This pattern highlights the particular challenges
of managing vulnerabilities across vendor boundaries. These challenges include:

• Responsibility Ambiguity: Uncertainty regarding which party is responsible
for patching vulnerabilities in integrated components

• Dependency Awareness: Limited visibility into the full dependency chain
within complex software ecosystems

• Integration Complexity: Challenges in integrating third-party patches into ex-
isting systems without introducing new issues

Recent initiatives like the Software Bill of Materials (SBOM) aim to address these
challenges by providing transparent documentation of all components in software
products. However, our findings suggest that significant challenges remain in coor-
dinating vulnerability management across organizational boundaries.
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Key Insights from Outlier Analysis

1. Dramatic Contrast Between Microsoft and Third-Party Outliers:

• Only 0.26% of Microsoft-specific products (1 out of 391) exhibited ex-
treme lifecycle delays exceeding 1,000 days.

• In stark contrast, 37.5% of third-party applications (9 out of 24) showed
such extreme delays, highlighting significant challenges in cross-vendor
vulnerability management.

2. Extreme Patching Delays for Legacy Vulnerabilities:

• The most extreme case (CVE-1999-0236) remained unpatched for nearly
21 years after exploit publication despite its high severity (CVSS 8.0).

• Several other vulnerabilities from the early 2000s were only patched in
2020-2023, suggesting persistent challenges with legacy system security.

3. Multi-Vendor Coordination Challenges:

• Vulnerabilities like CVE-2016-6664 (MySQL/MariaDB) highlight how
components developed by one vendor but integrated into another’s
ecosystem create complex dependency chains.

• These coordination challenges can leave vulnerabilities unpatched for
years despite being actively exploited and patched by the original ven-
dor.

4. Complex Administrative and Technical Factors:

• Multiple interrelated factors contribute to extreme lifecycle delays, in-
cluding patch complexity, administrative processes, limited visibility
into dependencies, and resource constraints.

• These factors exemplify the "long tail" of vulnerability remediation de-
scribed in vulnerability research, where a small subset of cases exhibit
dramatically different lifecycle patterns.

The extreme cases in our dataset, where patch delays extended beyond 1000
days, exemplify the "long tail" of vulnerability remediation documented by Allodi
[8], who observed a heavy-tailed distribution in vulnerability exploitation and man-
agement. The persistence of administrative and process delays in the vulnerability
lifecycle, even for critical issues, supports Gandhi et al.’s [51] systematic review find-
ings on the significant organizational barriers to effective vulnerability management.
These observations extend beyond technical limitations to encompass the complex
socio-technical challenges in security response, as theorized by Anderson [11] in his
economic analysis of cybersecurity incentives and constraints.

The presence of significant outliers in our dataset, particularly vulnerabilities
with lifecycle differences exceeding 1000 days, represents an empirical validation of
Franca et al.’s [45] assertion that traditional vulnerability management approaches
contain fundamental effectiveness gaps. These extreme cases challenge the assump-
tions of standard vulnerability lifecycle models, such as those proposed by Frei [46],
which tend to emphasize more typical remediation timelines. The concentration
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of these outliers among third-party components within Microsoft’s ecosystem sup-
ports Akhoundali et al.’s [4] findings regarding the complexities of managing secu-
rity fixes in interconnected software ecosystems.

5.5 Implications and Discussion

The comprehensive analysis of vulnerability lifecycles presented in this chapter yields
significant implications for security practices, patch management strategies, and
vulnerability prioritization frameworks. This section discusses these implications
in the context of existing literature and identifies areas where current approaches
may need refinement based on our empirical findings.

5.5.1 Theoretical Implications for Vulnerability Lifecycle Models

Our analysis both supports and extends Frei’s foundational vulnerability lifecycle
model [46]. While Frei’s framework remains valid in identifying the key phases
of vulnerability evolution (discovery, disclosure, exploitation, and patching), our
findings suggest several important refinements to this model.

5.5.1.1 Evolution in Exploitation-Disclosure Relationships

The dramatic evolution in the chronological relationship between disclosure and
exploitation-from predominantly pre-CVE exploits in early years (1999-2004) to pre-
dominantly post-CVE exploits in recent years (2015-2024)-represents a fundamental
shift not fully captured in traditional lifecycle models. This transformation suggests
that vulnerability disclosure practices have matured significantly, with coordinated
disclosure becoming the norm rather than the exception.

This finding challenges the assumption that vulnerability lifecycles follow con-
sistent temporal patterns over time. Instead, our data indicates that these patterns
evolve in response to changes in industry practices, security awareness, and coordi-
nation mechanisms. The shift is particularly pronounced in Microsoft’s ecosystem,
where pre-CVE exploits decreased from 98.5% in 1999-2000 to nearly zero after 2015,
suggesting vendor-specific factors significantly influence lifecycle patterns.

5.5.1.2 Severity-Lifecycle Relationship Complexity

Our findings challenge simplistic assumptions about the relationship between vul-
nerability severity and lifecycle timing. Contrary to expectations that higher-severity
vulnerabilities would be exploited more rapidly, we found that critical vulnerabili-
ties exhibited longer median times to exploitation (192 days) than medium-severity
ones (138 days). This counterintuitive relationship suggests that severity ratings
may not accurately predict exploitation likelihood or timing.

This complexity extends to patching timelines as well. While non-exploited vul-
nerabilities showed expected severity-based prioritization patterns (critical vulner-
abilities patched faster than less severe ones), the relationship inverted for exploited
vulnerabilities. Exploited critical vulnerabilities showed the longest median time
to patch (186 days), suggesting that technical complexity or other factors beyond
severity ratings significantly influence remediation timelines.

These findings align with Costa et al.’s [31] identification of limitations in cur-
rent severity scoring systems. The significant gap we observed between patching
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times for exploited versus non-exploited vulnerabilities (particularly for critical is-
sues) suggests that vulnerability lifecycle models must account for exploitation sta-
tus as a key factor influencing remediation processes.

5.5.1.3 The Long-Tail Distribution in Vulnerability Management

Our outlier analysis provides empirical support for Allodi’s heavy-tailed distribu-
tion theory of vulnerability exploitation [8]. The presence of extreme outliers-particularly
among third-party components-exemplifies how a small subset of vulnerabilities can
exhibit dramatically different lifecycle patterns compared to the broader population.

These findings suggest that vulnerability lifecycle models should explicitly in-
corporate this heavy-tailed distribution, rather than focusing primarily on central
tendencies. The dramatic contrast between typical patterns and extreme outliers
(some spanning decades between exploitation and patching) highlights the limita-
tions of models that assume relatively uniform processes across all vulnerabilities.

5.5.2 Practical Implications for Security Practitioners

Beyond theoretical considerations, our findings have several practical implications
for security practitioners responsible for vulnerability management in organizational
contexts.

5.5.2.1 Exploit-Patch Gap Management

The consistent finding that exploits typically precede patches (median gaps of -6
to -11 days across severity levels) highlights the critical importance of compensating
controls during the window of vulnerability. Security practitioners should recognize
that patching alone may be insufficient, particularly for actively exploited vulnera-
bilities where the "race" between attackers and defenders frequently favors attackers.

These negative median values across all severity levels underscore the need for:

• Deployment of temporary mitigations during the patching process

• Implementation of behavioral detection mechanisms to identify exploitation
attempts

• Application of defense-in-depth strategies to reduce vulnerability impact

• Continuous monitoring for signs of compromise during patching windows

The existence of this exploit-patch gap supports the findings of Woo et al. [161]
regarding persistent challenges in timely patch development. Our quantification of
this gap across different severity levels provides more precise guidance for security
practitioners in allocating defensive resources based on empirically observed win-
dow lengths.

5.5.2.2 Severity-Based Prioritization Refinement

Our findings suggest that traditional severity-based prioritization strategies may
need refinement to better reflect real-world exploitation and patching patterns. The
counterintuitive relationship between severity and exploitation timing indicates that
security practitioners should consider multiple factors beyond CVSS scores when
prioritizing vulnerability remediation:
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• Exploitation status should significantly influence prioritization, with exploited
vulnerabilities receiving expedited attention regardless of severity ratings

• Medium-severity vulnerabilities merit close attention given their shorter me-
dian time to exploitation

• Critical vulnerabilities in complex systems may require longer remediation
timelines despite their high priority, necessitating robust interim mitigations

These refinements align with the EPSS approach [68], which incorporates mul-
tiple factors beyond severity scores to predict exploitation likelihood. Our findings
extend this work by demonstrating empirically how exploitation status influences
patching timelines across different severity levels.

5.5.2.3 Third-Party Component Management

Perhaps the most striking practical implication emerges from our outlier analysis,
which revealed dramatic differences between Microsoft-specific products and third-
party components integrated into Microsoft’s ecosystem. The high proportion of
extreme outliers among third-party applications (37.5% versus 0.26% for Microsoft-
specific products) highlights the critical importance of comprehensive dependency
management.

Security practitioners should:

• Maintain comprehensive software bills of materials (SBOMs) to track all com-
ponents in their environments, including third-party dependencies

• Implement vendor diversity risk assessments to identify potential chokepoints
in vulnerability remediation processes

• Establish explicit responsibility assignments for timely remediation of vulner-
abilities in integrated components

• Consider compensating controls for vulnerabilities in third-party components
where patching delays may be extended

These recommendations address the challenges documented by Akhoundali et
al. [4] regarding the complexities of managing security fixes in interconnected soft-
ware ecosystems. Our findings provide empirical evidence of the dramatic lifecy-
cle differences between vendor-specific and third-party vulnerabilities, underscor-
ing the importance of cross-vendor coordination in effective security management.

5.5.3 Comparative Analysis with Prior Research

Our findings both support and challenge various aspects of prior research in vulner-
ability lifecycle analysis. This section examines how our results compare with key
works in the field.

5.5.3.1 Coordinated Disclosure Evolution

The dramatic shift from predominantly pre-CVE exploits in early years to post-CVE
exploits in recent years aligns with Pastor et al.’s [117] suggestion that improved in-
formation sharing would lead to more structured vulnerability management. Our



Chapter 5. Lifecycle Analysis 158

findings provide empirical evidence of this evolution, demonstrating that coordi-
nated disclosure practices have indeed transformed the vulnerability landscape over
the past two decades.

However, the persistence of negative median differences between patch and ex-
ploit dates (indicating that exploitation typically precedes patching) challenges the
effectiveness of current coordinated disclosure mechanisms. This finding suggests
that while disclosure coordination has improved, the ideal scenario of patches pre-
ceding exploitation remains elusive in practice.

5.5.3.2 Severity-Exploitation Relationship

Our finding that critical vulnerabilities exhibit longer exploitation timelines than
medium-severity ones extends Costa et al.’s [31] work on the limitations of severity
scoring systems. While Costa et al. identified theoretical limitations in predictive
capabilities, our research provides empirical evidence of the counterintuitive rela-
tionship between severity and exploitation timing.

This finding also aligns with Ruohonen’s [130] observation that critical vulner-
abilities often face longer assessment periods. Our research suggests this extended
timeline applies not only to assessment but to the entire lifecycle, potentially be-
cause critical vulnerabilities often involve more complex systems or require more
sophisticated exploitation techniques.

5.5.3.3 Patch Development and Deployment Challenges

The significant gap between patching times for exploited versus non-exploited vul-
nerabilities supports Johnson et al.’s [70] research on the complexities of patch de-
ployment in enterprise environments. Our finding that exploited critical vulner-
abilities take 244% longer to patch than non-exploited ones provides quantitative
evidence of these challenges, particularly for high-impact vulnerabilities.

This pattern also validates Xiong et al.’s [162] observations regarding the com-
plex relationship between vulnerability disclosure and patch development. Their
work highlighted how various factors beyond severity influence patch development
timelines-a complexity demonstrated empirically in our analysis of patching pat-
terns across different severity levels and exploitation statuses.

5.5.3.4 Heavy-Tailed Distribution in Vulnerability Management

Our outlier analysis provides strong empirical support for Allodi’s [8] heavy-tailed
distribution theory. The concentration of extreme outliers among third-party com-
ponents, with some patches delayed by more than a decade after exploitation, exem-
plifies the "long tail" of vulnerability remediation that Allodi described theoretically.

These findings extend Allodi’s work by demonstrating that the heavy-tailed dis-
tribution applies not only to exploitation likelihood but to the entire vulnerability
lifecycle, including remediation timelines. Furthermore, our research suggests this
distribution is not uniform across all vulnerabilities but exhibits distinct patterns
based on factors like component origin (vendor-specific versus third-party) and ex-
ploitation status.

5.5.4 Research Limitations and Future Directions

While our analysis provides valuable insights into vulnerability lifecycle patterns,
several limitations should be acknowledged:
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• Exploit Data Completeness: Our exploitation analysis relies on publicly docu-
mented exploits in the Exploit Database. This dataset may not capture private
or undisclosed exploits, potentially understating the true extent of exploita-
tion.

• Vendor-Specific Focus: The patch analysis focuses primarily on Microsoft-
related vulnerabilities, which may exhibit different patterns than those affect-
ing other vendors. Future research should extend this analysis to other major
vendors to enable comparative assessment.

• Temporal Coverage: The detailed patch analysis covers 2016-2024, providing
comprehensive coverage of recent vulnerability patterns but limiting historical
comparisons for patching behaviors.

• Third-Party Component Identification: The limited product information for
some third-party components constrains detailed analysis of specific applica-
tions and their exploitation patterns.

These limitations suggest several promising directions for future research:

• Multi-Vendor Comparative Analysis: Extending the three-point lifecycle anal-
ysis to other major vendors would provide valuable comparative insights into
how different organizational practices influence vulnerability lifecycles.

• Private Exploit Integration: Incorporating data from private exploit datasets
or vulnerability intelligence services could provide a more comprehensive view
of exploitation patterns.

• SBOM-Based Analysis: As software bills of materials become more standard-
ized and widely available, future research could leverage this information to
analyze vulnerability patterns across different dependency types and integra-
tion models.

• Exploitation Technique Evolution: Analyzing how exploitation techniques
have evolved over time could provide deeper insights into the relationship
between vulnerability complexity and exploitation timing.

These future directions would build upon the foundation established in this
chapter, further enhancing our understanding of vulnerability lifecycle dynamics
and their implications for security practices.

5.6 Summary

This chapter has presented a comprehensive analysis of vulnerability lifecycles, ex-
amining the temporal relationships between key events including CVE reservation,
exploit publication, and patch release. By analyzing these relationships across differ-
ent dimensions-exploitation patterns, patching timelines, severity levels, and outlier
cases-we have developed a more nuanced understanding of vulnerability manage-
ment dynamics in contemporary security landscapes.
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5.6.1 Key Findings

The analysis has yielded several significant findings that extend existing knowledge
in vulnerability lifecycle research:

Evolution in Vulnerability Disclosure and Exploitation Patterns: The examina-
tion of CVE-exploit timing relationships from 1999 to 2024 revealed a dramatic shift
from predominantly pre-CVE exploits in early years (1999-2004, over 80%) to post-
CVE exploits in recent years (2015-2024, over 80%). This transformation reflects the
maturation of coordinated vulnerability disclosure practices and improved infor-
mation sharing across the security community. Microsoft’s vulnerability landscape
showed an even more pronounced evolution, shifting from 98.5% pre-CVE exploits
in 1999-2000 to almost exclusively post-CVE exploits after 2015, demonstrating the
effectiveness of structured security response processes.

Exploitation-Patching Relationship: Our analysis of 415 Microsoft-related vul-
nerabilities with both exploit and patch documentation revealed that exploits are
typically published approximately 168 days after CVE creation (mean value, with a
median of 141 days). The relationship between exploitation and patching showed a
median gap of -7 days, indicating that exploits typically precede patches by about
a week. This persistent negative gap highlights the ongoing challenge of develop-
ing and deploying timely patches, even in well-structured security environments.
Nonetheless, 93.7% of vulnerabilities in our dataset were patched before being ex-
ploited, suggesting generally effective vulnerability management despite these chal-
lenges.

Severity-Based Lifecycle Patterns: Contrary to conventional expectations, crit-
ical vulnerabilities exhibited longer exploitation timelines (median 192 days) than
medium-severity ones (median 138 days). This counterintuitive finding suggests
that vulnerability complexity, rather than severity rating alone, may significantly
influence exploitation patterns. Even more striking was the disparity in patching
times between exploited and non-exploited vulnerabilities. Exploited critical vul-
nerabilities required a median of 186 days to patch, compared to just 54 days for
non-exploited ones-a 244% increase. This substantial gap decreased with severity
level, suggesting that exploited vulnerabilities, particularly at higher severity levels,
may possess characteristics that significantly complicate remediation.

Outliers and the Heavy-Tailed Distribution: Our analysis of extreme outliers
revealed dramatic differences between Microsoft-specific products and third-party
components. Only 0.26% of Microsoft products (1 out of 391) exhibited extreme life-
cycle delays exceeding 1,000 days, compared to 37.5% of third-party applications
(9 out of 24). The most extreme case involved a high-severity vulnerability that
remained unpatched for nearly 21 years after exploit publication. These findings
provide empirical support for Allodi’s [8] heavy-tailed distribution theory, demon-
strating that vulnerability lifecycles do not follow uniform patterns but include sig-
nificant outliers that require specialized management approaches.

Product and Weakness Distribution Patterns: Microsoft Office emerged as the
product family with the highest number of vulnerabilities (6,342 patched CVEs),
significantly ahead of Windows (4,869) and Microsoft .NET (4,867). This finding
challenges common assumptions that operating systems represent the most vulner-
able components in technology stacks. Analysis of Common Weakness Enumera-
tions (CWEs) revealed that memory safety issues dominate Microsoft’s vulnerability
landscape, with CWE-787 (Out-of-bounds Write), CWE-416 (Use After Free), CWE-
119 (Memory Buffer Restriction), and CWE-125 (Out-of-bounds Read) collectively
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accounting for 58.1% of Microsoft’s top patched vulnerabilities-significantly higher
than their 32.1% share in the broader vulnerability ecosystem.

Temporal Evolution in Patching Efficiency: Microsoft’s patching activity in-
creased dramatically from 386 patched CVEs in 2016 to a peak of 2,126 in 2022 (a
451% increase), before declining to 1,451 in 2023. This evolution reflects both the
growing challenges of vulnerability management described by Johnson et al. [70]
and the maturation of Microsoft’s security response capabilities. Recent years show
improved consistency in patching patterns and reduced temporal gaps between ex-
ploitation and remediation, suggesting enhancement in vulnerability management
processes despite the increasing scale and complexity of the security landscape.

5.6.2 Theoretical and Practical Implications

The findings from this research extend vulnerability lifecycle theory in several im-
portant ways. While Frei’s [46] foundational model remains valid in identifying key
lifecycle phases, our research demonstrates that these patterns evolve significantly
over time in response to changing industry practices. The shift from pre-CVE to
post-CVE exploitation represents a fundamental transformation not fully captured
in traditional static lifecycle models.

The counterintuitive relationship between vulnerability severity and lifecycle
timing challenges simplistic risk assessment frameworks. Our findings support
Costa et al.’s [31] identification of limitations in current severity scoring systems
and suggest that more nuanced approaches to prioritization are needed-approaches
that consider exploitation status alongside traditional severity metrics.

For security practitioners, our findings highlight several critical considerations:

• The consistent negative gap between exploit publication and patch availabil-
ity (-6 to -11 days across severity levels) necessitates compensating controls
during patching windows.

• Traditional severity-based prioritization should be refined to account for the
empirically observed lifecycle patterns, with particular attention to medium-
severity vulnerabilities given their shorter exploitation timelines.

• Third-party component management requires special attention, given the dra-
matically higher proportion of extreme outliers among these components com-
pared to vendor-specific products.

5.6.3 Future Research Directions

While this research provides valuable insights into vulnerability lifecycle patterns,
several promising directions for future research emerge:

• Extending the three-point lifecycle analysis to other major vendors would en-
able comparative assessment of how different organizational practices influ-
ence vulnerability management outcomes.

• Incorporating data from private exploit datasets or vulnerability intelligence
services could provide a more comprehensive view of exploitation patterns
beyond publicly documented exploits.

• Leveraging emerging standards for software bills of materials (SBOMs) could
enable more detailed analysis of vulnerability patterns across different depen-
dency types and integration models.
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• Analyzing how exploitation techniques have evolved over time could provide
deeper insights into the relationship between vulnerability complexity and ex-
ploitation timing.

These future directions would build upon the foundation established in this
chapter, further enhancing our understanding of vulnerability lifecycle dynamics
and their implications for security practices.

In conclusion, this chapter has provided a comprehensive empirical analysis of
vulnerability lifecycles, quantifying the temporal relationships between key events
and identifying significant patterns across dimensions of severity, product family,
and vulnerability type. The findings extend existing theoretical frameworks while
providing practical insights for improving vulnerability management practices in
complex software ecosystems.
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CHAPTER 6
FUTURE WORK

Building upon our comprehensive methodology (Chapter 3) and findings from our
exploratory data analysis (Chapter 4) and lifecycle analysis (Chapter 5), this chap-
ter outlines key directions for future research in vulnerability lifecycle analysis and
management. Our findings have revealed several critical areas where additional
investigation could significantly advance both theoretical understanding and prac-
tical applications in cybersecurity, with a particular focus on the temporal dynamics
between vulnerability discovery, exploitation, and patching.

6.1 Expanding Data Sources

Our current analysis leverages data from Common Vulnerabilities and Exposures
(CVE V5), ExploitDB, and Microsoft’s Security Response Center (MSRC). While these
sources have provided valuable insights, the dynamic nature of cybersecurity threats
demands a more comprehensive data collection strategy. As demonstrated in Chap-
ters 4 and 5, the integration of multiple data sources can provide richer insights into
vulnerability lifecycles, particularly regarding the temporal relationships between
discovery, exploitation, and patching.

6.1.1 Integration of MoreFixes Dataset

The recently published MoreFixes dataset [4] represents a significant advancement
in vulnerability research that could substantially enhance our existing work. This
dataset contains 26,617 unique CVEs with associated fix commits from 6,945 GitHub
projects, representing a 397% increase in CVEs and a 295% increase in covered open-
source projects compared to previous datasets. The MoreFixes dataset is particularly
relevant to our research as it focuses on the relationship between CVEs and their fix
commits, providing valuable temporal data about patch availability.

The MoreFixes dataset offers several advantages that address limitations in our
current approach:

• Access to detailed information about security vulnerabilities in open-source
projects, including precise fix commits. This could enhance our understanding
of vulnerability remediation effectiveness, particularly for widely-used open-
source components that may interact with Microsoft products.

• Comprehensive coverage across multiple programming languages, with 54
different file types related to programming languages and environment con-
figurations. This would allow us to extend our analysis beyond our current
focus on Microsoft-specific vulnerabilities.
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• Rich metadata about repositories, commits, and changed methods that could
provide deeper insights into the patching process. This is particularly relevant
to our analysis of patching timelines in Section 5.3.1.2.

Based on our findings in Section 4.3.6, where we identified significant differences
between vendor-reported exploits and independent databases, integrating the More-
Fixes dataset could help bridge these gaps and provide a more complete picture of
the vulnerability landscape, particularly regarding patch availability.

6.1.2 Integration of GitHub Advisory Database

The GitHub Security Advisory Database represents another valuable resource for
vulnerability research that could complement our existing datasets. Our analysis in
Chapter 4 revealed significant discrepancies between Microsoft-reported exploited
CVEs and those listed in ExploitDB, highlighting the need for additional sources to
create a more comprehensive view of the exploitation landscape.

The GitHub Advisory Database offers several advantages that address limita-
tions in our current approach:

• Community-driven vulnerability reports that often precede official CVE en-
tries, enabling earlier detection and analysis of emerging threats. This is par-
ticularly relevant for our temporal analysis, as it could provide more accurate
timestamps for the discovery phase of vulnerabilities.

• Detailed contextual information through discussions and pull requests related
to vulnerabilities, which could provide insights into the discovery and reme-
diation process that are not available in traditional CVE descriptions.

• According to the MoreFixes study [4], the GitHub Security Advisory (GHSA)
has proven to be particularly effective for gathering direct commit fixes and
CVE to repository mappings.

6.1.3 Integration of Open Source Vulnerability Database (OSV)

The Open Source Vulnerability Database (OSV.dev) [54] represents another potential
data source that could significantly enhance our analysis. OSV.dev focuses specif-
ically on open-source vulnerabilities and provides structured data that could com-
plement our existing sources. Recent observations from our analysis of outlier cases
in Section 5.4.1 highlighted the need for better data on vulnerabilities in third-party
components that affect Microsoft products.

Key advantages of OSV.dev include:

• Comprehensive coverage of vulnerabilities in open-source ecosystems, includ-
ing those that might not have CVE identifiers.

• Precise version ranges for affected components, enabling more accurate track-
ing of vulnerability windows.

• Machine-readable data formats that facilitate automation and integration with
other data sources.
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6.1.4 Data Integration and Quality Challenges

While expanding our data sources offers significant potential benefits, our experi-
ences with the current datasets highlight several challenges that must be addressed:

• Developing robust matching algorithms to correlate entries across different
databases, particularly when dealing with vulnerabilities that may have dif-
ferent identifiers or descriptions in each source.

• Establishing data quality assessment and validation mechanisms to ensure
the reliability of integrated information, building on our quality assurance
methodology described in Section 3.6

• Creating standardized temporal representations to enable accurate lifecycle
analysis across different sources, addressing the challenges identified in our
timeline analysis in Section 5.3.2

The MoreFixes approach addresses many of these challenges through a novel
workflow with several heuristic methods to enhance data quality, including a block-
list to filter out irrelevant repositories and a scoring system to evaluate the relevance
of potential fix commits [4]. We will adopt similar techniques in our data integration
approach to ensure high-quality data while expanding our sources.

6.2 Enhanced Lifecycle Analysis Approaches

Building upon our findings in Chapter 5, we have identified several opportunities
to enhance our understanding of vulnerability lifecycles through more sophisticated
analytical approaches. Our current analysis has revealed significant variations in the
timing and sequence of key lifecycle events, but additional techniques could provide
deeper insights into these patterns.

6.2.1 CVE-Exploit-Patch Race Analysis Framework

Our analysis in Section 5.3.1.3 identified a critical "race" between CVE reservation,
exploit development, and patch deployment, with 6.3% of CVEs exploited before
being patched. This finding highlights the importance of understanding the tempo-
ral dynamics of this three-way race. We propose developing a dedicated framework
to analyze and predict the outcomes of these races, focusing on:

• Extending our current binary analysis (exploit before or after patch) to a more
nuanced multi-state model that captures the full sequence of events (CVE reser-
vation, exploit availability, patch release)

• Quantifying the time gaps between these key events and analyzing how these
gaps have evolved over time, building on our initial findings in chapter 5.

• Identifying factors that influence the sequence of these events, particularly for
the 6.3% of cases where exploits appeared before patches

This framework would directly extend our methodology from Section 5.3.1.3 to
provide more actionable insights for vulnerability management. By integrating the
MoreFixes dataset [4], we would gain access to a much larger corpus of patch data
across multiple platforms, enabling more robust statistical analysis of these race con-
ditions.
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6.2.2 Time-to-Patch (TTP) Analysis Model

Our findings in Section 5.3.1.2 revealed significant variations in the time between
exploit publication and patch availability, with a mean difference of approximately
-31 days for Microsoft products. Building on this observation and leveraging the
extensive patch data available in the MoreFixes dataset, we propose developing a
dedicated model to analyze Time-to-Patch (TTP) metrics, focusing on:

• Comparing Microsoft patch deployment timelines with those of other major
vendors represented in the MoreFixes dataset, which includes patch data for
6,945 unique GitHub projects

• Analyzing the relationship between vulnerability severity, exploitation status,
and patching priority across different platforms and vendors

• Identifying specific factors that contribute to faster or slower patch develop-
ment, such as vulnerability type (CWE), affected component, or programming
language

This model would build directly on our findings in Section 5.3.2, which showed
significant variations in patching timelines based on severity levels. The MoreFixes
dataset, with its rich metadata about repositories, commits, and changed methods,
would enable a much more detailed analysis of the patching process than is possible
with our current data.

6.2.3 Heavy-Tailed Distribution Analysis

Our analysis in Chapter 4 revealed patterns in exploitation that align with research
by Allodi [8], who demonstrated that vulnerability exploitation follows a heavy-
tailed distribution where a small subset of vulnerabilities accounts for the majority
of observed attacks in the wild. This pattern was particularly evident in our find-
ings in Section 4.2.6, where we identified certain CVEs with disproportionately high
numbers of exploits. Building on this insight, we propose:

• Applying heavy-tailed distribution models to our dataset to identify the char-
acteristics of highly-exploited vulnerabilities.

• Analyzing the relationship between CWE types and exploitation rates, extend-
ing our analysis from Section 4.1.5.3 where we identified the most common
CWEs.

• Examining whether the heavy-tailed distribution pattern holds across different
platforms and vendors by comparing our Microsoft-focused findings with the
broader data available in our dataset

This analysis would provide valuable insights for prioritizing vulnerability man-
agement efforts by identifying which vulnerabilities are most likely to be heavily
exploited. By combining our exploitation data with the comprehensive patch data
from Microsoft and MoreFixes, we could also analyze whether highly-exploited vul-
nerabilities receive faster patches, addressing a key question about vendor response
priorities.
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6.3 Predictive Modeling with Machine Learning

Based on the patterns identified in Chapters 4 and 5, we propose developing two tar-
geted machine learning models to address specific aspects of vulnerability manage-
ment. These models will directly build on our findings and leverage the expanded
datasets described in Section 6.1.

6.3.1 Exploit Prediction Model

Our analysis in Section 5.2.1.3 revealed significant patterns in exploit timing relative
to CVE reservations, with a clear shift toward post-CVE exploits in recent years (as
shown in Figure 5.2). Building on these findings, we propose developing a machine
learning model to predict exploit likelihood and timing for newly disclosed vulner-
abilities.

6.3.1.1 Model Design and Implementation

The proposed model would be designed as follows:

• Feature Engineering: We would extract features from CVE descriptions, CWE
information, affected products, and severity scores. Based on our findings in
Section 4.1.5.3, features related to CWE type would be particularly valuable,
as certain weakness types (like CWE-79 and CWE-119) are more frequently
exploited than others.

• Temporal Features: Our lifecycle analysis in Section 5.3.1.1 showed a mean dif-
ference of 168 days between CVE reservation and exploit publication, but with
significant variation. We would incorporate temporal features such as time
since disclosure, vendor response time, and historical exploitation patterns for
similar vulnerabilities.

• Training Data: The model would be trained on our existing dataset of 468
Microsoft-related CVEs with exploits (identified in Section 4.3.6), supplemented
with the broader exploitation data available in the MoreFixes dataset, which
includes information on 26,617 unique CVEs.

6.3.1.2 Technical Implementation

The model would use a gradient boosting approach (XGBoost) with the following
implementation details outlined in Figure 6.1:
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FIGURE 6.1: Illustration of the exploitation prediction model.

• Input Features:

– Textual features extracted from CVE descriptions using NLP techniques

– CWE category (encoded as one-hot vectors)

– CVSS metrics (base, temporal, and environmental scores)

– Affected product information

– Vendor-specific features (e.g., Microsoft product type)

– Temporal features (days since disclosure, patch availability status)

• Output: Probability of exploitation within specific timeframes (7 days, 30 days,
90 days) after disclosure

• Evaluation Metrics: Area Under the Receiver Operating Characteristic curve
(AUROC), precision, recall, and F1-score with a focus on recall for high-severity
vulnerabilities.

• Model Selection Rationale: We selected XGBoost as our primary algorithm
due to its demonstrated superiority in vulnerability prediction tasks. Recent
studies have shown that XGBoost achieves up to 94% accuracy in distinguish-
ing between exploitable and non-exploitable vulnerabilities [18]. Its ensemble
learning approach is particularly effective for handling the high-dimensional,
non-linear relationships present in vulnerability data. Furthermore, XGBoost
provides valuable feature importance metrics, allowing us to identify the most
significant indicators of exploitation risk [22]. The algorithm’s efficiency in
processing large datasets makes it ideal for the continuous monitoring and
updating necessary in dynamic vulnerability landscapes.

This model directly addresses the critical need "Race competency" identified in
Section 5.3.1.3 to predict which vulnerabilities are likely to be exploited rapidly,
enabling more effective prioritization of security responses, full illustration can be
found on Appendix F.
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6.3.2 Patch Prioritization Model

Our analysis in Section 5.3.2 revealed significant variations in patch release timelines
based on vulnerability severity, with a median difference of -6 days between patch
availability and exploit addition for critical vulnerabilities. While we don’t have
data on actual deployment dates within organizations (as these vary widely and
are not publicly available), we can develop a model to optimize patch prioritization
decisions based on the available patch release dates and exploit information.

6.3.2.1 Model Design and Implementation

The proposed model would be designed as follows:

• Feature Engineering: We would extract features related to vulnerability char-
acteristics, exploit status, and potential impact. Based on our findings in Sec-
tion 5.3.2, features related to severity level would be particularly important, as
different severity levels show distinct patterns in patch timing. According to
research by Bozorgi et al. [25], the integration of exploit metadata can signifi-
cantly improve vulnerability risk assessment.

• Risk Modeling: The model would incorporate risk assessment based on the
heavy-tailed distribution of vulnerability exploitation identified in our analy-
sis (Section 4.2.6) and supported by Allodi’s research [8]. This approach aligns
with the findings of Roytman and Jacobs [129], who demonstrated the impor-
tance of focusing resources on the small subset of vulnerabilities that pose the
greatest risk.

• Training Data: The model would be trained on our existing dataset of Mi-
crosoft patch release dates, supplemented with the comprehensive patch data
available in the MoreFixes dataset [4], which includes 31,883 unique fix com-
mits. This dataset would provide a much broader view of patching patterns
across different vendors and platforms.

6.3.2.2 Technical Implementation

The model would use a supervised learning approach with the following implemen-
tation details, outlined in Figure 6.2:
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FIGURE 6.2: Illustration of the patch prioritization model.

• Input Data (Features):

– Vulnerability characteristics: The model will analyze information like the
type of vulnerability (e.g., SQL injection, cross-site scripting), affected
components, and severity scores.

– Exploitation status: Whether the vulnerability is already being exploited,
similar to ones that have been exploited, or shows characteristics that
make it likely to be exploited soon.

– Temporal features: How long the vulnerability has been known, how
quickly similar vulnerabilities have been patched in the past.

• Training Process:

– The model will learn from historical data how different factors relate to
the importance of patching. For example, it might learn that certain types
of vulnerabilities in internet-facing components need to be patched more
urgently than similar vulnerabilities in internal components.

– We’ll use a technique called "gradient boosting" (specifically XGBoost),
which builds multiple simple models that work together to make accurate
predictions. This approach has been shown to work well for this type of
problem in research by Jacobs et al. [68].

• Output: The model will produce a prioritization score for each vulnerability,
indicating its relative importance for patching based on risk and impact.

• Example Scenario: For instance, the model would analyze a situation like:

– Current unpatched vulnerabilities: CVE-2023-1234 (critical severity, web
server), CVE-2023-5678 (high severity, database), CVE-2023-9012 (medium
severity, workstation)

– Available information: CVE-2023-1234 affects many systems, has no known
exploits but similar vulnerabilities were exploited quickly; CVE-2023-5678
already has an exploit available but affects fewer systems; CVE-2023-9012
has been known for 60 days with no exploits
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– Model recommendation: A priority ranking of these vulnerabilities based
on their risk characteristics

• Algorithm Selection: We specifically chose XGBoost for this task based on its
proven performance in related cybersecurity prediction problems. XGBoost’s
ensemble learning capabilities allow it to effectively model the complex inter-
actions between vulnerability characteristics and exploitation likelihood [128].
Additionally, the algorithm’s robustness to noisy data is particularly valuable
when working with vulnerability datasets, which often contain inconsistencies
and missing information. Through hyperparameter optimization using tech-
niques like Optuna [59], we can further enhance the model’s accuracy and gen-
eralizability. This approach has demonstrated superior performance compared
to traditional machine learning methods in similar prediction tasks [168].

This approach builds directly on the empirical findings from our lifecycle analy-
sis. By providing data-driven recommendations for patch prioritization, the model
would help organizations address the challenge identified in Section 5.3.1.2, where
we observed that patches are often delayed even for critical vulnerabilities, full il-
lustration can be found in Appendix F

6.4 Timeline and Research Plan

The implementation of our research agenda follows a structured approach over a
24-month period as appears in Figure 6.3, focusing on achievable goals within the
scope of a doctoral thesis project. The timeline is designed to build incrementally
on our existing work, with each phase addressing specific aspects of the research
questions.
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FIGURE 6.3: Research Timeline Gantt Chart

6.4.1 Phase 1: Data Integration and Enhancement (Months 1-3)

The initial phase will focus on expanding our data sources to provide a more com-
prehensive foundation for subsequent analysis:

• MoreFixes Dataset Integration (1.5 months, March - mid-April 2025): We will
begin with integrating the MoreFixes dataset [4], which contains 26,617 unique
CVEs with fix commits from 6,945 GitHub projects. This will significantly ex-
pand our view of patch availability beyond Microsoft products.

• GitHub Advisory Database Integration (2 months, March - April 2025): We
will develop matching algorithms to correlate GitHub Advisory entries with
our existing CVE dataset, focusing particularly on enhancing our understand-
ing of exploited vulnerabilities.

• OSV.dev Integration (1.5 months, mid-April - May 2025): Starting mid-April
2025, we will integrate data from OSV.dev, with particular focus on vulnera-
bilities in open-source components that interact with Microsoft products, ad-
dressing the challenges identified in Section 5.4.1 regarding third-party com-
ponents.

• Data Quality Validation Implementation (2 months, May - June 2025): Begin-
ning May 2025, we will implement enhanced validation mechanisms following



Chapter 6. Future Work 173

the approach outlined in MoreFixes [4], which uses a blocklist to filter out irrel-
evant repositories and a scoring system to evaluate the relevance of potential
fix commits.

• Dataset Update (1 month, June 2025): In June 2025, we will update our ex-
isting datasets to include the most recent vulnerabilities through September
2024.

6.4.2 Phase 2: Enhanced Lifecycle Analysis (Months 4-7)

The second phase will focus on developing and applying the enhanced analytical
approaches described in Section 6.2:

• CVE-Exploit-Patch Race Analysis (2 months, July - August 2025): We will de-
velop statistical models to characterize the three-way race between CVE reser-
vation, exploit development, and patch deployment, extending our findings
from Section 5.3.1.3. This will leverage the expanded dataset from Phase 1 to
provide more robust statistical analysis.

• Time-to-Patch Analysis Model (2 months, August - September 2025): Begin-
ning August 2025, we will implement detailed analysis of patching timelines,
comparing Microsoft’s patterns with those of other vendors represented in the
MoreFixes dataset. This directly builds on our findings in Section 5.3.1.2 re-
garding the time between exploit publication and patch availability.

• Heavy-Tailed Distribution Analysis (2 months, September - October 2025):
Starting September 2025, we will apply heavy-tailed distribution models to
identify characteristics of highly-exploited vulnerabilities, extending our anal-
ysis from Section 4.2.6 where we identified CVEs with high numbers of ex-
ploits.

• Comparative Analysis (1 month, October 2025): In October 2025, we will
conduct comparative analysis of lifecycle patterns across different vendors
and product types, taking advantage of the broader coverage provided by the
MoreFixes dataset.

6.4.3 Phase 3: Predictive Model Development (Months 8-11)

The third phase will focus on developing and evaluating the machine learning mod-
els described in Section 6.3:

• Feature Engineering for Exploit Prediction (1.5 months, November - mid-
December 2025): We will extract relevant features from vulnerability descrip-
tions, CWE information, affected products, and severity scores, building on
our findings from Chapter 4 regarding the factors associated with exploitation.

• Exploit Prediction Model Training (1.5 months, mid-December 2025 - Jan-
uary 2026): Beginning mid-December 2025, we will train and validate the XG-
Boost model described in Section 6.3.1, using our expanded dataset that in-
cludes both Microsoft-related exploits and the broader exploitation data avail-
able through MoreFixes.

• Patch Prioritization Model (1.5 months, January - mid-February 2026): Start-
ing January 2026, we will develop the supervised learning model described in
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Section 6.3.2, incorporating insights from our lifecycle analysis in Phase 2. This
model will directly address the challenge identified in Section 5.3.1.2 regarding
timely patching of critical vulnerabilities.

• Model Evaluation (1 month, mid-February - March 2026): In mid-February
2026, we will evaluate both models using historical data, with a focus on their
performance for high-severity vulnerabilities as identified in Section 5.3.2.

6.4.4 Phase 4: Validation and Documentation (Months 12-15)

The fourth phase will focus on validating our results and preparing comprehensive
documentation:

• Model Validation with Recent Data (1.5 months, March - mid-April 2026):
We will validate our predictive models against recent vulnerabilities (post-
September 2024) that were not included in the training data, providing a re-
alistic assessment of their performance in real-world scenarios.

• Case Studies Development (2 months, April - May 2026): Beginning April
2026, we will develop detailed case studies focusing on specific vulnerabilities
that exemplify the patterns identified in our analysis. These will include ex-
amples from both Microsoft products and other platforms represented in the
MoreFixes dataset.

• Research Publication Preparation (1.5 months, May - mid-June 2026): Start-
ing May 2026, we will prepare journal and conference publications based on
our findings, focusing particularly on the novel insights gained from our inte-
grated dataset and predictive models.

• Practical Recommendations (1 month, mid-June - July 2026): In mid-June
2026, we will develop concrete recommendations for vulnerability manage-
ment practices based on our results, targeted specifically at enhancing the secu-
rity of Microsoft products and their interactions with third-party components.

6.4.5 Phase 5: Finalization (Months 16-24)

The final phase focuses on refining our research, conducting final validations, and
preparing the thesis:

• Writing Refinement (9 months, July 2026 - March 2027): We will refine our re-
search documents, improving clarity and coherence while incorporating feed-
back from previous phases.

• Re-Validation (2 months, September - October 2026): Based on peer feedback,
we will re-evaluate our models and findings, making necessary adjustments to
improve accuracy and reliability.

• Comprehensive Validation (1 month, December 2026): A final round of val-
idation will be performed, testing our methodologies and models on diverse
datasets to confirm their generalizability and robustness.

• Thesis Preparation (3 months, January - March 2027): The last stage will focus
on compiling all findings, methodologies, and results into a well-structured
doctoral thesis that contributes to the field of vulnerability management.
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This structured 24-month research plan ensures systematic progress toward ad-
dressing the identified research gaps while maintaining focus on practical outcomes.
The timeline allows for iterative refinement of developed solutions while ensuring
rigorous validation of results and sufficient time for documentation and dissemina-
tion of findings.
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APPENDIX A
EXPLOITS AND CVE DESCRIPTION COMPARISON BETWEEN

MICROSOFT MSRC DB AND EXPLOIT DB FOR CVE-2012-1199

1. CVE Database Description: BASE_path parameter to base_ag_main.php
Exploit DB Description: BASE 1.4.5 - ’base_ag_main.php?base_path’ Remote File
Inclusion
Matched

2. CVE Database Description: base_db_setup.php
Exploit DB Description: BASE 1.4.5 - ’base_db_setup.php?base_path’ Remote File
Inclusion
Matched

3. CVE Database Description: base_graph_common.php
Exploit DB Description: BASE 1.4.5 - ’base_graph_common.php?base_path’ Re-
mote File Inclusion
Matched

4. CVE Database Description: base_graph_display.php
Exploit DB Description: BASE 1.4.5 - ’base_graph_display.php?base_path’ Remote
File Inclusion
Matched

5. CVE Database Description: base_graph_form.php
Exploit DB Description: BASE 1.4.5 - ’base_graph_form.php?base_path’ Remote
File Inclusion
Matched

6. CVE Database Description: base_graph_main.php
Exploit DB Description: BASE 1.4.5 - ’base_graph_main.php?base_path’ Remote
File Inclusion
Matched

7. CVE Database Description: base_local_rules.php
Exploit DB Description: BASE 1.4.5 - ’base_local_rules.php?base_path’ Remote File
Inclusion
Matched

8. CVE Database Description: base_logout.php
Exploit DB Description: BASE 1.4.5 - ’base_logout.php?base_path’ Remote File In-
clusion
Matched

9. CVE Database Description: base_main.php
Exploit DB Description: BASE 1.4.5 - ’base_main.php?base_path’ Remote File In-
clusion
Matched
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10. CVE Database Description: base_maintenance.php
Exploit DB Description: BASE 1.4.5 - ’base_maintenance.php?base_path’ Remote
File Inclusion
Matched

11. CVE Database Description: base_payload.php
Exploit DB Description: BASE 1.4.5 - ’base_payload.php?base_path’ Remote File
Inclusion
Matched

12. CVE Database Description: base_qry_alert.php
Exploit DB Description: BASE 1.4.5 - ’base_qry_alert.php?base_path’ Remote File
Inclusion
Matched

13. CVE Database Description: base_qry_common.php
Exploit DB Description: BASE 1.4.5 - ’base_qry_common.php?base_path’ Remote
File Inclusion
Matched

14. CVE Database Description: base_qry_main.php
Exploit DB Description: BASE 1.4.5 - ’base_qry_main.php?base_path’ Remote File
Inclusion
Matched

15. CVE Database Description: base_stat_alerts.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_alerts.php?base_path’ Remote File
Inclusion
Matched

16. CVE Database Description: base_stat_class.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_class.php?base_path’ Remote File
Inclusion
Matched

17. CVE Database Description: base_stat_common.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_common.php?base_path’ Remote
File Inclusion
Matched

18. CVE Database Description: base_stat_ipaddr.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_ipaddr.php?base_path’ Remote File
Inclusion
Matched

19. CVE Database Description: base_stat_iplink.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_iplink.php?base_path’ Remote File
Inclusion
Matched

20. CVE Database Description: base_stat_ports.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_ports.php?base_path’ Remote File
Inclusion
Matched

21. CVE Database Description: base_stat_sensor.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_sensor.php?base_path’ Remote File
Inclusion
Matched

22. CVE Database Description: base_stat_time.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_time.php?base_path’ Remote File
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Inclusion
Matched

23. CVE Database Description: base_stat_uaddr.php
Exploit DB Description: BASE 1.4.5 - ’base_stat_uaddr.php?base_path’ Remote File
Inclusion
Matched

24. CVE Database Description: base_user.php
Exploit DB Description: BASE 1.4.5 - ’base_user.php?base_path’ Remote File Inclu-
sion
Matched

25. CVE Database Description: index.php
Exploit DB Description: BASE 1.4.5 - ’index.php?base_path’ Remote File Inclusion
Matched

26. CVE Database Description: admin/base_roleadmin.php
Exploit DB Description:
No Match

27. CVE Database Description: admin/base_useradmin.php
Exploit DB Description: BASE 1.4.5 - ’admin/base_useradmin.php?base_path’ Re-
mote File Inclusion
Matched

28. CVE Database Description: admin/index.php
Exploit DB Description: BASE 1.4.5 - ’admin/index.php?base_path’ Remote File
Inclusion
Matched

29. CVE Database Description: help/base_setup_help.php
Exploit DB Description: BASE 1.4.5 - ’help/base_setup_help.php?base_path’ Re-
mote File Inclusion
Matched

30. CVE Database Description: includes/base_action.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_action.inc.php?base_path’ Re-
mote File Inclusion
Matched

31. CVE Database Description: includes/base_cache.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_cache.inc.php?base_path’ Re-
mote File Inclusion
Matched

32. CVE Database Description: includes/base_db.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_db.inc.php?base_path’ Re-
mote File Inclusion
Matched

33. CVE Database Description: includes/base_include.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_include.inc.php?base_path’
Remote File Inclusion
Matched

34. CVE Database Description: includes/base_output_html.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_output_html.inc.php?base_path’
Remote File Inclusion
Matched

35. CVE Database Description: includes/base_output_query.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_output_query.inc.php?base_path’
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Remote File Inclusion
Matched

36. CVE Database Description: includes/base_state_criteria.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_state_criteria.inc.php?base_path’
Remote File Inclusion
Matched

37. CVE Database Description: includes/base_state_query.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_state_query.inc.php?base_path’
Remote File Inclusion
Matched

38. CVE Database Description: setup/base_conf_contents.php
Exploit DB Description: BASE 1.4.5 - ’setup/base_conf_contents.php?base_path’
Remote File Inclusion
Matched

39. CVE Database Description: includes/base_state_common.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_state_common.inc.php?base_path’
Remote File Inclusion
Matched

40. CVE Database Description: GLOBALS[user_session_path] parameter to in-
cludes/base_state_common.inc.php
Exploit DB Description: BASE 1.4.5 - ’includes/base_state_common.inc.php?
GLOBALS[user_session_path]’ Remote File Inclusion
Matched

41. CVE Database Description: BASE_Language parameter to setup/base_conf_contents.php
Exploit DB Description: BASE 1.4.5 - ’setup/base_conf_contents.php?BASE_Language’
Remote File Inclusion
Matched

42. CVE Database Description: ado_inc_php parameter to setup/setup2.php
Exploit DB Description: BASE 1.4.5 - ’setup/setup2.php?ado_inc_PHP’ Remote
File Inclusion
Matched
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APPENDIX B
VULNERABILITIES WITH HIGH DIFFERENCES BETWEEN

LIFETIME EVENTS (More than 1000 days)

B.0.0.1 Total of 9 Vulnerabilities for differences between Patching and Exploita-
tion:

CVE-2016-6664, CVE-2009-4487, CVE-2013-0221, CVE-1999-0236, CVE-2016-7567, CVE-
2009-4484, CVE-2010-2891, CVE-2019-15126, CVE-1999-1412

B.0.0.2 Total of 1 Vulnerability for differences between Exploitation and CVE
creation:

CVE-2017-0148. Note: This CVE is has also more than 1000 days difference between Patch-
ing and Exploitation
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APPENDIX C
VULNERABILITIES WITH HIGH NUMBER OF EXPLOITS (More
than 13 exploits)

C.1 The below are examples of CVEs that holds more than
13 exploits Same Characteristics

• CVE-2004-0067, all characteristics in exploitDB are identical except for descrip-
tion. This cve describes multiple Cross-Site Scripting (XSS) vulnerabilities in
phpGedView before version 2.65. These vulnerabilities allow remote attackers
to inject arbitrary HTML or web scripts through various PHP files in the ap-
plication. The vulnerabilities listed in your data are all related to this CVE and
exhibit similarities in terms of the type of vulnerability and the affected files.
We Compare it with its CVE Description in CVE V5 database. The CVE de-
scription for CVE-2004-0067 aligns closely with the exploits listed. It mentions
multiple files vulnerable to XSS attacks, such as descendancy.php, index.php,
individual.php, login.php, relationship.php, source.php, imageview.php, cal-
endar.php, gedrecord.php, login.php, and gdbi_interface.php. Each file listed
in the CVE description corresponds to the exploits in the provided dataset,
validating the scope of the vulnerabilities. The dataset includes the same files
mentioned in the CVE description, along with additional exploits like SQL In-
jection vulnerabilities in placelist.php and timeline.php, which might not be
covered in the CVE but reflect broader issues in the same application. The
consistency in file names and the nature of the vulnerabilities (XSS and SQL
Injection) affirm that these exploits are relevant to the CVE-2004-0067 vulnera-
bilities.

• CVE-2004-1925, all characteristics in exploitDB are identical except for descrip-
tion. Both the descriptions and the CVE mention SQL injection vulnerabilities
that arise due to unsanitized sort_mode and offset parameters. The affected
files listed in the descriptions align with those mentioned in the CVE. They
include:

– tiki-usermenu.php

– tiki-list_file_gallery.php

– tiki-directory_ranking.php

– tiki-browse_categories.php

– tiki-file_galleries.php

– tiki-list_faqs.php

– tiki-list_trackers.php
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– tiki-list_blogs.php

– tiki-index.php

– tiki-user_tasks.php

– tiki-directory_search.php

The CVE indicates issues with both sort_mode and offset parameters. These
are reflected in the provided descriptions. The MITRE CVE description is more
comprehensive and includes all vulnerable parameters and files. It confirms
that vulnerabilities exist in both sort_mode and offset parameters across mul-
tiple PHP scripts, while the provided descriptions focus primarily on specific
parameters and files but do not provide a complete overview of all affected
files and parameters. The provided descriptions accurately reflect the vulnera-
bilities listed in CVE-2004-1925, focusing on specific instances of SQL injection
vulnerabilities related to sort_mode and offset parameters. The CVE descrip-
tion includes a comprehensive list of all affected files and parameters, while the
provided descriptions cover individual cases without explicitly mapping out
the complete list. Both the descriptions and the CVE share the same under-
lying vulnerabilities related to SQL injection. The CVE provides a complete
overview of affected parameters and files, while the individual descriptions
match specific cases of these vulnerabilities.

C.2 The below are examples of CVEs that have between 10
and 13 exploits 61% same Characteristics

The purpose of this analysis is to identify differences in exploit characteristics, in-
cluding author names, types, platforms, and descriptions. This information can
provide valuable insights into the diversity of exploit development and the various
ways vulnerabilities are targeted.

C.2.1 Methodology

For each CVE, we examined:

• The original vulnerability description

• Associated exploits

• Exploit authors

• Exploit types

• Target platforms

• Exploit descriptions

We then compared these characteristics across exploits for each CVE to identify
notable differences or patterns.
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C.3 Analysis

C.3.0.1 CVE-2000-0844

Description: Vulnerability in Unix locale subsystem allowing arbitrary command
execution via functions like gettext and catopen.

Characteristic Analysis
Number of ex-
ploits

11

Authors Various (Kil3r of Lam3rZ, localcore, sk8, logikal, warning3,
Solar Eclipse, Synnergy.net, anonymous)

Types All are local exploits
Platforms Varied (immunix, linux, solaris, unix)
Descriptions Mostly consistent, targeting the locale subsystem vulnera-

bility on different Unix-like systems

Differences:

• Multiple authors contributed exploits

• Platforms vary, covering different Unix-like systems

• Some exploits are more specific (e.g., targeting ’eject’ on Solaris)

C.3.0.2 CVE-2002-1230

Description: NetDDE Agent vulnerability allowing arbitrary code execution via
WM_COPYDATA and WM_TIMER messages.

Characteristic Analysis
Number of ex-
ploits

10

Authors Varied (Serus, sectroyer, Oliver Lavery, Brett Moore,
Ovidio Mallo, anonymous)

Types All are local exploits
Platform All target Windows
Descriptions Consistent focus on the Window Message Subsystem De-

sign Error

Differences:

• Multiple authors contributed exploits

• Some exploits are more specific (e.g., targeting NetDDE specifically)

C.3.0.3 CVE-2003-0201

Description: Buffer overflow in Samba’s call_trans2open function allowing remote
code execution.

Characteristic Analysis
Number of ex-
ploits

13
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Authors Varied (Metasploit, Schizoprenic, H D Moore, eSDee,
Xpl017Elz, c0wboy, eDSee, noir)

Types All are remote exploits
Platforms Varied (BSD, Linux, OSX, Solaris, Unix)
Descriptions Consistent focus on the trans2open vulnerability

Differences:

• Multiple authors contributed exploits

• Platforms vary, covering different operating systems

• Some exploits are more specific (e.g., targeting specific OS versions or architec-
tures)

C.3.0.4 CVE-2003-0605

Description: RPC DCOM interface vulnerability in Windows 2000 allowing denial
of service and privilege escalation.

Characteristic Analysis
Number of ex-
ploits

11

Authors Varied (Flashsky, pHrail, anonymous, oc192, Doke Scott, H
D Moore, ins1der)

Types Mostly remote, one DoS
Platform All target Windows
Descriptions Consistent focus on the RPC DCOM vulnerability

Differences:

• Multiple authors contributed exploits

• Most exploits are remote, but one is specifically for DoS

• Some exploits target specific versions (e.g., Windows XP/2000)

C.3.0.5 CVE-2004-1924

Description: Multiple cross-site scripting vulnerabilities in Tiki CMS/Groupware.

Characteristic Analysis
Number of ex-
ploits

11

Author All by JeiAr
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable parameter or file

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable parameter or file within the appli-
cation
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C.3.0.6 CVE-2006-0755

Description: Multiple PHP remote file inclusion vulnerabilities in dotProject.

Characteristic Analysis
Number of ex-
ploits

10

Author All by r.verton
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.7 CVE-2006-1205

Description: Multiple cross-site scripting vulnerabilities in myWebland myBloggie.

Characteristic Analysis
Number of ex-
ploits

10

Author All by enji@infosys.tuwien.ac.at
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.8 CVE-2006-3019

Description: Multiple PHP remote file inclusion vulnerabilities in phpCMS.

Characteristic Analysis
Number of ex-
ploits

10

Author All by Federico Fazzi
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file within the application
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C.3.0.9 CVE-2006-4477

Description: Multiple PHP remote file inclusion vulnerabilities in Visual Shapers
ezContents.

Characteristic Analysis
Number of ex-
ploits

10

Author All by DarkFig
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.10 CVE-2006-5829

Description: Multiple SQL injection vulnerabilities in All In One Control Panel
(AIOCP).

Characteristic Analysis
Number of ex-
ploits

12

Author All by laurent gaffie
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.11 CVE-2007-0364

Description: Multiple cross-site scripting vulnerabilities in INDEXU.

Characteristic Analysis
Number of ex-
ploits

13

Author All by SwEET-DeViL
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:
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• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.12 CVE-2007-3217

Description: Multiple PHP remote file inclusion vulnerabilities in Prototype of an
PHP application.

Characteristic Analysis
Number of ex-
ploits

13

Author All by pito pito
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.13 CVE-2007-5243

Description: Multiple stack-based buffer overflows in Borland InterBase.

Characteristic Analysis
Number of ex-
ploits

13

Authors Varied (Metasploit, Adriano Lima)
Types All are remote exploits
Platforms Varied (Linux, Windows)
Descriptions Consistent focus on different buffer overflow vulnerabili-

ties in InterBase functions

Differences:

• Multiple authors contributed exploits

• Exploits target different vulnerable functions within InterBase

• Some exploits are specific to certain OS platforms

C.3.0.14 CVE-2008-3260

Description: Multiple cross-site scripting vulnerabilities in Claroline.

Characteristic Analysis
Number of ex-
ploits

12

Author All by Digital Security Research Group
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Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.15 CVE-2008-6840

Description: Multiple PHP remote file inclusion vulnerabilities in V-webmail.

Characteristic Analysis
Number of ex-
ploits

13

Author All by CraCkEr
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.16 CVE-2009-0689

Description: Array index error in dtoa implementation allowing denial of service
and possible code execution.

Characteristic Analysis
Number of ex-
ploits

13

Authors Varied (Maksymilian Arciemowicz, sp3x, Alin Rad Pop)
Types Mostly DoS, some remote code execution
Platforms Varied (BSD, Linux, OSX, Windows, Multiple)
Descriptions Consistent focus on the dtoa vulnerability, but targeting

different applications and systems

Differences:

• Multiple authors contributed exploits

• Exploits target different applications and systems affected by the vulnerability

• Some exploits focus on DoS, while others achieve remote code execution
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C.3.0.17 CVE-2009-1330

Description: Stack-based buffer overflow in Easy RM to MP3 Converter.

Characteristic Analysis
Number of ex-
ploits

10

Authors Varied (Cyber-Zone, Oh Yaw Theng, bibi-info, d3b4g,
Stack, Fitzl Csaba)

Types Mostly local, some PoC
Platform All target Windows
Descriptions Consistent focus on buffer overflow in various file formats

Differences:

• Multiple authors contributed exploits

• Some exploits are proof-of-concept, while others are fully developed

• Exploits target different file formats and converter applications

C.3.0.18 CVE-2009-3789

Description: Multiple cross-site scripting vulnerabilities in OpenDocMan.

Characteristic Analysis
Number of ex-
ploits

13

Author All by Amol Naik
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.19 CVE-2010-4120

Description: Multiple cross-site scripting vulnerabilities in IBM Tivoli Access Man-
ager for e-business.

Characteristic Analysis
Number of ex-
ploits

11

Author All by IBM
Type All are web application exploits
Platform All target multiple platforms
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:
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• Single author (IBM) for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.20 CVE-2013-0135

Description: Multiple SQL injection vulnerabilities in PHP Address Book.

Characteristic Analysis
Number of ex-
ploits

12

Author All by Jurgen Voorneveld
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.21 CVE-2013-4730

Description: Buffer overflow in PCMan’s FTP Server allowing remote code execu-
tion.

Characteristic Analysis
Number of ex-
ploits

11

Authors Varied (Chako, R-73eN, Koby, MSJ, Jacob Holcomb, Mah-
mod Mahajna, Ottomatik, Polunchis, Rick Flores, Sumit)

Type All are remote exploits
Platform All target Windows
Descriptions Consistent focus on buffer overflow, but targeting different

FTP commands

Differences:

• Multiple authors contributed exploits

• Exploits target different FTP commands (e.g., USER, MKD, RENAME, ABOR,
CWD, PASS, STOR)

• Some exploits are more specific or use different techniques (e.g., Metasploit
module)

C.3.0.22 CVE-2014-1636

Description: Multiple SQL injection vulnerabilities in Command School Student
Management System.
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Characteristic Analysis
Number of ex-
ploits

12

Author All by AtT4CKxT3rR0r1ST
Type All are web application exploits
Platform All target PHP
Descriptions Each exploit targets a specific vulnerable file or parameter

Differences:

• Single author for all exploits

• Each exploit targets a different vulnerable file or parameter within the appli-
cation

C.3.0.23 CVE-2018-14665

Description: Incorrect permission check in Xorg X11 server allowing privilege esca-
lation.

Characteristic Analysis
Number of ex-
ploits

11

Authors Varied (0xdono, bolonobolo, Metasploit, Marco Ivaldi,
Hacker Fantastic)

Type All are local privilege escalation exploits
Platforms Varied (AIX, Linux, OpenBSD, Solaris, Unix, Multiple)
Descriptions Consistent focus on the Xorg vulnerability, but with differ-

ent approaches and target systems

Differences:

• Multiple authors contributed exploits

• Exploits target different operating systems and environments

• Some exploits are more specific (e.g., targeting specific OS versions or using
specific techniques)

We analyzed the above 23 Common Vulnerabilities and Exposures (CVEs) for
consistency in author, type, platform, and description across their associated ex-
ploits, as well as similarity to the CVE description.

C.3.0.24 Analysis

CVEs with consistent characteristics (same author, same type, same platform) and
descriptions that are similar across exploits and align closely with the CVE descrip-
tion:

1. CVE-2004-1924

2. CVE-2006-0755

3. CVE-2006-1205
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4. CVE-2006-3019

5. CVE-2006-4477

6. CVE-2006-5829

7. CVE-2007-0364

8. CVE-2007-3217

9. CVE-2008-3260

10. CVE-2008-6840

11. CVE-2009-3789

12. CVE-2010-4120

13. CVE-2013-0135

14. CVE-2014-1636

CVEs that showed significant variations in author, type, platform, or description
across exploits:

15. CVE-2000-0844

16. CVE-2002-1230

17. CVE-2003-0201

18. CVE-2003-0605

19. CVE-2007-5243

20. CVE-2009-0689

21. CVE-2009-1330

22. CVE-2013-4730

23. CVE-2018-14665
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APPENDIX D
VULNERABILITIES WITH HIGH NUMBER OF EXPLOITS

The below are examples of CVE that holds more than 13 exploits and affect mul-
tiple software and hardwares

Summary of Exploits for CVE-2014-7910

The CVE-2014-7910 vulnerability, also known as “Shellshock,” is a high-severity se-
curity flaw in the GNU Bash (Bourne Again Shell). This vulnerability allows at-
tackers to execute arbitrary commands on vulnerable systems by crafting malicious
environment variables. Below is a summary of the 14 different exploits associated
with CVE-2014-7910:

1. 2096
Path: exploits/cgi/remote/34777.rb
Name: GNU Bash - Environment Variable Command Injection (Metasploit)
Published: 2014-09-25
Author: Shaun Colley
Type: Remote
Platform: CGI
References: CVE-2014-7910, OSVDB-112004, CVE-2014-7227, CVE-2014-7196,
CVE-2014-7169, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

2. 2280
Path: exploits/cgi/webapps/34895.rb
Name: Bash CGI - ’Shellshock’ Remote Command Injection (Metasploit)
Published: 2014-10-06
Author: Fady Mohammed Osman
Type: Webapps
Platform: CGI
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
OSVDB-112004, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

3. 2482
Path: exploits/cgi/webapps/34839.py
Name: IPFire - CGI Web Interface (Authenticated) Bash Environment Variable
Code Injection
Published: 2014-10-01
Author: Claudio Viviani
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Type: Webapps
Platform: CGI
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
CVE-2014-62771, OSVDB-112004, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

4. 3870
Path: exploits/hardware/remote/36503.rb
Name: QNAP - Admin Shell via Bash Environment Variable Code Injection
(Metasploit)
Published: 2015-03-26
Author: Patrick Pellegrino
Type: Remote
Platform: Hardware
References: CVE-2014-7910, OSVDB-112004, CVE-2014-7227, CVE-2014-7196,
CVE-2014-7169, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

5. 3871
Path: exploits/hardware/remote/36504.rb
Name: QNAP - Web Server Remote Code Execution via Bash Environment
Variable Code Injection (Metasploit)
Published: 2015-03-26
Author: Patrick Pellegrino
Type: Remote
Platform: Hardware
References: CVE-2014-7910, OSVDB-112004, CVE-2014-7227, CVE-2014-7196,
CVE-2014-7169, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

6. 8018
Path: exploits/linux/remote/34766.php
Name: Bash - ’Shellshock’ Environment Variables Command Injection
Published: 2014-09-25
Authors: Prakhar Prasad & Subho Halder
Type: Remote
Platform: Linux
References: CVE-2014-7910, OSVDB-112004, CVE-2014-7227, CVE-2014-7196,
CVE-2014-7169, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

7. 8098
Path: exploits/linux/remote/35115.rb
Name: CUPS Filter - Bash Environment Variable Code Injection (Metasploit)
Published: 2014-10-29
Author: Metasploit
Type: Remote
Platform: Linux
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
CVE-2014-62771, OSVDB-112004, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659
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8. 8211
Path: exploits/linux/remote/34765.txt
Name: GNU Bash - ’Shellshock’ Environment Variable Command Injection
Published: 2014-09-25
Author: Stephane Chazelas
Type: Remote
Platform: Linux
References: CVE-2014-7910, OSVDB-112004, CVE-2014-7227, CVE-2014-7196,
CVE-2014-7169, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

9. 8212
Path: exploits/linux/remote/34860.py
Name: GNU bash 4.3.11 - Environment Variable dhclient
Published: 2014-10-02
Author: @0x00string
Type: Remote
Platform: Linux
References: CVE-2014-7910, OSVDB-112169, CVE-2014-7227, CVE-2014-7196,
CVE-2014-7187, CVE-2014-7186, CVE-2014-7169, CVE-2014-6278, CVE-2014-
62771, OSVDB-112158, OSVDB-112097, OSVDB-112096, OSVDB-112004, CVE-
2014-6277, CVE-2014-6271, CVE-2014-3671, CVE-2014-3659

10. 8547
Path: exploits/linux/remote/34879.txt
Name: GNU bash - ’Shellshock’ Remote Code Injection Vulnerability
Published: 2014-10-05
Author:
Type: Remote
Platform: Linux
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
OSVDB-112004, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

11. 8556
Path: exploits/linux/remote/34895.py
Name: Bash - ’Shellshock’ Remote Command Injection Vulnerability (dhclient)
Published: 2014-10-06
Author: William Bowling
Type: Remote
Platform: Linux
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
OSVDB-112004, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

12. 8558
Path: exploits/linux/remote/34900.rb
Name: Linux BASH Remote Code Injection via Environment Variables (Shell-
shock) (Metasploit)
Published: 2014-10-06
Author: Metasploit
Type: Remote
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Platform: Linux
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
OSVDB-112004, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

13. 8630
Path: exploits/linux/remote/34897.py
Name: ProFTPd 1.3.5b - ’Shellshock’ Remote Command Injection
Published: 2014-10-06
Author: Fr0st
Type: Remote
Platform: Linux
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
OSVDB-112004, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

14. 8637
Path: exploits/linux/remote/34861.py
Name: GNU bash - DHCP Client Bash Environment Variable Code Injection
Published: 2014-10-02
Author: Tim Brown
Type: Remote
Platform: Linux
References: CVE-2014-7910, CVE-2014-7227, CVE-2014-7196, CVE-2014-7169,
OSVDB-112004, CVE-2014-62771, CVE-2014-6271, CVE-2014-3671, CVE-2014-
3659

Explanation

These exploits exploit the “Shellshock” vulnerability in various environments and
applications, including web servers, Linux systems, and hardware devices. The ex-
ploits target platforms like CGI, Linux, and hardware, using different payloads and
methods to exploit the vulnerability in Bash. Proper patching and updating to a
secure Bash version is critical to mitigate the risks associated with these exploits.
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APPENDIX E
TOP REOCCURRING CWE OVER YEAR
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APPENDIX F
PREDICTIVE MODELING WITH MACHINE LEARNING

F.1 Exploit Prediction Model

FIGURE F.1: Illustration of the exploitation prediction model.
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F.2 Patch Prioritization Model

FIGURE F.2: Illustration of the patch prioritization model.
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